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R #196

The network administrator wants to strengthen physical security in the organization. Specifically, to implement a solution stopping

people from entering certain restricted zones without proper credentials. Which of following physical security measures should the
admunistrator use?

e A. Video surveillance
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e B. Fence
¢ C. Mantrap
e D. Bollards

IEf#: B

HA #197
The CIO of an organization has decided to assign the responsibility of internal I'T audit to the IT team. This is consider a bad practice
MAINLY because

A. The IT team is not familiar in I'T audit practices

B. The IT teamis not certified to perform audits

C. This represents a bad implementation of the Least Privilege principle
D. This represents a conflict of interest

Ef#: D

M #198
Which of the following is MOST likely to be discretionary?

A. Policies
B. Guidelines

C. Procedures
D. Standards

Ef#: B

H #199
Which of the following is considered one of the most frequent failures in project management?

e A Insufficient resources

e B. Overly restrictive management

e C. Failure to meet project deadlines
¢ D. Excessive personnel on project

EfE: C
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Common Failures in Project Management:

Miissing deadlines is a frequent project management failure because it impacts deliverables, budgets, and stakeholder trust. EC-
Council CISO emphasizes disciplined planning and monitoring to avoid such issues.

Key Causes:

* Poor resource estimation.

* Scope creep or lack of clear objectives.

* Ineffective commumnication among stakeholders.

‘Why Not Other Options:

* Overly restrictive management (A): May hinder innovation but is not as common as missed deadlines.

* Excessive personnel (B): Leads to mefficiencies but is less frequent.

* Insufficient resources (D): A contributing factor but not the most frequent failure.

EC-Council Framework:

Timely delivery is central to successful project management, aligning with operational and security objectives.

Z R #200
Which of the following is of MOST importance when security leaders of an organization are required to align security to influence the
culture of an organization?



A. Understand all regulations affecting the organization
B. Poses a strong auditing background

C. Understand the business goals of the organization
D. Poses a strong technical background

Ef: C

R

Aligning Security with Organizational Culture:Security leaders must align security initiatives with business objectives to gain
stakeholder support and integrate security into daily operations effectively.

Key Traits of Security Leaders:

* Business acumen to link security practices with organizational goals.

* The ability to commumicate security's value in enabling business success.

Why Other Options Are Incorrect:

* A. Technical Background: Helpful but not sufficient for cultural influence.

* B. Understanding Regulations: Essential but secondary to business alignment.

* D. Auditing Background: Supports governance but does not directly influence culture.

References:EC-Council emphasizes that understanding business goals is crucial for CISOs to align security with organizational
priorities effectively.
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