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¢ Structure, function, and security associated with networks: This section of the exam measures skills of [T
Support Specialists and outlines the basic components of networks, how they operate, and the security

FE 1 needed to protect them It provides a simple view of how network structures support communication and

how security measures protect information.
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¢ Role of the IT department in IT infrastructure management, disaster recovery, and business continuity

processes: This section of the exam measures skills of Systems Administrators and explains how the IT
EN D) department manages infrastructure and supports recovery processes to keep operations running during
disruptions. It ntroduces how IT teans protect systems, restore services, and maintain continuity for the
business.

¢ Introduction to IT: This section of the exam measures the skills of IT Support Specialists and explains

mformation technology as a discipline, along with how the IT department supports business activities. It
5 3 pro.Vic'les a simple overyiew of different IT areas such as systens and services, networks and security,
scripting and programming, data management, and the business side of IT. Learners see how these areas
connect with each other and how they contribute to organizational operations.

¢ Data management functions in databases: This section of the exam measures the skills of Systems

Admmistrators and summarizes the basic fimctions nvolved in managing data within databases. It
FrE4 mtroduces how data is stored, organized, and accessed, giving learners a simple understanding of how
essential database tasks support business information needs.

¢ Basics of Programming Languages in Software Development: This section of the exam assesses the skills of]

IT Support Specialists and covers the fundamental purpose of programming languages in software
FES development. It provides a simple description of how programming works and how developers use
languages to build tools and applications.
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What is an important strategy of business continuity planning?

A. User authentication
B. Data mirroring

C. Data encryption

D. Service variety

EX: B

i RE S -

Data mirroring is an important business continuity strategy because it maintains a synchronized copy of data on a separate storage
systemor site. In Information Technology, mirroring supports rapid recovery by ensuring that if the primary data store fails, an up-
to-date replica is available to restore operations. Mirroring may be implemented through storage replication, database replication, or
real-time backup technologies, and it is often used for high-availability systens that require minimal data loss. This approach directly
supports business continuity goals by reducing recovery time and limiting the recovery point, meaning less data is lost between the
failure and the restored system. User authentication and data encryption are critical security controls, but they do not by thenselves
ensure operational continuity after outages or disasters. Service variety is not a standard continuity strategy term in most IT curricula.
Business continuity focuses on redundancy, replication, failover, and recovery processes. Since mirroring creates a continuously
updated duplicate of critical data, it is a core strategy used to maintain availability and speed restoration. Therefore, the correct
answer is data mirroring,
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R #74
A programmer needs to create a variable that holds the plus sign + for the addition operation. What is the name of the data type that
should be used?

A. Integer

B. Character string
C. Floating point
D. Character

ZX: D

R -

A plus sign is a single symbol, so the correct data type is character. In Information Technology and programming findamentals, a
character data type is used to store exactly one character, such as a letter, digit, punctuation mark, or operator symbol. Examples
include A, 7, #, and +. This differs froma character string, which stores multiple characters together, such as words, phrases, or
product names. Integer and floating- point types are numeric and intended for arithmetic values, not symbolic operators. In many
programming languages and database systems, characters are stored using an encoding standard such as ASCII or Unicode,
allowing symbols like + to be represented consistently. Selecting the correct data type is important for validation and storage: a
character field can be constrained to length 1, ensuring the variable cannot accidentally store multiple symbols or text. Because the
requirerment is to store a single plus sign symbol, the appropriate data type is character.

R #75
What is the generation of computing known for natural language processing and machine learning capabilities?

A. Fourth
B. Third
C. Second
D. Fifth

ZX: D

fERERR A -

The fifth generation of computing is commonly associated with artificial intelligence, including natural language processing and
machine learning capabilities. In standard Information Technology history, the fifth generation represents a shift from mainty
hardware-driven improvements to systems designed to mimic human-like reasoning and communication. Natural language processing
focuses on enabling computers to understand and respond to human language, while machine learning allows systens to improve
performance by learning from data rather than relying only on fixed, pre-programmed instructions. These capabilities depend on
advanced algorithms, large datasets, and powerful computing architectures, including parallel processing and high-performance
computing resources. Earlier generations were defined primarily by hardware advancements: vacuum tubes in the first generation,
transistors in the second, integrated circuits in the third, and microprocessors in the fourth. Although some Al research existed
earlier, the fifth generation is the one most clearly linked in IT documents and curricula with intelligent systemns, expert systerns,
language understanding, and learning-based approaches. Therefore, the correct generation for natural language processing and
machine learning is the fifth generation.

R #76

A factory machine is turned on at 8:00 a.m. and is turned off'at 5:00 p.m The average output of the machine is 1,200 units per hour.
Which term describes the statement, "It is 4:30 p.m., so the machine is still running," based on the data-information-knowledge-
wisdom DIKW hierarchy?

A. Data

B. Information
C. Knowledge
D. Wisdom

ER: C

fE R A«
The statement, "It is 4:30 p.m., so the machine is still running," reflects knowledge in the DIKW hierarchy because it applies known



schedule information to infer the current state. The times 8:00 a.m. and 5:00 p.m.

represent information about operating hours once they are organized and given context. The time 4:30 p.m. is a data point, but the
reasoning step, concluding the machine is still running because the current time falls within the operating window, is an application of
that mformation. This inference is what separates knowledge from simple information. In Information Technology and operations
management, this resembles using rules or business logic to deduce system status from logged schedules and timestanmps. It is not
wisdom because it does not involve deciding what should be done or weighing broader consequences. It is not merely information
because it is not just a stated fact like the schedule; it is a conclusion drawn from the facts.

Therefore, the DIKW level best matching this statement is knowledge.

R #77
What is the role of professional associations regarding ethics standards in the IT profession?

A. To provide licensing and accreditation of IT professionals

B. To address ethical expectations for all IT professionals as the industry-wide Association of IT Professionals (AITP)

C. To provide valuable ethical guidelines to IT professionals as they perform their work

D. To engage in the development, adoption, and use of globally-accepted, industry-leading practices for all IT professionals

ZER: C

f R A«

1.Providing Valuable Ethical Guidelines to IT Professionals:

oProfessional associations establish codes of ethics and codes of conduct that outline expected behavior for IT professionals.
oThese guidelines address ethical considerations related to privacy, security, honesty, and professional responsibility.

0By adhering to these standards, IT professionals contribute to the well-being of society and uphold the public good1.
2.Engaging in the Development and Adoption of Industry-Leading Practices:

oAssociations collaborate with industry experts to develop globally-accepted best practices.

oThey promote ethical behavior by dissemmating these practices through seminars, conferences, and certification courses.

0By following these standards, IT professionals ensure the integrity and trustworthiness of their work?2.

References

* ACM Code of Ethics and Professional Conduct: The ACM (Association for Computing Machinery) provides a comprehensive
code of ethics for computing professionals.

*Chapter 8: The Making of a Profession: Values, Ethics, and Conducts: This chapter discusses the role of professional associations
in establishing ethical guidelines.

*Code of Professional Ethics | IS/IT Certifications | [ISACA: ISACA (Information Systems Audit and Control Association)
emphasizes compliance and governance in IT ethics3.

*Ethics and the IT Professional | EDUCAUSE Review: Various associations, including AITP (Association of Information
Technology Professionals), contribute to ethical guidance
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