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EE#13
Which security assessment deliverable identities unmanaged code that must be kept up to date throughout the life of the product?

A. Metrics template

B. Threat profile

C. List of third-party software
D. Product risk profile

HE. C

Y.

The security assessment deliverable that identifies unmanaged code that must be kept up to date throughout the life of the product is
the List of third-party software. Unmanaged code refers to code that does not run under the garbage-collected environment of the
NET Common Language Runtime, and it often includes legacy code, system libraries, or code written in languages that do not
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support automatic memory management. Keeping a list of third-party software is crucial because it helps organizations track
dependencies and ensure they are updated, patched, and compliant with security standards. This is essential for maintaining the
security posture of the software over time, as outdated components can introduce vulnerabilities.

: The references provided from the web search results support the importance of monitoring and updating software components,
including unmanaged code, as part of a secure software development lifecycle12.

AEE#14
Which secure coding best practice says to use well-vetted algorithims to ensure that the application uses random identifiers, that
identifiers are appropriately restricted to the application, and that user processes are fully termmated on logout?

A. Session Management
B. Access Control

C. Output Encoding

D. Input Validation

HE: A

HE#15

Automated security testing was performed by attempting to log in to the new product with a known username using a collection of
passwords. Access was granted after a few hundred attempts.

How should existing security controls be adjusted to prevent this in the fiture?

A. Ensure strong password policies are enforced

B. Ensure passwords are encrypted when stored in persistent data stores
C. Ensure authentication controls are resistant to brute force attacks

D. Ensure credentials and authentication tokens are encrypted during transit
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HAE #16

A legacy application has been replaced by a new product that provides mobile capabilities to the company's customer base. The
two products have run concurrently for the last three months to provide a fallback if the new product experienced a large-scale
failure. The time has come to turn off access to the legacy application.

Which phase of the Software Development Life Cycle (SDLC) is being described?

A. Maintenance
B. Planning

C. Design

D. End of Life

He:. D
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Comprehensive and Detailed In-Depth Explanation:

The scenario outlines the process of decommissioning a legacy application after a new product has successfully taken over its
finctions. This corresponds to the End of Life phase in the Software Development Life Cycle (SDLC).

The End of Life phase mvolves retiring outdated systems and transitioning users to newer solutions. This phase ensures that obsolete
applications are systematically phased out, reducing maintenance costs and potential security vulnerabilities associated with
unsupported software.

In this case, running both the legacy and new applications concurrently provided a safety net to ensure the new system's stability.
After confirming the new product's reliability, the organization proceeds to disable the legacy system, marking its End of Life.
References:

* Systenrs Development Life Cycle

HE#17
‘What is the protection of information and information systerrs from unauthorized access, use, disclosure, disruption, modification, or



distribution to provide confidentiality, integrity, and availability?

A. Confidentiality

B. Integrity
C. Availability

D. Information Security
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