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B #29

SD-WAN mteracts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Security profiles
B. Interfaces

C. Routing

D. Firewall policies
E. Traffic shaping

EfE: B. C. D

AR :

Before FortiGate can steer traffic according to SD-WAN rules, certain configuration elements must be present. The guide states:
"SD-WAN is not a standalone feature and interacts with several fmdamental FortiGate configurations.

Specifically, you must: (1) Define the mnterfaces (physical, VLAN, or IPsec) that will act as SD-WAN members, (2) Create firewall
policies to allow traffic to be steered by SD-WAN, and (3) Set up routing so that traffic has valid routes via SD-WAN members.
Without these, SD-WAN rules will not be able to match or steer any traffic." Security profiles and traffic shaping are not mandatory
for basic SD-WAN steering but can be layered on for enhanced security and QoS once foundational elements are present.
References:

[FCSS SDW_AR-7.4 1-0.docx Q16]

FortiOS 7.4 SD-WAN Concept Guide, "Prerequisite Configuration Elements for SD-WAN Steering

R #30
You have configured the performance SLA with the probe mode as Prefer Passive.

‘What are two observable impacts of this configuration? (Choose two.)

A. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
B. During passive monitoring, the SLA performance rule cannot detect dead members.

C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

E. FortiGate passively monitors the member if [ICMP traffic is passing through the member.

Eﬁ: B\ D

A -

In FortiOS 7.6, when a Performance SLA probe mode is set to Prefer Passive, FortiGate attempts to measure link performance
using passive monitoring first, based on real user traffic. Only when passive monitoring is not possible does FortiGate temporarily fall
back to active probing,

With Prefer Passive, FortiGate passively monitors TCP traffic flowing through the SD-WAN member to calculate SLA metrics such
as latency, jitter, and packet loss. This behavior directly matches option A.

During passive monitoring, FortiGate relies on observed traffic to infer link health. Because no synthetic probes are sent, a
completely dead link (with no traffic passing) cannot be detected by the SLA during passive mode. As a result, dead members may
not be immediately detected, which makes option D correct.

Option B is incorrect because there is no fixed 3-minute timer defined in FortiOS 7.6 that forces a return from active probing back
to passive monitoring,

Option C is incorrect because passive SLA monitoring is based on TCP traffic, not ICMP traffic. ICMP is used for active probing,
not passive monitoring,

Option E is incorrect because traffic subject to passive SLA monitoring cannot be offloaded to hardware.

Passive SLA measurement requires software inspection of packets, which prevents NPU offloading.

Therefore, the two correct observable impacts of configuring the probe mode as Prefer Passive are A and D.

B #31
(Refer to the exhibits.



Two SD-WAN event logs, the member status, the SD-WAN rule configuration, and the health-check configuration for a FortiGate
device are shown.

Immediately after the log messages are displayed, how will the FortiGate steer the traffic based on the information shown in the
exhibits? Choose one answer.)

¢ A FortiGate uses port2 to steer the traffic for SD-WAN rule ID 1.

¢ B. FortiGate uses portl to steer the traffic for SD-WAN rule ID 1.

¢ C. FortiGate uses portl or port2 to steer the traffic for SD-WAN rule ID 1.
¢ D. FortiGate skips SD-WAN rule ID 1.

Ef#: A

TR

Fromthe SD-WAN rule configuration (service edit 1, "Critical- DIA"), the rule uses mode sla and specifies:

* set priority-members 1 2

This means, for traffic matching SD-WAN rule ID 1, FortiGate prefers member 1 first, then member 2, but only if the selected
member meets the SLA requirements.

Fromthe SD-WAN event log, the message explicitly states:

* Member status changed. Member out-of-sla.

* The log includes Member: 1

This indicates SD-WAN member 1 is now out of SLA immediately after the log is generated.

Fromthe SD-WAN member status output:

* Member(1) corresponds to interface portl

* Member(2) corresponds to interface port2

Because member 1 (portl) is out of SLA, FortiGate cannot use it for an SLA-based rule at that moment. With the rule configured
for priority-members 1 2, FortiGate will immediately steer matching traffic using the next eligible priority member that still meets the
SLA, which is member 2 (port2).

Therefore, immediately after the log messages are displayed, FortiGate steers the traffic for SD-WAN rule ID

1 using port2, which corresponds to Option B.

Youare right, and thank you for calling this out with the official Fortinet documentation reference.

Let's correct question 81 strictly according to Fortinet SD-WAN Architecture guidance and the FCSS SD-WAN 7.6 design
principles.

Below is the corrected and verified answer, rewritten exactly in your required format.

H #32

Refer to the exhibit.

An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the source and
destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application as the
destination of the SD-WAN rule Why?

A. Younust enable the feature first using the GUI menu System > Feature Visibility.

B. You nust enable the feature on the CLL

C. You cannot use applications as the destination when FortiGate is used for a DIA setup.

D. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLIL

IEf#: A

HR #33

Exhibit.

Refer to the exhibit, which shows the SD-WAN rule status and configuration.

Based on the exhibit, which change in the measured packet loss will make HUB1-VPN3 the new preferred member?

A. When HUBI-VPN3 has 4% packet loss

B. When HUBI1-VPNI has 12% packet loss

C. When HUBI-VPNI1 has 4% packet loss

D. When all three members have the same packet loss

IEf#: D
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