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Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q35-Q40):
NEW QUESTION # 35 
Which description of the FortiSASE inline-CASB component is true?

A. It detects data in motion.
B. It relies on API to integrate with cloud services.
C. It has limited visibility when data is transmitted.
D. It is placed outside the traffic path.
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Answer: A

Explanation:
FortiSASE inline-CASB operates in the traffic path to provide real-time visibility and control over data in motion as it is transmitted
to and from cloud applications.

NEW QUESTION # 36 
Refer to the exhibits.
How will the application vulnerabilities be patched, based on the exhibits provided?

A. An administrator will patch the vulnerability remotely using FortiSASE.
B. The end user will patch the vulnerabilities using the FortiClient software.
C. The vulnerability will be patched automatically based on the endpoint profile configuration.
D. The vulnerability will be patched by installing the patch from the vendor's website.

Answer: A

Explanation:
The "Automatically patch vulnerabilities" option is disabled in the endpoint profile. Additionally, the Vulnerability Dashboard shows
the patching status as "Manual patching required." This means an administrator must manually initiate the patching process remotely
using FortiSASE.

NEW QUESTION # 37 
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be used to create multiple endpoint profiles which can be applied to different endpoints
B. Zero-trust tags can be used to allow secure web gateway (SWG) access
C. Zero-trust tags can be used to allow or deny access to network resources
D. Zero-trust tags can determine the security posture of an endpoint.

Answer: C,D

NEW QUESTION # 38 
A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which three setups will achieve the above requirements? (Choose three.)

A. Configure private access policies on FortiSASE with ZTNA.
B. Configure ZTNA tags on FortiGate.
C. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
D. Configure ZTNA servers and ZTNA policies on FortiGate.
E. Sync ZTNA tags from FortiSASE to FortiGate.

Answer: B,C,D

Explanation:
To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:
Configure ZTNA tags on FortiGate (Option A):
ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can
access protected resources.
Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):
FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.
Configure ZTNA servers and ZTNA policies on FortiGate (Option C):



To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determine how traffic is routed, inspected, and controlled based on device posture and user identity.
Here's why the other options are incorrect:
D . Configure private access policies on FortiSASE with ZTNA: While FortiSASE supports ZTNA, the requirement specifies that
TCP traffic must be processed by FortiGate. Configuring private access policies on FortiSASE would route traffic through
FortiSASE instead of FortiGate, which does not meet the stated requirements.
E . Sync ZTNA tags from FortiSASE to FortiGate: Synchronizing ZTNA tags is unnecessary in this scenario because the focus is on
FortiGate processing the traffic. The tags can be directly configured on FortiGate without involving FortiSASE.
Fortinet FCSS FortiSASE Documentation - Zero Trust Network Access (ZTNA) Deployment FortiGate Administration Guide -
ZTNA Configuration

NEW QUESTION # 39 
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?

A. It gathers all the vulnerability information from all the FortiClient endpoints.
B. It is used for performing device compliance checks on endpoints.
C. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.
D. It monitors the FortiSASE POP health based on ping probes.

Answer: C

Explanation:
The Digital Experience Monitor (DEM) in FortiSASE measures and monitors network performance from the FortiSASE Points of
Presence (PoPs) to specific SaaS or cloud applications, helping identify and troubleshoot performance issues across the service
path.
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