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Linux Foundation LFCA Exam Syllabus Topics:

Section Weight Objectives
- System Administration

¢ 1. System Services
e 2. Storage Management
¢ 3. User and Group Management

- Operations
¢ 1. Disaster Recovery

¢ 2. Monitoring
¢ 3. Troubleshooting

Topic 1: System Administration Fundamentals ~ 20%-30%

- Networking

¢ 1. Network Configuration
e 2. Connectivity Troubleshooting
¢ 3. DNS Basics

- Developer Support

_ ) o ¢ 1. API Fundamentals
Topic 2: Supporting Applications and Developers 8% e 2. Application Deployment Basics
¢ 3. Development Environments
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- DevOps Practices

o |. Infrastructure as Code
e 2. Autormation
¢ 3. CI/CD Concepts

3 . 0 0,
Topic 3: DevOps Fundamentals 12%-16% _ Software Development Lifecycle

e 1. Collaboration Workflows

e 2. Version Control

¢ 3. Monitoring

- Security Concepts

e 1. Authorization
e 2. Authentication
e 3. Encryption

3 . 1 V) 0,
Topic 4: Security Fundamentals 14%-16% _ Compliance and Data Protection
e 1. Security Best Practices

e 2. Risk Awareness
e 3. Sensitive Data Handling

- Cloud Operations

e 1. Cost Optimization
e 2. Performance
e 3. Availability

- Modern Infrastructure
e 1. Containers
e 2. Virtualization
o 3. Scalability

Topic 5: Cloud Computing Fundamentals 18%-20%

- Cloud Concepts
SaaS
PaaS
laaS
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W N =

- Command Line

1. File Manipulation

2. Text Processing

3. Basic Shell Commands
4. Process Management

. LT 0 0,
Topic 6: Linux Fundamentals 16%-20% Linux Operating System
1. Filesystens

2. Permissions and Ownership
3. Linux Architecture

4. Package Management
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Linux Foundation Certified IT Associat 58 & LFCA & B & (Q122-Q127):

R #122
A network engineer is designing a highly scalable network for a multi-tenant cloud infrastructure.
Which of'the following solutions and protocols is most suitable for providing effective segmentation and tenant isolation?

A. Layer 2 Tunneling Protocol version 3 over an IP network, tenant cloud flows will be mapped to individual tunnels.
B. VXLAN encapsulation to provide cloud network segmentation and tenant isolation with "Flood and Learn" mode.
C. VXLAN encapsulation to provide cloud network segmentation and tenant isolation and BGP EVPN as the control plane.
D. Spanning Tree Protocol in a large switching fabric, each tenant will be mapped to individual VLAN IDs for segmentation.

IEfE: C
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VXLAN provides network segmentation by encapsulating tenant traffic, while BGP EVPN serves as a scalable control plane to
distribute MAC and IP information across the network. This combination allows multi-tenant isolation and efficient, large-scale cloud
networking without relying on traditional Layer 2 flooding, making it suitable for highly scalable cloud infrastructures.

B #123
‘Which option will cause Is to display hidden files and folders?

A ls-a
B.Is-t
C.ls-v
D.Is-1

EfE: A

B #124

A stateful web app stores session data in each server's memory. To support more users by adding servers, which common technique
enables horizontal scaling and what is its trade-off?

¢ A Sharding the application logic, which is a quick and simple process.

¢ B. Replicating the server's entire memory in real-time, which is a low-overhead solution.

e (. Vertical scaling, which avoids the stateful problem entirely.

¢ D. Using a load balancer with sticky sessions, which can lead to uneven load distribution across servers.

Ef#: D
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For a stateful web application that stores session data in server memory, sticky sessions ensure that a user's requests are consistently
directed to the same server. This enables horizontal scaling by allowing multiple servers behind a load balancer. The trade-offis that
traffic may not be distributed evenly, as some servers can accumulate more active sessions and load than others.

H #125
During the automated installation of a Linux system using a preseed (Debian) or kickstart (RHEL- based) configuration, which of the
following statements is true regarding unattended base system setup?

e A The mstaller can skip bootloader installation if the root partition is marked as active and contains
/boot/grub2.
¢ B. Partitioning must be done manually, as automated scripts cannot define LVM or RAID structures.
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e (. Preseed and kickstart allow specifying package sets, network configuration, and post-install scripts for full automation.
¢ D. Network configuration must always be completed manually before an autormated installation can proceed.

IEf: C
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Preseed and Kickstart are designed to automate Linux installations by allowing administrators to define installation parameters such
as package selection, network settings, partitioning, user creation, and post-installation scripts. This enables fully unattended
deployments with consistent system configurations.

M #126
A user types a command name and receives "command not found," even though the executable exists in /opt/tools. Which
environment variable should be examined first?

A. PATH
B. HOME
C. SHELL
D. LANG

EM: A
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The PATH variable defines the ordered list of directories that the shell searches for executables.
If/opt/tools is not included in PATH, the shell cannot locate the binary unless the full path is specified.
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