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Juniper Security, Specialist (JNCIS-SEC) 2 & JN0-336 &4 5% {4 R (Q86-
Q91):

H I #86
You want to permit access to an application but block application sub.

Which two security policy features provide this capability? (Choose two.)

¢ A. micro application detection
e B.APPID
e C. content filtering
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e D. URL filtering
IEf#: A. B

fi .-

Micro application detection is a feature that enables more granular control over applications by identifying and taking action on sub-
features or specific behaviors within an application. For example, allowing access to Facebook while blocking Facebook Chat.
Application Identification (APPID) is a feature that identifies and controls applications based on their traffic patterns and
characteristics. APPID can be configured to recognize not only the main application but also its various subcomponents, allowing for
precise control over what is allowed or blocked.

I #87
Which two statements are true about the vVSRX? (Choose two.)

A. Tt does not have VMXNET3 vNIC support.
B. Linux is the base OS.

C. It has VMXNET3 vNIC support.

D. UNIX is the base OS.

EME: B. C

AR :

Reference: Juniper Networks Security, Specialist (JNCIS-SEC) Study Guide, Chapter 1: Introduction to Junos Security, page 1-8.
The vSRX is a virtual security appliance that runs on a virtual machine. It provides firewall, VPN, and other security services in a
virtualized environment.

The vSRX is based on a version of Junos OS that is optimized for virtualization. It runs on a Linux kernel and uses a KVM
hypervisor. It supports VMware ESXi and KVM hypervisors.

The vSRX has support for VMXNET3 vNICs, which are high-performance virtual network interfaces provided by VMware. These
interfaces can provide higher throughput and lower CPU utilization than other virtual NIC types.

A #88
While working on an SRX firewall, you execute the show security policies policy-name <name> detail command.
‘Which function does this command accomplish?

A. Tt shows the system log files for the local SRX Series device.
B. It identifies the different custom policies enabled.

C. It shows policy counters for a configured policy.

D. It displays details about the default security policy.

IEf#: C

TR

The function that the show security policies policy-name <name> detail command accomplishes is showing policy counters for a
configured policy. Policy counters are statistics that indicate how many times a policy has been matched by traffic and what actions
have been taken by the policy. Policy counters can help you monitor and troubleshoot the performance and effectiveness of your
security policies. The show security policies policy-name <name> detail command displays detailed information about a specific
policy, such as its source zone, destination zone, description, state, hit count, byte count, packet count, action count, and session
count.

Reference: = show security policies, show security policies information, [SRX] How to troubleshoot a security policy that is not
passing data

HM #89
You enable chassis clustering on two devices and assign a cluster ID and a node ID to each device.

In this scenario, what is the correct order for rebooting the devices?

¢ A. Reboot only the secondary device since the primary will assign itself the correct cluster and node ID.
¢ B. Reboot the primary device, then the secondary device.
¢ (. Reboot the secondary device, then the primary device.



¢ D. Reboot only the primary device since the secondary will assign itself the correct cluster and node ID.
EfE: C

il

When chassis clustering is enabled and IDs are assigned, it is typically recommended to first reboot the secondary device. This
allows the secondary device to fully integrate and recognize its role and settings within the cluster without affecting the ongoing traffic
that the primary device might be handling.

Once the secondary device has successfully rebooted and is operational within the cluster, the primary device can then be rebooted.
This ensures that the primary device's reboot does not cause any network downtime, as the secondary device, now fully operational,
can take over the traffic and roles as needed.

M #90
Click the Exhibit button.

@ There is a problem with this website's security certificate

The secunty certificate presented by this website was not issued by )Ju..sfed certificateaythorty,

Secunty certificate problems may indicate an attemgt to foolyQuwor intercept any data you send to the

server
We recommend that you close this webpage and do not continue to this website.
@ Click here to clos@ this webpage

9 Continue to this website (not recommended)

» More information
You have implemented SSL client protection proxy. Employees are receiving the error shown in the exhibit.
How do you solve this problem?

¢ A Load a known good, but expired. CA certificate onto the SRX Series device.
¢ B. Import the existing certificate to each client device.

e (. Install a new SRX Series device to act as the client proxy

¢ D. Reboot the SRX Series device.

IEf#: B

et

SSL client protection proxy is a feature that allows you to decrypt and inspect the SSL traffic from clients to servers. To do this, you
need to install a certificate authority (CA) certificate on the SRX Series device and import the same certificate to each client device.
This way, the SRX Series device can act as a proxy between the client and the server and perform security checks on the decrypted
traffic. Ifthe client device does not have the certificate installed, it will receive an error message like the one shown in the exhibit.
Reference: = INCIS-SEC Certification, Open Learning - Security, Specialist (JINCIS-SEC), SSL Proxy Configuration
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