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CompTIA SecAI+ Certification Exam Sample Questions (Q74-Q79):
NEW QUESTION # 74 
An airline corporation wants to implement a chatbot application using a large language model (LLM) so its customers:
- Can ask question and receive answers about flight details.
- Have the option to upload files.
Which of the following security controls should the airline use to protect against malicious input and unauthorized use beyond the
service-level agreement? (Choose two.)

A. Firewall rules
B. Model token quotas
C. Prompt guardrails
D. Role-based access controls

Answer: B,C

Explanation:
Prompt guardrails are needed to prevent malicious or manipulated inputs (prompt injection) from causing the chatbot to provide
harmful, misleading, or unauthorized responses.
Model token quotas limit the amount of input/output a user can generate, preventing abuse or excessive usage beyond the service-
level agreement (SLA).

NEW QUESTION # 75 
A global security operations center (SOC) wants to adapt and leverage the strength of AI in order to enhance its security operations.
Which of the following is the best way to enhance the global SOC functions?

A. Enable a personal assistant that can act in the global SOC with no human intervention.
B. Generate code and execute in production to help save time.
C. Use open-source models in production to help the efficiency of threat detection and threat analysis.
D. Summarize alerts to easily gain insights on the environment.

Answer: D

Explanation:
AI can significantly enhance SOC operations by summarizing and correlating high volumes of alerts, enabling analysts to quickly
identify patterns, prioritize threats, and gain actionable insights. This reduces analyst fatigue and improves response times without
introducing unsafe automation risks.

NEW QUESTION # 76 
Which of the following helps in managing potential security issues related to model training?

A. International Organization for Standardization (ISO) 27001
B. National Institute of Standards and Technology (NIST) AI Risk Management Framework (RMF)
C. Organization for Economic Co-operation and Development (OECD)
D. General Data Protection Regulation (GDPR)

Answer: B

Explanation:
The NIST AI RMF provides structured guidance for identifying, assessing, and managing risks specific to AI systems, including
those arising during model training. It addresses issues like bias, security, and data integrity, making it the best framework for
managing training-related security concerns.

NEW QUESTION # 77 
Which of the following is used to train an AI model with unstructured data?

A. Supervised learning
B. Reinforcement training



C. Fine-tuning
D. Statistical learning

Answer: C

Explanation:
Fine-tuning allows an AI model to adapt to unstructured data (such as text, audio, or images) by retraining it on domain-specific
datasets. This process improves the model's ability to handle and generate outputs aligned with the unstructured data context.

NEW QUESTION # 78 
A social media company with more than a million lines of code wants to reduce the mean time to fix bugs and issues. Which of the
following is the most balanced AI strategy to automate the vulnerability management flow?

A. Using AI to triage discovered issues and create tickets, but having a software engineer merge software
B. Having security analysts triage discovered issues and create tickets, but using AI to merge software
C. Having security analysts triage discovered issues and create tickets, but having a software engineer merge software
D. Using AI to triage discovered issues, create tickets, and merge software fixes

Answer: A

Explanation:
This approach balances automation and human oversight. AI accelerates vulnerability management by triaging issues and generating
tickets, while software engineers retain responsibility for merging code changes, ensuring quality and reducing the risk of insecure or
unstable code being deployed.

NEW QUESTION # 79
......
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