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AE #142
A Developer is building a three-tier web application that should be able to handle a minimum of 5000 requests per minute.
Requirements state that the web tier should be completely stateless while the application maintains session state for the users.
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How can session data be externalized, keeping latency at the LOWEST possible value?

¢ A Create an Amazon DynamoDB table, then implement session handling at the application level to leverage the table for
session data storage

¢ B. Implement a shared file system solution across the underlying Amazon EC2 instances, then implement session handling at
the application level to leverage the shared file system for session data storage

¢ (. Create an Amazon RDS instance, then implement session handling at the application level to leverage a database inside the
RDS database instance for session data storage

¢ D. Create an Amazon ElastiCache Memcached cluster, then implement session handling at the application level to leverage
the cluster for session data storage

HE: C

HAE #143

A company has an Amazon S3 bucket that contains sensitive data. The data must be encrypted in transit and at rest. The company
encrypts the data in the S3 bucket by using an AWS Key Management Service (AWS KMS) key. A developer needs to grant
several other AWS accounts the permission to use the S3 GetObject operation to retrieve the data from the S3 bucket.

How can the developer enforce that all requests to retrieve the data provide encryption in transit?

¢ A Define a resource-based policy on the S3 bucket to deny access when a request meets the condition
"aws:Secure Transport"™: "false".

¢ B. Define a role-based policy on the other accounts' roles to deny access when a request meets the condition of
"aws:Secure Transport™ "false".

e C. Define a resource-based policy on the KMS key to deny access when a request meets the condition of
"aws:SecureTransport"™ "false".

¢ D. Define a resource-based policy on the S3 bucket to allow access when a request meets the condition
"aws:SecureTransport™ "false".

HE. A

AE #14

A developer is creating an AWS Lambda finction that searches for Itens from an Amazon DynamoDQ table that contains customer
contact information. The DynamoDB table itens have the customers as the partition and additional properties such as customer -
type, name, and job _title.

The Lambda finction runs whenever a user types a new character into the customer_type text Input. The developer wants to search
to return partial matches of all tne email address property of a particular customer type. The developer does not want to recreate
the DynamoDB table.

‘What should the developer do to meet these requirements?

e A. Add a global secondary index (GSI) to the DynamoDB table with customer-type mnput, as the partition key and
email address as the sort key. Performa query operation on the GSI by using the begins with key condition expression with
the email address property.

¢ B. Add a global secondary index (GSI) to the DynamoDB table with email address as the partition key and customer_type
as the sort key. Perform a query operation on the GSI by using the beginewith key condition expresses with the email.
Address property.

e C. Add a local secondary mdex (LSI) to the DynamoDB table with job-title as the partition key and email address as the sort
key. Performa query operation on the LSI by using the begins_with key condition expression with the email address
property.

e D. Add a local secondary index (LSI) to the DynemoOB table with customer_type as the partition Key and email address as
the sort Key. Performa quick operation on the LSI by using the begine with Key condition expression with the email-
address property.

HE:. A

Y.

The solution that will meet the requirements is to add a global secondary index (GSI) to the DynamoDB table with customer_type as
the partition key and email address as the sort key. Perform a query operation on the GSI by using the begins_with key condition
expression with the email address property. This way, the developer can search for partial matches of the email address property
of a particular customer type without recreating the DynamoDB table. The other options either involve using a local secondary ndex



(LSI), which requires recreating the table, or using a different partition key, which does not allow filtering by customer_type.
Reference: Using Global Secondary Indexes in DynamoDB

HEE #145

A company s website runs on an Amazon EC2 instance and uses Auto Scale the environment during peak times Website users
across the world are experiencing high to sea latency due to static content on the EC2 instance, even during non-peak hours.
‘Which combination of steps will resolve the latency issue? (Select TWO )

A. Host the application code on AWS Lambda

B. Store the application's static content in Amazon S3

C. Create an Amazon CloudFront distribution to cache the static content
D. Double the Auto Scaling group's maximum number of servers.

E. Scale vertically by resizing the EC2 instances

HE: BE

MY

Reference:

https:/aws.amazon.convgetting- started/tutorials/deliver-content- faster/

EE #1406

Your company decides to use Amazon S3 to augment its on-premises data store. Instead of using the
company's highly controlled, on-premises Internet gateway, a Direct Connect connection is ordered to
provide high bandwidth, low latency access to S3. Since the company does not own a publically routable
[Pv4 address block, a request was made to AWS for an AWS-owned address for a Public Virtual Interface
(VIF).

The security team is calling this new connection a "backdoor", and you have been asked to clarify the risk

to the company.
Which concern from the security team is valid and should be addressed?

A. AWS advertises its aggregate routes to the Internet allowing anyone on the Internet to reach the router.
B. Direct Connect customers with a Public VIF in the same region could directly reach the router.

C. EC2 mstances in the same region with access to the Internet could directly reach the router.

D. The S3 service could reach the router through a pre-configured VPC Endpoint.
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