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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q15-Q20):
NEW QUESTION # 15 
When a security policy is deleted, which statement is correct about the default behavior of active sessions allowed by that policy?

A. The active sessions allowed by the policy will be marked as a legacy flow and will continue to be forwarded.
B. The active sessions allowed by the policy will be dropped.
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C. The active sessions allowed by the policy will continue
D. The active sessions allowed by the policy will be reevaluated by the cached

Answer: A

Explanation:
When a security policy is deleted, the existing sessions that were previously allowed by that policy are not immediately dropped;
instead, they are typically treated as legacy flows. This means they are allowed to continue until they naturally end or until the session
timeout is reached. This behavior ensures that deleting a policy does not abruptly disrupt ongoing traffic flows that were previously
authorized by that policy. This approach helps in avoiding unintended service disruptions, especially in production environments
where active connections may be critical to operations.

NEW QUESTION # 16 
Which statement defines the function of an Application Layer Gateway (ALG)?

A. The ALG uses software that is used by a single TCP session using the same port numbers as the application.
B. The ALG contains protocols that use one application session for each TCP session.
C. The ALG uses software processes for managing specific protocols.
D. The ALG uses software processes for permitting or disallowing specific IP address ranges.

Answer: C

Explanation:
The statement that defines the function of an Application Layer Gateway (ALG) is: The ALG uses software processes for managing
specific protocols. An ALG is a security component that operates at the application layer (layer 7) of the OSI model and handles
data associated with certain application protocols, such as SIP, FTP, RTSP, etc. An ALG acts as a proxy or intermediary between
the client and the server applications and performs various functions, such as address and port translation, resource allocation,
application response control, and synchronization of data and control traffic. An ALG can also inspect and modify the application
payload to enable firewall or NAT traversal, prevent spoofing or DoS attacks, or enforce granular security policies based on
application-specific commands. Reference: = Application-level gateway - Wikipedia, What Is an Application Layer Gateway
(ALG)? | F5, What is ALG
** Application Layer Gateway | 3CX

NEW QUESTION # 17 
Exhibit
You are asked to ensure that servers running the Ubuntu OS will not be able to update automatically by blocking their access at the
SRX firewall. You have configured a unified security policy named Blockuburrtu, but it is not blocking the updates to the OS.
Referring to the exhibit which statement will block the Ubuntu OS updates?

A. Configure the Blockubuntu policy with the junos-https application parameter.
B. Move the Blockubuntu policy after the Allowweb policy.
C. Configure the Allowweb policy to have a dynamic application of any.
D. Change the default policy to permit-all.

Answer: A

NEW QUESTION # 18 
You are currenty using a third-party threat analyzer. You want your SRX Series device to send decrypted SSE traffic to......
In this scenario, which feature should you configure on the SRX device?

A. Phase 2 proxy ID
B. SSL decryption mirroring
C. JSA vulnerability assessment
D. IPS IPanotify action

Answer: C,D



NEW QUESTION # 19 
Which two statements are correct about App Track? (Choose two.)

A. App Track can only be configured in the main logical system on an SRX Series device.
B. App Track identifies and blocks traffic flows that might be malicious regardless of the ports being used.
C. App Track collects traffic flow information including byte, packet, and duration statistics.
D. App Track can be configured for any defined logical system on an SRX Series device.

Answer: C,D

Explanation:
AppTrack is a feature that allows you to monitor and analyze the application traffic on your SRX Series device. It can be configured
for any defined logical system, which is a virtual router or switch within a physical device. AppTrack collects statistics such as bytes,
packets, and duration for each application flow and displays them in reports or logs. AppTrack does not identify or block malicious
traffic, that is the function of AppSecure or IDP/IPS. Reference: = JNCIS-SEC Certification, Open Learning - Security, Specialist
(JNCIS-SEC), Application Security Theory
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