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A2 #233

You are tasked with verifying the following requirements are met in order to ensure network security.

Requirements:

Datacenter

Ensure network is subnetted to allow all devices to comnunicate properly while minimizing address space usage Provide a dedicated
server to resolve [P addresses and hostnames correctly and handle port 53 traffic Building A Ensure network is subnetted to allow
all devices to communicate properly while minimizing address space usage Provide devices to support 5 additional different office
users Add an additional mobile user Replace the Telnet server with a more secure solution Screened subnet Ensure network is
subnetted to allow all devices to commumicate properly while minimizing address space usage Provide a server to handle external
80/443 traffic Provide a server to handle port 20/21 traffic INSTRUCTIONS Drag and drop objects onto the appropriate
locations. Objects can be used multiple times and not all placeholders need to be filled.

Auvailable objects are located in both the Servers and Devices tabs of the Drag & Drop menu.

Ifat any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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See explanation below.
Explanation:

Screened Subnet devices - Web server, FTP server
Building A devices - SSH server top left, workstations on all 5 on the right, laptop on bottom left DataCenter devices - DNS server.
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HE #234
SIMULATION
You are tasked with verifying the following requirements are met in order to ensure network security.
Requirements:
Datacenter

Ensure network is subnetted to allow all devices to commumicate properly while minimizing address space usage Provide a dedicated
server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A Ensure network is subnetted to allow
all devices to communicate properly while minimizing address space usage Provide devices to support 5 additional different office
users Add an additional mobile user Replace the Telnet server with a more secure solution Screened subnet Ensure network is
subnetted to allow all devices to commumnicate properly while minimizing address space usage Provide a server to handle external
80/443 traffic Provide a server to handle port 20/21 traftic INSTRUCTIONS Drag and drop objects onto the appropriate
locations. Objects can be used muiltiple times and not all placeholders need to be filled.

Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
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See explanation below

Explanation:

Screened Subnet devices - Web server, FTP server

Building A devices - SSH server top left, workstations on all 5 on the right, laptop on bottom left DataCenter devices - DNS server.
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A company is implementing a wireless solution in a high-density environment. Which of the following 802.11 standards is used when
a company is concerned about device saturation and converage?

o A 802.11n
e B.802.11g

o C.802.11ac
e D.802.11ax

Hg: D



Y.

802.11ax, also known as Wi-Fi 6, is designed for high-density environments and improves device saturation and coverage
compared to previous standards.

802.11ac: While it offers high throughput, it is not optimized for high-density environments as effectively as

802.11ax.

802.11ax (Wi-Fi 6): Introduces features like OFDMA, MU-MIMO, and BSS Coloring, which enhance performance in crowded
environments, reduce latency, and increase the number of devices that can be connected simultaneously.

802.11gand 802.11n: Older standards that do not offer the same level of efficiency or support for high device density as 802.11ax.
Network References:

CompTIA Network+ N10-007 Official Certification Guide: Covers the 802.11 standards and their capabilities.

Cisco Networking Academy: Provides training on Wi-Fi technologies and best practices for high-density deployments.

Network+ Certification All-in-One Exam Guide: Discusses the various 802.11 standards and their applications in different
environments.

EE #236
A network engineer is designing a secure communication link between two sites. The entire data stream needs to remain confidential.
Which of the following will achieve this goal?

A. ESP
B. AH

C.GRE
D.IKE

od
m
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EE #237
A network administrator is implementing security zones for each department. Which of'the following should the administrator use to
acconplish this task?

A.NAC

B. Port security

C. ACLs

D. Content filtering

HE. C

MY

* Understanding ACLs:

* Access Control Lists (ACLs): A set of rules used to control network traffic and restrict access to network resources by filtering
packets based on IP addresses, protocols, or ports.

* Tmplementing Security Zones:

* Defining Zones: ACLs can be used to create security zones by applying specific rules to different departments, ensuring that only
authorized traffic is allowed between these zones.

* Control Traffic: ACLs control inbound and outbound traffic at network boundaries, enforcing security policies and preventing
unauthorized access.

* Comparison with Other Options:

* Port Security: Limits the number of devices that can connect to a switch port, preventing MAC address flooding attacks, but not
used for defining security zones.

* Content Filtering: Blocks or allows access to specific content based on predefined policies, typically used for web filtering rather
than network segmentation.

* NAC (Network Access Control): Controls access to the network based on the security posture of devices but does not define
security zones.

* Implementation Steps:

* Define ACL rules based on the requirements of each department.

* Apply these rules to the appropriate network interfaces or firewall policies to segment the network into security zones.

HEE #238
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