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PCI SSC QSA _New_V4 Exam Syllabus Topics:

Topic Details

o Real-World Case Studies: This section of the exam measures the skills of Cybersecurity Consultants and
mnvolves analyzing real-world breaches, compliance failures, and best practices in PCI DSS

Topic 1 mplementation. Candidates must review case studies to understand practical applications of security

standards and identify lessons learned. One key skill evaluated is applying PCI DSS principles to prevent

security breaches.

e Payment Brand Specific Requirements: This section of the exam measures the skills of Payment Security
Specialists and focuses on the unique security and compliance requirements set by different payment
brands, such as Visa, Mastercard, and American Express. Candidates must be familiar with the specific
mandates and expectations of each brand when handling cardholder data. One skill assessed is identifying
brand-specific conpliance variations.

Topic 2
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¢ PCI Reporting Requirements: This section of the exam measures the skills of Risk Management
Professionals and covers the reporting obligations associated with PCI DSS compliance. Candidates must
be able to prepare and submit necessary documentation, such as Reports on Compliance (ROCs) and
Self- Assessment Questionnaires (SAQs). One critical skill assessed is compiling and submitting accurate
PCI compliance reports.

Topic 3

¢ PCI Validation Requirements: This section of the exam measures the skills of Compliance Analysts and
evaluates the processes nvolved in validating PCI DSS compliance. Candidates must understand the
different levels of merchant and service provider validation, including self-assessment questionnaires and
external audits. One essential skill tested is determining the appropriate validation method based on
business type.

Topic 4

o PCI DSS Testing Procedures: This section of the exam measures the skills of PCI Compliance Auditors
and covers the testing procedures required to assess compliance with the Payment Card Industry Data
Security Standard (PCI DSS). Candidates must understand how to evaluate security controls, identify
wulnerabilities, and ensure that organizations meet compliance requirements. One key skill evaluated is
assessing security measures against PCI DSS standards.

Topic 5
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PCI SSC Qualified Security Assessor V4 Exam Sample Questions (Q57-Q62):

NEW QUESTION # 57
An organization has implemented a change-detection mechanism on their systems. How often must critical file comparisons be
performed?

A. Only after a valid change is installed
B. At least monthly
C. Periodically as defined by the entity
D. At least weekly

Answer: D

Explanation:

As specified underRequirement 11.5.2.1, comparisons of critical files (e.g,, config files, executables) using change-detection
mechanists (e.g., FIM tools)must occur at least weekly. This ensures timely detection of unauthorized changes or tampering,
* Option A#Correct. Weekly is theminimum frequencyrequired.

* Option B#Incorrect. A defined "period" is not sufficient unless it's weekly or more frequent.

* Option C#Incorrect. Scans should not wait for changes; they should detectunexpectedones.

* Option D#Incorrect. Monthly is too infrequent for PCI DSS compliance.

NEW QUESTION # 58
Passwords for default accounts and default administrative accounts should be?

A. Changed before installing a system on the network.

B. Reset to the default password before mstalling a system on the network.
C. Changed within 30 days after installing a system on the network.

D. Configured to expire in 30 days.
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Answer: A

Explanation:

According toRequirement 2.2.6,default passwords must be changed before systens are installed on the network. The use of default
credentials (such as "admin/admin”) presents a major security risk and is a well- known vector for breaches.

* Option A#Incorrect. Changing within 30 days is not soon enough per PCI DSS.

* Option B#Incorrect. Resetting to default would defeat the purpose of secure configuration.

* Option C#Correct. The requirement is to change default passwordsprior to network connection.

* Option D#Incorrect. Password expiration policies are a separate topic under Requirement 8.

References:

PCIDSS v4.0.1 - Requirement 2.2.6;

PCI DSS v4.0.1 - Guidance for Requirement 2.2.6.

NEW QUESTION # 59
According to Requirement 1, what is the purpose of "Network Security Controls'"?

A. Control network traffic between two or more logical or physical network segments.
B. Encrypt PAN when stored.

C. Discover vulnerabilities and rank them

D. Manage anti-malware throughout the CDE.

Answer: A

Explanation:

According toRequirement 1.2.10f PCI DSS v4.0.1, network security controls (NSCs), such as firewalls and segmentation controls,
are used torestrict and control trafficbetween trusted and untrusted networks. This includes logical or physical network segmentation.
* Option Adncorrect. Anti-malware is addressed in Requirement 5.

* Option B:Correct. NSCs control and restrict inbound and outbound traffic between logical and physical network segments.

* Option C:Incorrect. Vulnerability management is under Requirement 6.

* Option Dincorrect. PAN encryption is covered in Requirement 3.5.

NEW QUESTION # 60
A sample of business facilities is reviewed during the PCI DSS assessment. What is the assessor required to validate about the
sample?

A. Tt includes a consistent set of facilities that are reviewed for all assessiments.

B. The number of facilities in the sample is at least 10 percent of the total number of facilities.
C. All types and locations of facilities are represented.

D. Every facility where cardholder data is stored is reviewed.

Answer: C

Explanation:

PerSection 6 - Sampling for PCI DSS Assessments, the assessor must ensure the sample of business facilitiesincludes all types and
locations, reflecting different operational environments. The goal is to cover variations that might affect compliance, such as data
centers vs. call centers, or regional differences.

* Option Aincorrect. Each assessiment may require a different sample depending on the environment.

* Option BiIncorrect. There is no fixed 10% requirement for facility sampling,

* Option Cincorrect. A full review of every facility isn't required if representative sampling is used appropriately.

* Option D:=Correct. The samplingmust include all types and locationsof facilities to be valid.

NEW QUESTION # 61
‘Which systems must have anti-malware solutions?

A. All portable electronic storage.

B. All systens that store PAN.

C. All CDE systemns, connected systers, NSCs, and security-providing systerns.
D. Any in-scope system except for those identified as 'not at risk' from malware.



Answer: D

Explanation:

Requirement 5.2.1.1clarifies thatanti-malware solutions are requiredonall in-scope systems,unlessthe system is evaluated asnot at risk
for malware(e.g., Linux-based appliances with no Internet access). These risk evaluations must be documented and justified
(5.2.3.1).

* Option A#Incorrect. PCI DSS allows exceptions for systens not at risk.

* Option B#Incorrect. Anti-malware applies to systems, not portable media per se.

* Option C#Incorrect. Anti-malware scope is broader than just PAN-storing systems.

* Option D#Correct. Systems not at risk can be excluded if justified and documented.

Reference:PCI DSS v4.0.1 - Requirement 5.2.1.1 and 5.2.3.1.

NEW QUESTION # 62
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