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HE#15
A company wants to apply a standard configuration to all AOS-CX switch ports and have the ports dynamically adjust their
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configuration based on the identity of the user or device that connects. They want to centralize configuration of the identity-based
settings as much as possible.
‘What should you recommend?

A. Having switches download user-roles from HPE Aruba Networking gateways

B. Having switches pull port configurations dynamically from HPE Aruba Networking Activate

C. Having switches download user-roles from HPE Aruba Networking ClearPass Policy Manager (CPPM)

D. Having HPE Aruba Networking ClearPass Policy Manager (CPPM) send standard RADIUS AVPs to customize port

settings
EfE: C
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For a company that wants to apply a standard configuration to all AOS-CX switch ports and dynamically adjust their configuration
based on the identity of the user or device that connects, the best approach is to have the switches download user-roles from HPE
Aruba Networking ClearPass Policy Manager (CPPM).

This method centralizes the configuration of identity-based settings in CPPM, allowing it to dynamically assign roles and policies to
switch ports based on authentication and authorization results. This ensures consistent and secure network access control tailored to
each user or device.

HM #16

You have configured an AOS-CX switch to implement 802.1X on edge ports. Assume ports operate in the default auth-mode.
VolP phones are assigned to the

"voice" role and need to send traffic that is tagged for VLAN 12.

Where should you configure VLAN 12?

e A. As the trunk native VLAN on edge ports and the trunk native VLAN on the "voice" role
¢ B. As the allowed trunk VLAN in the "voice" role (and not in the edge port settings)

e C. As a trunk allowed VLLAN on edge ports and the trunk native VLAN in the "voice" role
e D. As the trunk native VLAN in the "voice" role (and not in the edge port settings)
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When configuring 802.1X authentication on edge ports of an AOS-CX switch and assigning VoIP phones to a "voice" role, the
correct approach is to configure VLAN 12 as the allowed trunk VLLAN in the "voice" role.

This setup ensures that traffic tagged for VLAN 12 is appropriately managed by the role applied to the VoIP phones. In AOS-CX
switches, the role-based VLLAN configuration allows for more granular control and ensures that the VoIP phones' traffic is handled
correctly without altering the edge port settings, which typically operate with default settings for authentication.

R #17
What is a benefit of Online Certificate Status Protocol (OCSP)?

A. Tt lets a device query whether a single certificate is revoked or not.

B. It lets a device determine whether to trust a certificate without needing any root certificates installed.
C. It lets a device download all the serial numbers for certificates revoked by a CA at once.

D. It lets a device dynamically renew its certificate before the certificate expires.

IEf#E: A
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The benefit of the Online Certificate Status Protocol (OCSP) is that it allows a device to query whether a single certificate is revoked
or not. OCSP provides a real-time mechanism for checking the revocation status of an individual certificate, enabling devices to
verify the validity of certificates quickly and efficiently.

1.Certificate Status Query: OCSP enables devices to send a query to an OCSP responder to check the revocation status of a
specific certificate.

2 Real-Time Verification: This protocol offers real-time responses, ensuring that the most up-to-date status of the certificate is
obtained.

3.Efficiency: OCSP is more efficient than downloading an entire Certificate Revocation List (CRL), as it only queries the status of



one certificate at a tie.
Reference: Documentation on certificate management and OCSP describes how OCSP works and its advantages in providing real-
time certificate status checks compared to traditional CRLs.

HE#18

A company has AOS-CX switches. The company wants to make it simpler and faster for admins to detect denial of service (DoS)
attacks, such as ping or ARP floods, launched against the switches.

What can you do to support this use case?

A. Tmplement ARP inspection on all VLANSs that support end-user devices.

B. Deploy an NAE agent on the switches to monitor control plane policing (CoPP).

C. Enabling debugging of security functions on the switches.

D. Configure the switches to implement RADIUS accounting to HPE Aruba Networking ClearPass and enable HPE Aruba
Networking ClearPass Insight.

Ef#: B
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To support the detection of denial of service (DoS) attacks on AOS-CX switches, deploying an NAE (Network Analytics Engine)
agent to monitor control plane policing (CoPP) is the best approach.NAE agents provide real-time analytics and monitoring
capabilities, allowing administrators to detect anomalies and potential DoS attacks, such as ping or ARP floods, more quickly and
efficiently. Control plane policing helps protect the switch's CPU from unnecessary or malicious traffic, and the NAE agent can alert
admmistrators when thresholds are exceeded, providing a proactive measure to detect and mitigate DoS attacks.

HE#19

A company is using HPE Aruba Networking ClearPass Device Insight (CPDI) (the standalone application).

You have identified a device, which is currently

classified as one type, but you want to classify it as a custom type. You also want to classify all devices with similar attributes as this
type, both already-discovered devices and new devices discovered later.

‘What should you do?

¢ A Create a user rule from the Generic Devices page, select the desired attributes for the rule, and choose
"Save."
¢ B. Inthe device details, select filter, create a user tag based on the device attributes, and save the tag,
¢ C. Create a user tag from the Generic Devices page, select the desired attributes for the tag, and save the tag,
¢ D. Inthe device details, select reclassify, create a user rule based on its attributes, and choose "Save & Reclassify."

EfE: D
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When using HPE Aruba Networking ClearPass Device Insight (CPDI) and you need to reclassify a device to a custom type and
apply this classification to all devices with similar attributes, both already discovered and newly discovered, you should follow these
steps:

1.Navigate to the device details in CPDI.

2.Select the option to reclassify the device.

3.Create a user rule based on the desired attributes of the device.

4.Choose the "Save & Reclassify" option.

This process ensures that the device is reclassified according to the new custom type and that the rule is applied to all existing and
future devices with matching attributes, maintaining consistent classification across the network.

Reference: The ClearPass Device Insight user guide includes detailed instructions on device classification, rule creation, and
managing device attributes to maintain accurate network visibility and security.
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