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Topic 1

Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.

Topic 2
Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

Topic 3
SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.

Topic 4

Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.

Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q27-Q32):
NEW QUESTION # 27 
Refer to the exhibit. What is the purpose of using the Chart Builder feature on FortiAnalyzer?

A. To add a new chart under FortiView to be used in new reports
B. To build a dataset and chart based on the filtered search results
C. To build a chart automatically based on the top 100 log entries
D. To add charts directly to generate reports in the current ADOM.

Answer: B

Explanation:
A quick way to build a custom dataset and chart is to use the chart builder tool. This tool is located in LogView, and allows you to
build a dataset and chart automatically, based on your filtered search results. In LogView, set filters to return the logs you want.

NEW QUESTION # 28 
Which two external servers can you configure to validate administrator logins? (Choose two.)

A. Only locally by FortiAnalyzer
B. LDAP
C. RADIUS
D. Syslog



Answer: B,C

NEW QUESTION # 29 
(Which two parameters does FortiAnalyzer use to identify an indicator of compromise (IOC)? (Choose two answers))

A. Policy ID
B. URL
C. IP address
D. Application category

Answer: B,C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
The FortiAnalyzer study guide explains that IOC identification is performed by comparing relevant log fields against the FortiGuard
threat database. Specifically, it states: "Depending on the log type, FortiAnalyzer identifies possible compromised hosts by checking
the threat database against the log's IP address, domain, and URL." From this extract, two of the explicit parameters FortiAnalyzer
uses for IOC detection are IP address and URL (both listed verbatim). Policy ID and application category are not part of the IOC
matching parameters described for threat-database checks in this context.
This is further consistent with the study guide's definition of indicator types, which states: "There are three types of indicators: IP
addresses, URLs, and domains."

NEW QUESTION # 30 
What is the main purpose of deploying RAID with FortiAnalyzer?

A. To make an identical copy of log data on two separate physical drives
B. To store data in chunks across multiple drives
C. To provide redundancy of your log data
D. To back up your logs

Answer: C

NEW QUESTION # 31 
Which statement correctly describes one difference between templates and reports?

A. Reports support macros but templates do not.
B. Templates can be cloned, but reports cannot be cloned.
C. Reports can be moved between ADOMs but templates cannot.
D. Templates do not include advanced report settings, but reports do.

Answer: D

Explanation:
Templates define the layout and content structure of a report but do not include advanced report settings such as scheduling, output
format, or delivery options. These advanced configuration settings are available only when creating and managing actual reports
derived from templates.

NEW QUESTION # 32
......
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