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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q21-Q26):
NEW QUESTION # 21 
The BIG-IP Administrator received a ticket that an authorized user is attempting to connect to the Configuration Utility from a jump
host and is being denied.
The HTTPD allow list is configured as:
sys httpd {
allow { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
}
The jump host IP is 172.28.32.22.
What command should the BIG-IP Administrator use to allow HTTPD access for this jump host?

A. modify /sys httpd allow add { 172.28.32.22 }
B. modify /sys httpd allow delete { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
C. modify /sys httpd allow replace-all-with { 172.28.32.22 }

Answer: A

Explanation:
The HTTPD allow list controls which IP addresses or subnets may access the Configuration Utility (TMUI) on the BIG-IP system.
The Administrator already has two subnets allowed and needs to add a single host IP to the existing list.
The object /sys httpd allow supports actions such as add, delete, and replace-all-with.
Because the goal is to add one more entry without removing the existing permitted subnets, the correct command is:
modify /sys httpd allow add { 172.28.32.22 }
This appends the new host to the existing list while preserving the previously configured networks.

NEW QUESTION # 22 
What should you do before performing a software upgrade on BIG-IP?

A. Make a backup of the configuration
B. Deactivate all SSL certificates
C. Shut down all virtual servers
D. Delete unused routes

Answer: A

Explanation:
It's crucial to back up the system configuration before upgrading to ensure you can restore the system if the upgrade fails.

NEW QUESTION # 23 
Which configuration file can a BIG-IP administrator use to verify theprovisioned modules?

A. /var/local/ucs/config.ucs
B. /config/bigip_base.conf
C. /config/bigip.license
D. /config/bigip.conf

Answer: D

Explanation:
Provisioning settings define which modules are enabled and how system resources are allocated to them.
These provisioning declarations are stored in:
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/config/bigip.conf
This file contains:
* Full module provisioning statements
* TMSH-equivalent provisioning configurations such as:
* sys provision ltm { level nominal }
* sys provision asm { level nominal }
It is theprimary system configuration filethat stores all active provisioning details.
Why the other answers are incorrect
A). /config/bigip.license
* Showslicensedmodules, not provisioned modules.
B). /config/bigip_base.conf
* Stores base networking (VLANs, Self-IPs, routes), not provisioning.
D). config.ucs
* A backup archive, not a live configuration file.
Thus, the correct file to review active module provisioning is/config/bigip.conf.

NEW QUESTION # 24 
In order to configure allowed IP addresses forSSH accessto a BIG-IP device, the BIG-IP Administrator has issued the commands
shown in the exhibit.
Which IP addresses will have SSH access after issuing the shown commands?
(Choose two.)

A. 10.0.0.254
B. 10.0.0.256
C. 100.0.1.10
D. 100.0.0.10
E. 10.0.0.100

Answer: A,E

Explanation:
From the exhibit, the administrator performs the following actions:
* Displays the current SSH allow configuration:
tmsh list sys sshd allow
allow { ALL }
* Replaces the existing SSH allow list with a specific subnet:
tmsh modify sys sshd allow replace-all-with { 10.0.0.0/24 }
* Confirms the updated configuration:
tmsh list sys sshd allow
allow { 10.0.0.0/24 }
This configuration restricts SSH access to only hosts that fall within the10.0.0.0/24network.
Evaluation of the options
A). 10.0.0.100
This address is within the 10.0.0.0/24 subnet and is a valid host address, so SSH access is permitted.
B). 10.0.0.254
This address is also within the 10.0.0.0/24 subnet and is a valid host address, so SSH access is permitted.
C). 10.0.0.256
This is not a valid IP address because an IPv4 octet cannot exceed 255.
D). 100.0.1.10
This address is outside the configured 10.0.0.0/24 subnet and will not be allowed.
E). 100.0.0.10
This address is also outside the configured subnet and will not be allowed.

NEW QUESTION # 25 
A BIG-IP device is licensed for LTM, ASM, APM, and AFM.
Currently, it will only be used for load balancing and web application firewalling.
To ensure optimal performance and efficient resource utilization, which of the following module provisioning combinations is the best
choice?



A. LTM: Dedicated
ASM: Dedicated
APM: Minimal
AFM: Minimal
B. LTM: Nominal
ASM: Nominal
APM: Minimal
AFM: Minimal
C. LTM: Nominal
ASM: Nominal
APM: None
AFM: None
D. LTM: Dedicated
ASM: Dedicated
APM: None
AFM: None

Answer: C

Explanation:
BIG-IP provisioning determines how CPU, memory, and disk resources are allocated to each module. The goal is to provision only
the modules required and at levels appropriate to their performance needs.
Requirements in the question
The device will be used for:
LTM (Local Traffic Manager) load balancing
ASM (Application Security Manager) WAF
No functions require:
APM (Access Policy Manager)
AFM (Advanced Firewall Manager)
Why Option C is correct
Provisioning both LTM and ASM at Nominal level provides:
Adequate performance for production load
Plentiful system resources while avoiding dedicating the entire system to a single module Balanced allocation without starving
memory or CPU Setting APM: None and AFM: None ensures unused modules consume zero resources.

NEW QUESTION # 26
......
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