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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q102-Q107):

NEW QUESTION # 102

[Design Secure Architectures]

A conpany is using a centralized AWS account to store log data in various Amazon S3 buckets. A solutions architect needs to
ensure that the data is encrypted at rest before the data is uploaded to the S3 buckets. The data also must be encrypted in transit.
‘Which solution meets these requirements?

e A Create bucket policies that require the use of server-side encryption with S3 managed encryption keys (SSE-S3) for S3
uploads.

e B. Use client-side encryption to encrypt the data that is being uploaded to the S3 buckets.

e C. Use server-side encryption to encrypt the data that is being uploaded to the S3 buckets.

e D. Enable the security option to encrypt the S3 buckets through the use of a default AWS Key Management Service (AWS
KMS) key.

Answer: B

Explanation:
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Client-side encryption is a method of encrypting data before uploading it to Amazon S3. It allows users to manage the encryption
process, encryption keys, and related tools1. By using client-side encryption, the solution can ensure that the data is encrypted at
rest andin transit, as Amazon S3 will not have access to the encryption keys or the unencrypted data2.

NEW QUESTION # 103

A company uses high concurrency AWS Lambda functions to process a constantly increasing number of messages in a message
queue during marketing events. The Lambda functions use CPU intensive code to process the messages. The company wants to
reduce the compute costs and to maintain service latency for its customers.

‘Which solution will meet these requirements?

¢ A. Configure reserved concurrency for the Lambda functions. Decrease the memory allocated to the Lambda functions.

¢ B. Configure provisioned concurrency for the Lambda finctions. Decrease the memory allocated to the Lambda finctions.

¢ C. Configure reserved concurrency for the Lambda functions. Increase the memory according to AWS Compute Optimizer
recommendations.

¢ D. Configure provisioned concurrency for the Lambda functions. Increase the memory according to AWS Compute
Optimizer recommendations.

Answer: D

Explanation:

The company wants to reduce the compute costs and maintain service latency for its Lambda finctions that process a constantly
ncreasing number of messages in a message queue. The Lambda fimctions use CPU mtensive code to process the messages. To
meet these requirements, a solutions architect should recommend the following solution:

Configure provisioned concurrency for the Lambda functions. Provisioned concurrency is the number of pre- mitialized execution
environments that are allocated to the Lambda finctions. These execution environments are prepared to respond immediately to
incoming function requests, reducing the cold start latency.

Configuring provisioned concurrency also helps to avoid throttling errors due to reaching the concurrency limit of the Lambda
service.

Increase the memory according to AWS Compute Optimizer recommendations. AWS Compute Optimizer is a service that provides
recommendations for optimal AWS resource configurations based on your utilization data. By increasing the memory allocated to the
Lambda functions, you can also increase the CPU power and improve the performance of your CPU intensive code. AWS Compute
Optimizer can help you find the optimal memory size for your Lambda finctions based on your workload characteristics and
performance goals.

This solution will reduce the compute costs by avoiding unnecessary over-provisioning of memory and CPU resources, and maintain
service latency by using provisioned concurrency and optimal memory size for the Lambda functions.

References:

Provisioned Concurrency

AWS Compute Optimizer

NEW QUESTION # 104

A company has multiple Windows file servers on premises. The company wants to migrate and consolidate its files into an Amazon
FSx for Windows File Server file system. File permissions must be preserved to ensure that access rights do not change.

Which solutions will meet these requirements? (Select TWO.)

e A. Copy the shares on each file server into Amazon S3 buckets by using the AWS CLI Schedule AWS DataSync tasks to
transfer the data to the FSx for Windows File Server file system

e B. Remove the drives from each file server Ship the drives to AWS for import into Amazon S3. Schedule AWS DataSync
tasks to transfer the data to the FSx for Windows File Server file system

e C. Deploy AWS DataSync agents on premises. Schedule DataSync tasks to transfer the data to the FSx for Windows File
Server file system.

e D. Order an AWS Snowcone device. Connect the device to the on-premises network. Launch AWS DataSync agents on the
device. Schedule DataSync tasks to transfer the data to the FSx for Windows File Server file system,

e E. Order an AWS Snowball Edge Storage Optimized device. Connect the device to the on-premises network. Copy data to
the device by using the AWS CLI. Ship the device back to AWS for import into Amazon S3. Schedule AWS DataSync
tasks to transfer the data to the FSx for Windows File Server file system.

Answer: C,D

Explanation:



A This option nvolves deploying DataSync agents on your on-premises file servers and using DataSync to transfer the data directly
to the FSx for Windows File Server. DataSync ensures that file permissions are preserved during the migration process. D This
option involves using an AWS Snowcone device, a portable data transfer device. You would connect the Snowcone device to your
on-premises network, launch DataSync agents on the device, and schedule DataSync tasks to transfer the data to FSx for Windows
File Server. DataSync handles the migration process while preserving file permissions.

NEW QUESTION # 105

A company hosts more than 300 global websites and applications. The company requires a platform to analyze more than 30 TB of
clickstream data each day.

‘What should a solutions architect do to transmit and process the clickstream data?

¢ A Design an AWS Data Pipeline to archive the data to an Amazon S3 bucket and run an Amazon EMR duster with the data
to generate analytics

¢ B. Cache the data to Amazon CloudFron: Store the data in an Amazon S3 bucket When an object is added to the S3
bucket, run an AWS Lambda function to process the data tor analysis.

e C. Create an Auto Scaling group of Amazon EC2 instances to process the data and send it to an Amazon S3 data lake for
Armazon Redshift to use tor analysis

e D. Collect the data from Amazon Kinesis Data Streans. Use Amazon Kinesis Data Firehose to transmit the data to an
Amazon S3 data lake Load the data in Amazon Redshift for analysis

Answer: D

Explanation:
Explanation
https://aws.amazon.com/es/blogs/big-data/real-time-analytics-with-amazon-redshift-streaming- ingestion/

NEW QUESTION # 106

A company has hundreds of Amazon EC2 Linux-based instances in the AWS Cloud. Systens admmistrators have used shared SSH
keys to manage the instances After a recent audit, the company's security team is mandating the removal of all shared keys. A
solutions architect must design a solution that provides secure access to the EC2 instances.

Which solution will meet this requirement with the LEAST amount of administrative overhead?

e A. Use AWS Systems Manager Session Manager to connect to the EC2 instances.

e B. Use an Amazon Cognito custom authorizer to authenticate users. Invoke an AWS Lambda function to generate a
temporary SSH key.

e C. Allow shared SSH access to a set of bastion instances. Configure all other instances to allow only SSH access from the
bastion instances

e D. Use AWS Security Token Service (AWS STS) to generate one-time SSH keys on demand.

Answer: A

Explanation:

Explanation

Session Manager is a fully managed AWS Systems Manager capability. With Session Manager, you can manage your Amazon
Elastic Compute Cloud (Amazon EC2) instances, edge devices, on-premises servers, and virtual machines (VMs). You can use
either an interactive one-click browser-based shell or the AWS Command Line Interface (AWS CLI). Session Manager provides
secure and auditable node management without the need to open inbound ports, maintain bastion hosts, or manage SSH keys.
Session Manager also allows you to comply with corporate policies that require controlled access to managed nodes, strict security
practices, and fully auditable logs with node access details, while providing end users with simple one-click cross-platform access to
your managed nodes.

https://docs.aws.amazon.conysystenms-manager/latest/userguide/session-manager. html

NEW QUESTION # 107
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