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HH #33
Which secure software design principle assumes attackers have the source code and specifications of the product?

A. Separation of Privileges

B. Total Mediation

C. Open Design

D. Psychological Acceptability

IEf: C

R #34
Which security assessment deliverable identities possible security vulnerabilities in the product?

A. List of third-party software
B. Threat profile

C. Metrics template

D. SDL project outline

IEf#: B

A -

A threat profile is a security assessment deliverable that identifies possible security vulnerabilities in a product. It involves a
systematic examination of the product to uncover any weaknesses that could potentially be exploited by threats. The process
typically includes identifying the assets that need protection, assessing the threats to those assets, and evaluating the vulnerabilities
that could be exploited by those threats. This deliverable is crucial for understanding the security posture of a product and for
prioritizing remediation efforts.

References: The importance of a threat profile in identifying security vulnerabilities is supported by various security resources. For
instance, Future Processing’s blog on vulnerability assessments outlines the steps involved in identifying security vulnerabilities, which
align with the creation of a threat profile1. Additionally, UpGuard's article on conducting vulnerability assessments firther emphasizes
the role of identifying vulnerabilities as part of the security assessment process2.

HM #35
Which software control test examines an application from a user perspective by providing a wide variety of mput scenarios and

inspecting the output?

A. Black box
B. Static
C. White box

D. Dynamic



ER: A
L

The software control test that examines an application from a user perspective by providing a wide variety of input scenarios and
inspecting the output is known as black box testing. This testing method focuses on the functionality of the application rather than its
internal structures or workings. Testers provide inputs and examine outputs without knowing how and where the inputs are worked
upon. It's designed to test the system s external behavior.

* Black box testing is used to verify that the system meets the requirements and behaves as expected in various scenarios, including
edge cases and incorrect input data. It helps in identifying discrepancies between the systent's actual functionality and its specified
requirerments.

* This type of testing is applicable across various levels of software testing, including unit, integration, system, and acceptance
testing. It is particularly useful for validating user stories and use cases during the software development process.

* Since black box testing treats the software as a "black box", it does not require the tester to have knowledge of the programming
languages or the system's implementation. This allows testers to objectively test the software's behavior and performance.
References: The concept of black box testing is well-documented and is a standard practice in secure software design, as outlined
by sources such as LambdaTest1 and other industry best practices.

HM #36

During fuzz testing of the new product, random values were entered into input elements Searchrequests were sent to the correct API
endpoint but many of them failed on execution due to type mismatches.

How should existing security controls be adjusted to prevent this in the future?

A. Ensure all requests and responses are encrypted

B. Ensure all user input data is validated prior to transmitting requests
C. Ensure the contents of authentication cookies are encrypted

D. Ensure sensitive transactions can be traced through an audit log

Ef#: B

L2

Validating user input data before it is processed by the application is a findamental security control in software design. This process,
known as input validation, ensures that only properly formed data is entering the workflow of the application, thereby preventing
many types of attacks, including type mismatches as mentioned in the question. By validating input data, the application can reject
any requests that contain unexpected or malicious data, reducing the risk of security vulnerabilities and ensuring the integrity of the
system

References:

* Secure SDLC practices emphasize the importance of integrating security activities, such as creating security and functional
requirenents, code reviews, security testing, architectural analysis, and risk assessment, into the existing development workflow1.
* A Secure Software Development Life Cycle (SSDLC) ensures that security is considered at every phase of the development
process, from planning and design to coding, testing, deploying, and maintaining the software2.

HH #37

The software security teamis performing security testing on a new software product using a testing tool that scans the running
application for known exploit signatures.

Which security testing technique is being used?

A. Source-code analysis

B. Penetration testing

C. Properly-based testing

D. Automated vulnerability scanning

IEf@E: D

A -

The security testing technique that involves using a testing tool to scan a running application for known exploit signatures is known as
Automated Vulnerability Scanning. This method is part of dynamic analysis, which assesses the software in its running state to
identify vulnerabilities that could be exploited by attackers. Automated vulnerability scanning tools are designed to detect and report
known vulnerabilities bycomparing the behavior and outputs of the application against a database of known exploit signatures].
References: 1: Application Security Testing; Tools, Types and Best Practices | GitHub
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