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PT-AM-CPE Certified Professional - PingAM Exam

1. Which profoce] is primarily wsed for Single Sign O (S50) in enterprise
environmenis?

A FIP

B SaML
CSMTR
O BNMP

Answer; B SAMI

Explamation: Secunty Assertson Mazkap Langmge [SAML ) iz wadely nsed for Single Sign-
O (S50 in enterprise epvisonunents, enabling secnre exchange of smbentication and
horzation dats between patics

2, What does MFA stand for in suthenticution mechunizms?

-Fnctes Anthentieation
File Acens
shti-Fmme Allocation
D Masmgred Fuoewal Acess
Answer! A, Muldis-Factor Amhergicstion
Explamation: MFA stands for Mult-Factor Amlergicaticn, which enhasces secemny by
reduariag muskple fome of venfleation befose grasting acee

3. Which of the following is NOT @ fector in Multi-Factor Avuthentication®

A Somethang yoo kmow

Answer: . Someliirg yon coi se

Explamathon: The tradisional MEA ftors e semething you know ¢ 5 s el ),
sonetlang you have (¢ g, token). and something vou &¢ (e g, biomstnes) “Something il
call #e™ b Dl 3 Aandand MEA (R0

4. Odath 2.0 is primarily used for:
A Uper muhertication

B. Token-based smhonzaion

. B ryphing dats

[k Establishumg VPN conections
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What scope is required to be included in a client's request if you wish to utilize the OpenlD Connect capabilities of PingAM's
OAuth2 implementation?

e A profile

¢ B. openid

e C.id

¢ D. openid+connect

3

o

: B

ME:

PingAM 8.0.2 implements OpenID Connect (OIDC) 1.0 as an identity layer on top of the OAuth 2.0 protocol. While OAuth 2.0 is
designed for authorization (accessing resources), OIDC is designed for authentication (verifying who the user is).

According to the "OpenID Connect 1.0" documentation in PingAM, the presence of a specific scope in the Authorization Request is
what signals to the AM server that the request should be treated as an OIDC flow rather than a standard OAuth2 flow. This
mandatory scope is openid.

‘When PingAM receives an /oauth2/authorize request containing the scope=openid parameter:

It triggers the OIDC processing logic.

It ensures that an ID Token (a signed JWT containing user identity information) is generated alongside (or instead of) the Access
Token.

It allows the client to later access the UserInfo Endpoint to retrieve further claims about the authenticated user.

Other scopes like profile (Option A), email, or address are optional OIDC scopes used to request specific sets of user clains, but
they do not "activate" OIDC on their own. openid+connect and id (Options B and D) are not recognized standard scopes in the
OIDC specification. Therefore, openid is the fundamental requirement for any OIDC mteraction in PingAM 8.0.2.

HEE#79

‘When removing a forgeops deployment created with the Cloud Developer Kit (CDK) with the following command:
$ /path/to/forgeops/bin/forgeops delete

‘What components are removed from the deployment?

e A The Ping Identity Platform (CDK artifacts, PVCs, and the Access Management and Identity Management configurations),
certificate manager, and secret agent pods

¢ B. The Ping Identity Platform (CDK artifacts, PVCs, and the Access Management and Identity Management configurations),
ingress controller, DS operator, certificate manager, and secret agent pods

¢ (. The Ping Identity Platform (CDK artifacts, PVCs, and the Access Management and Identity Management configurations)
and ingress controller pods

¢ D. The Ping Identity Platform (CDK artifacts, PVCs, and the Access Management and Identity Management configurations)
pods

HE: D

Y.

The forgeops command-line tool is used to manage the lifecycle of the Ping Identity Platform in Kubernetes environments.9 When
using the Cloud Developer Kit (CDK) for version 8.0.2, the delete subcommand is used to tear down the environment.

According to the "ForgeOps CLI Reference" and "CDK Shutdown and Removal" documentation:

The forgeops delete command (without additional flags like --force or specific component names) is designed to remove the Ping
Identity Platform pods. This includes the core applications like PingAM, PingIDM, and PingDS, as well as the specialized Ul pods
(login-ui, etc.). It also removes the standard CDK artifacts and configuration manifests associated with that specific namespace.
However, the command follows a "safe delete" philosophy regarding infrastructure-level components:

Ingress Controllers, Certificate Managers (cert-manager), and the DS Operator are considered part of the "Base" or "Infrastructure"
layer. These are typically installed once per cluster or namespace and are shared across multiple deployments. The forgeops delete
command does not remove these by default, as doing so could disrupt other services.

PVCs (Persistent Volume Clains) and Secrets are also preserved unless the --force or -fflag is explicitly added to the command.
Thus, the answer is D. The command focuses strictly on the platform pods and their immediate deployment artifacts. Ifa developer
wishes to performa "deep clean” that removes the ingress and operators, they would need to use more specific commands like
forgeops delete base or kubectl commands. 10 This distinction is vital for developers to avoid accidentally deleting shared cluster
infrastructure when they only intended to restart the Ping platform
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What is the purpose of the extended metadata in PingAM?

A. Tt specifies the policy to invoke during SAML2 federation

B. It spectifies the certificates and keys for the SAML2 entity

C. It is a standard way to communicate supported SAML2 features

D. It specifies additional information about a SAML2 entity specific to PingAM

HE: D

MY

In SAML 2.0 Federation, there is a standard XML schema (defined by OASIS) that all vendors use to describe an Identity
Provider (IdP) or Service Provider (SP). This is known as "Standard Metadata." However, standard metadata does not include
every configuration option required to run a sophisticated Access Management server.

PingAM 8.0.2 uses Extended Metadata to store implementation-specific settings that fall outside the OASIS SAML 2.0
specification. According to the "SAML 2.0 Guide," extended metadata is stored as a separate configuration file (or JSON entry in
newer versions) and includes parameters such as:

Identity Store Mapping: Which attribute in the local datastore matches the SAML NamelD.

Session Information: How AM should handle the session lifecycle after a successful SAML assertion.

Attribute Mapping: Detailed instructions on how to transform local LDAP attributes into SAML attributes (and vice versa).
Authentication Trees: Which specific tree should be triggered when a request arrives at the IdP.

Option D is the correct description. Option C is incorrect because extended metadata is not a standard way to commumicate
features; in fact, other SAML products (like ADFS or Okta) cannot read or process PingAM's extended metadata. Option A is
correct because basic certificates/keys are usually part of the standard metadata (KeyDescriptor), and Option B is incorrect
because SAML federation usually triggers authentication journeys or attribute mapping rather than a standard authorization "policy."

HE #81
‘Which organization sets, maintains, and governs the SAML2 standard?

A. OASIS
B. ISC2
C. IETF
D. WC3

: A

PingAM 8.0.2 is strictly compliant with various identity standards to ensure interoperability between different vendors and platforms.
The Security Assertion Markup Language (SAML) V2.0 is the cornerstone of modern XML ~based federation.7 According to the
PingAM "SAML 2.0 Introduction” and "Supported Standards" documentation, the SAML 2.0 standard is developed and
maintained by OASIS (the Organization for the Advancement of Structured Information Standards).8 Specifically, the OASIS
Security Services Technical Committee (SSTC) is responsible for the specifications that define the SAML core (assertions and
protocols), bindings (how SAML messages are mapped onto transport protocols like HTTP), and profiles (how SAML is used to
solve specific use cases like Web Browser SSO).

Knowing the governing body is important for administrators when reviewing the '"Technical Metadata" and "Schema" sections of
PingAM, as AM's implementation follows the OASIS SAML 2.0 standards for XML signing, encryption, and assertion structure.
Other organizations listed, such as the IETF (Internet Engineering Task Force), govern protocols like OAuth2 and OpenlD
Comnnect, while the W3C (World Wide Web Consortium) handles general web standards like XML and WebAuthn. However, for
SAML2, OASIS remains the authoritative governing body.
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In a PingAM cluster, how is the debug level set?

A. Ona per-instance basis in the admmn console
B. It is not recommended to change the level at all
C. On a per-site basis in the admmn console

D. On each server in the debug.properties file

9. A

0



Y.

Debugging a PingAM 8.0.2 environment is essential for troubleshooting issues that occur at the engine level. In a multi-server
deployment (a cluster), different servers may be experiencing different local issues (e.g., filesystem permissions or local JVM
constraints). Therefore, debug settings are managed at the server-specific level rather than the global site level.

According to the "Debug Logging" and "Server Settings" documentation:

The debug level (e.g,, error, warning, message, info) is configured on a per-instance basis. In the PingAM Administrative Console,
an admmnistrator navigates to Deployment > Servers > [Server Name] > Debugging. Here, they can set the "Debug Level" and
"Debug Output" (file vs. console).

Setting the level per instance allows an administrator to increase verbosity on a single "problematic" node without flooding the logs
and impacting the performance of the entire healthy cluster. While these settings eventually modify internal properties, the Admin
Console is the primary and recommended interface for making these changes in version 8.0.2.

Why other options are incorrect:

Option A: While legacy versions of OpenAM used a local debug,.properties file, modern PingAM stores these settings in the
Configuration Store, though they are applied to specific server instances.

Option C: A "Site" is a logical grouping for load balancing. Setting a debug level on a site would force all servers in that site to
change simultaneously, which is often undesirable for targeted troubleshooting.

Option D: Changing the debug level is a standard and recommended practice for troubleshooting, provided it is returned to a lower
level (like error or warning) once the issue is resolved to save disk space and CPU.
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