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Fortinet FCP_FAZ_AN-7.6 Exam Syllabus Topics:

Topic Details

e SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.
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¢ Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
collection, the technical processes of log data flow, normalization and parsing, and the SOC features

Topic 2
o available for security monitoring and analysis.

¢ Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
Topic 3 covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.

¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
Topic 4 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q31-Q36):

NEW QUESTION # 31
You created a playbook on FortiAnalyzer that uses a FortiOS connector.

When you configure FortiGate, which type of trigger must you use so that the actions in an automation stitch are available in the
FortiOS connector?

A. Fabric Connector event

B. FortiAnalyzer Event Handler
C. IP ban

D. Incoming webhook

Answer: D

Explanation:
FortiOS connector will be listed as soon as the first FortiGate is added to FortiAnalyzer.

However, in order to see the actions related to that FortiOS connector, you must enable an automation rule using the Incoming
Webhook Call trigger on the FortiGate side.

NEW QUESTION # 32

Refer to the exhibit. What can you conclude about these search results? (Choose two.)
All Devices~ Last 1 Hourv 09:36:23 To 10:36:22 F~
dstintf=portl x Q @ @
#  Detailed Information u

date=2023-12-05 time=10:36:21 id=7309181279985991762 itime=2023-12-05 10:36:22 euid=3 epid=101 dsteuid=3
dstepid=101 type=traffic subtype=forward level=notice action=accept policyid=1'sessionid=4937418 srcip=10.0.1.10
dstip=8.8.8.8 transip=10.200.1.10 srcport=35228 dstport=53 transport=35228 trandisp=snat duration=217 proto=17
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dstintf=port1 policyname =Full_Access tz=-0800 devid=FGVM010000064692 vd=root dtime=2023-12-05 10:36:21
itime_t=1701801382

date=2023-12-05 time=10:36:21 id=7309184279985991757 itime=2023-12-05 10:36:22 euid=3 epid=101 dsleuid=3
dstepid=101 type=traffic subtype=forwardilevel =notice action=accepl policyid=1 sessionid=4940127 srcip=10.0.1.10
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appcat=unscanned srcintfrole=undefined dstintfrole=undefined policytype=policy eventtime=1701801382077420512
poluuid=b11ac58¢-791b-51e7-4600-121829a689d9 srccountry =Reserved dstcountry=United States srcintf=port3
dstintf=port1 policyname=Full_Access tz=-0800 devid=FGVMO010000064692 vd=rool dtime=2023-12-05 10:36:21

itime_t=1701801382 F HTInET

e A They are sortable by columns and customizable.




¢ B. They were searched using text mode.
e C. They can be downloaded to a CSV file.
e D. The logs have been parsed by FortiGate log parser.

Answer: B,C
Explanation:

The detailed, unstructured text format of the search results indicates the use of text mode.
Text mode search results in FortiAnalyzer can be exported or downloaded as a file for further analysis.

NEW QUESTION # 33
Exhibit. What can you conclude about these search results? (Choose two.)
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¢ A They are sortable by columns and customizable.
¢ B. They are not available for analysis in FortiView.
e (. They can be downloaded to a file.
[ ]

D. They were searched by using text mode.
Answer: C,D

Explanation:

In this exhibit, we observe a search query on the FortiAnalyzer interface displaying log data with details about the connection events,
including fields like date, srcip, dstip, service, and dstintf.

This setup allows for several functionalities within FortiAnalyzer.

A). They can be downloaded to a file.

The icon at the top right that looks like a download symbol suggests the results can be exported or downloaded.

D). They were searched by using text mode.

The display format of the log entries in raw text with detailed fields (e.g,, date=, time=, srcip=, etc.) indicates that text mode was
used for the search rather than a summarized or GUI-based log view.

NEW QUESTION # 34
Refer to the exhibit. What is the analyst trying to create?



Playbook edit I I I I " IE I

Name Attach Data
Description Attach Data
Connector Local Connector v

This connector is auto-sclected. Yonast click "OK™ and save playbook to apply this selection
Action Attach Data to Incident -
Incident ID O Playbook Starteg - ncident_id A
Attachment @ Run_REPQRY. report_uuid +« A

v
placeholdef cb43elef_b527 4¢2b_adc

A. The analyst is trying to create a SOC report in the playbook.

B. The analyst is trying to create an output variable to be used in the playbook.
C. The analyst is trying to create a trigger variable to the used in the playbook.
D. The analyst is trying to create a report in the playbook.

Answer: B

Explanation:

In the exhibit, the task is configured to attach data (a report) to an incident. The fields such as incident _id and report wuid are
placeholders, meaning the playbook is defining output variables that can later be referenced and passed to subsequent tasks in the
playbook.

NEW QUESTION # 35
‘Which statement describes archive logs on FortiAnalyzer?

A. Logs received from other FortiAnalyzer devices

B. Logs compressed and saved in files with the .gz extension

C. Logs that are indexed and stored in the SQL database

D. Logs that are parsed and normalized by FortiAnalyzer and available in the log view

Answer: B

Explanation:

Archive logs on FortiAnalyzer are logs that have been stored in files and, once a log file reaches its size limit, it is "rolled" and
compressed, becoming offline logs. These compressed archive logs are saved as files, typically with the .gz extension, and are not
immediately viewable or reportable in FortiView, Log View, or Reports panes.
httpsz/docs.fortinet.conm/document/fortianalyzer/7.6.3/administration-guide/76 182 5/analytics-and- archive-logs

NEW QUESTION # 36

The BraindumpsIT Fortinet FCP_FAZ AN-7.6 exam questions is 100% verified and tested. BramdumpsIT Fortinet
FCP_FAZ AN-7.6 exam practice questions and answers is the practice test software. In BramdumpsIT, you will find the best exam
preparation material. The material including practice questions and answers. The information we have could give you the opportunity
to practice issues, and ultimately achieve your goal that through Fortinet FCP_FAZ_AN-7.6 Exam Certification.
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