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TIAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q175-Q180):

NEW QUESTION # 175
What is most critical when outsourcing data destruction service?

A. Confirm data destruction must be done on-stte.

B. Conduct an annual in-person audit of the provider's facilities.
C. Ensure that they keep an asset mventory of the original data.
D. Obtain a certificate of data destruction.

Answer: D

Explanation:

Explanation

Obtaining a certificate of data destruction is the most critical step when outsourcing data destruction service.

Data destruction is the process of permanently erasing or destroying personal information from electronic devices or media so that it
cannot be recovered or reconstructed. Data destruction is an important part of data protection and retention policies, as it helps
prevent unauthorized access, disclosure, or misuse of personal information that is no longer needed or relevant. Outsourcing data
destruction service can be convenient and cost-effective for an organization that does not have the resources or expertise to perform
it in-house.

However, outsourcing also involves transferring personal information to a third-party provider that may not have the same level of
security or accountability as the organization. Therefore, obtaining a certificate of data destruction from the provider is essential to
verify that the data destruction has been performed according to the agreed standards and specifications, and that no copies or
backups have been retained by the provider. A certificate of data destruction should include information such as: the date and time of
the data destruction; the method and level of the data destruction; the serial numbers or identifiers of the devices or media; the name
and signature of the person who performed the data destruction; and any relevant laws or regulations that apply to the data
destruction.

References:

* CIPM Body of Knowledge (2021), Domain IV: Privacy Program Operational Life Cycle Section B:

Protecting Personal Information Subsection 4: Data Retention

* CIPM Study Guide (2021), Chapter 8: Protecting Personal Information Section 8.4: Data Retention

* CIPM Textbook (2019), Chapter 8: Protecting Personal Information Section 8.4: Data Retention

* CIPM Practice Exam (2021), Question 149

NEW QUESTION # 176

SCENARIO

Please use the following to answer the next question:

Perhaps Jack Kelly should have stayed in the U.S. He enjoys a formidable reputation inside the company, Special Handling
Shipping, for his work in reforming certain "rogue" offices. Last year, news broke that a police sting operation had revealed a drug
ring operating in the Providence, Rhode Island office in the United States.

Video from the office's video surveillance cameras leaked to news operations showed a drug exchange between Special Handling
staff and undercover officers.

In the wake of this incident, Kelly had been sent to Providence to change the "hands off” culture that upper management believed
had let the criminal elements conduct their illicit transactions. After a few weeks under Kelly's direction, the office became a model of
efficiency and customer service. Kelly monitored his workers' activities using the same cameras that had recorded the illegal conduct
of their former co-workers.

Now Kelly has been charged with turning around the office in Cork, Ireland, another trouble spot. The company has received
numerous reports of the staff leaving the office unattended. When Kelly arrived, he found that even when present, the staff often
spent their days socializing or conducting personal business on their mobile phones. Again, he observed their behaviors using
surveillance cameras. He issued written reprimands to six staff members based on the first day of video alone.

Much to Kelly's surprise and chagrin, he and the company are now under nvestigation by the Data Protection Commissioner of
Ireland for allegedly violating the privacy rights of employees. Kelly was told that the company's license for the cameras listed facility
security as their main use, but he does not know why this matters. He has pointed out to his superiors that the company's training
programs on privacy protection and data collection mention nothing about surveillance video.

You are a privacy protection consultant, hired by the company to assess this incident, report on the legal and compliance issues, and
recommend next steps.

‘What should you advise this company regarding the status of security cameras at their offices in the United States?



A. Restrict access to surveillance video taken by the security cameras and destroy the recordings after a designated period of
time.

B. Add security cameras at facilities that are now without them

C. Reduce the number of security cameras located inside the building,

D. Set policies about the purpose and use of the security cameras.

Answer: D

NEW QUESTION # 177
If done correctly, how can a Data Protection Impact Assessment (DPIA) create a win/win scenario for organizations and
individuals?

¢ A. By enabling Data Controllers to be proactive in their analysis of processing activities and ensuring compliance with the law.

¢ B. By quickly identifying potentially problematic data attributes and reducing the risk exposure.

¢ (. By better informing about the risks associated with the processing activity and improving the organization's transparency
with individuals.

¢ D. By allowing Data Controllers to solicit feedback from individuals about how they feel about the potential data processing,

Answer: C

Explanation:

Explanation

A Data Protection Impact Assessment (DPIA) is a process that organizations use to evaluate the potential risks associated with a
specific data processing activity, and to identify and implement measures to mitigate those risks. By conducting a DPIA,
organizations can proactively identify and address potential privacy concerns before they become a problem, and ensure compliance
with data protection laws and regulations.

‘When organizations are transparent about their data processing activities and the risks associated with them, individuals are better
informed about how their personal data is being used and can make more informed decisions about whether or not to provide their
personal data. This creates a win/win scenario for organizations and individuals, as organizations are able to continue processing
personal data in a compliant and transparent manner, while individuals are able to trust that their personal data is being used
responsibly.

Additionally, by engaging with individuals in the DPIA process and soliciting their feedback, organizations can better understand the
potential impact of their data processing activities on individuals and take steps to mitigate any negative impacts.

NEW QUESTION # 178
Rationalizing requirements in order to comply with the various privacy requirements required by applicable law and regulation does
NOT include which of the following?

A. Harmonizing shared obligations and privacy rights across varying legislation and/or regulators.

B. Addressing requirements that fall outside the common obligations and rights (outliers) on a case-by-case basis.
C. Implementing a solution that significantly addresses shared obligations and privacy rights.

D. Applying the strictest standard for obligations and privacy rights that doesn't violate privacy laws elsewhere.

Answer: D

Explanation:

Explanation

Rationalizing requirements in order to comply with the various privacy requirements required by applicable law and regulation means
that you have a systematic and logical approach to harmonize and streamline your compliance efforts. Rationalizing requirements
does include harmonizing shared obligations and privacy rights across varying legislation and/or regulators, implementing a solution
that significantly addresses shared obligations and privacy rights, and addressing requirements that fall outside the common
obligations and rights (outliers) on a case-by-case basis. These steps can help you avoid duplication, inconsistency, or inefficiency in
your conpliance activities.

NEW QUESTION # 179
A Human Resources director at a company reported that a laptop containing employee payroll data was lost on the tran. Which
action should the company take IMMEDIATELY?



A. Report the theft to law enforcement

B. Wipe the hard drive remotely

C. Perform a multi-factor risk analysis

D. Report the theft to the senior management

Answer: C

NEW QUESTION # 180
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