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CompTIA Cybersecurity Analyst (CySA+) Certification Exam 58 CS0-002
A B E (Q305-Q310):

M #305
A company has implemented WPA2, a 20-character minimum for the WiFi passphrase, and a new WiFi passphrase every 30 days,

and has disabled SSID broadcast on all wireless access points. Which of the following is the company trying to mitigate?
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A. Forced deauthentication
B. SSL pinning

C. Downgrade attacks

D. Rainbow tables

Ef: C

A #306
A security analyst is investigating malicious traffic from an internal system that attempted to download proxy avoidance software as
identified from the firewall logs but the destination IP is blocked and not captured. Which of the following should the analyst do?

A. Take a snapshot

B. Review the network logs.

C. Determine if DN logging is enabled.
D. Shut down the computer

E. Capture live data using Wireshark

Ef#E: D

H #307
A company wants to establish a threat-hunting team. Which of the following BEST describes the rationale for ntegrating intelligence
mnto hunt operations?

e A It allows analysts to receive routine updates on newly discovered software vulnerabilities

¢ B. It provides criticality analyses for key enterprise servers and services

e C. It supports rapid response and recovery during and following an incident

e D. It enables the team to prioritize the focus areas and tactics within the company's environment

iFf@g: D

R
Explanation/Reference:

B #308

Joe, a penetration tester, used a professional directory to identify a network administrator and ID administrator for a client's
company. Joe then emailed the network administrator, identifying hinself as the ID administrator, and asked for a current password
as part of a security exercise. Which of the following techniques were used in this scenario?

A. Enumeration and OS fingerprinting
B. Email harvesting and host scanning
C. Network and host scanning

D. Social media profiling and phishing

IEf#: D

M #309
A security engineer is reviewing security products that identify malicious actions by users as part of a company's insider threat
program. Which of the following is the MOST appropriate product category for this purpose?

e A WAF

e B.SCAP
e C.UEBA
e D.SOAR



UEBA stands for User and Entity Behavior Analytics and was previously known as user behavior analytics (UBA).

B #310
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