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HR #118
What is a correct guideline for the management protocols that you should use on ArubaOS-Switches?

e A Disable HTTPS and use SSH instead
e B. Disable SSH and use https instead.

e C. Disable Telnet and use TFTP instead.
e D. Disable Telnet and use SSH instead

EM: D
L

In managing ArubaOS-Switches, the best practice is to disable less secure protocols such as Telnet and use more secure alternatives


https://drive.google.com/open?id=1ngtsR4VJ6gFc4nxr8d5GNz-Z_Nl0-quD
https://www.passtest.jp/HPE6-A78-mondaishuu.html
https://www.goshiken.com/HP/HPE6-A78-free-shiken.html
https://www.shikenpass.com/HPE6-A78-shiken.html
https://www.xhs1991.com/HPE6-A78.html

like SSH (Secure Shell). SSH provides encrypted connections between network devices, which is critical for maintaining the security
and integrity of network communications. This guideline is aligned with general security best practices that prioritize the use of
protocols with strong, built-in encryption mechanisis to prevent unauthorized access and ensure data privacy.

HE #119
The first exhibit shows roles on the MC, listed in alphabetic order. The second and third exhibits show the configuration for a
WLAN to which a client connects. Which description of the role assigned to a user under various circumstances is correct?

e A. A user fails 802.1X authentication. The client remains connected, but is assigned the "guest" role.

¢ B. A user authenticates successfully with 802.1X, and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employeel." The client's role is "employeel.”

e C. A user authenticates successfully with 802.1 X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employeel." The client's role is "guest."

¢ D. A user authenticates successfully with 802.1X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employee." The client's role is "guest."

Ef#: B

A -

Ina WLAN setup that uses 802.1X for authentication, the role assigned to a user is determined by the result of the authentication
process. When a user successfully authenticates via 802.1X, the RADIUS server may include a Vendor-Specific Attribute (VSA),
such as the Aruba-User-Role, in the Access-Accept message. This attribute specifies the role that should be assigned to the user. If
the RADIUS Access-Accept message includes an Aruba-User-Role VSA set to "employeel", the client should be assigned the
"employeel" role, as per the VSA, and not the default "guest" role. The "guest" role would typically be a fallback if no other role is
specified or if the authentication fails.

R #120

You are deploying a new wireless solution with an Aruba Mobility Master (MM). Aruba Mobility Controllers (MCs), and campus
APs (CAPs). The solution will include a WLAN that uses Tunnel for the forwarding mode and WPA3-Enterprise for the security
option.

You have decided to assign the WLAN to VLAN 301, a new VLAN. A pair of core routing switches will act as the default router
for wireless user traffic.

Which links need to carry VLAN 3017

e A only links in the campus LAN to ensure seamless roaming

e B. only links between MC ports and the core routing switches

e C. only links on the path between APs and the MC

e D. only links on the path between APs and the core routing switches

EfE: B

R

In a wireless network deployment with Aruba Mobility Master (MM), Mobility Controllers (MCs), and Campus APs (CAPs),
where a WLAN is configured to use Tunnel mode for forwarding, the user traffic is tunneled from the APs to the MCs. VLAN 301,
which is assigned to the WLAN, must be present on the links from the MCs to the core routing switches because these switches act
as the default router for the wireless user traffic. It is not necessary for the VLAN to be present on all campus LAN links or AP
links, only between the MCs and the core routing switches where the routing for VLAN 301 will occur.

HA #121
You have an Aruba Mobility Controller (MC) that is locked in a closet. What is another step that Aruba recommends to protect the
MC from unauthorized access?

A. Use local authentication rather than external authentication to authenticate admins.

B. Set the local admmn password to a long random value that is unknown or locked up securely.
C. Disable local authentication of administrators entirely.

D. Change the password recovery password.



IEf#: D

R :

Protecting an Aruba Mobility Controller from unauthorized access involves several layers of security. One recommendation is to
change the password recovery password, which is a special type of password used to recover access to the device in the event the
admin password is lost. Changing this to something complex and unique adds an additional layer of security in the event the physical
security of the device is compromised.

HH #122
What is a benefit of Opportunistic Wireless Encryption (OWE)?

¢ A It provides protection for wireless clients against both honeypot APs and man-in-the-middle (MITM) attacks.

¢ B. It allows anyone to connect, but provides better protection against eavesdropping than a traditional open network.
e C. It allows both WPA2-capable and WPA3-capable clients to authenticate to the same WPA-Personal WLAN.

¢ D. It offers more control over who can connect to the wireless network when compared with WPA2-Personal.

Ef#: B

L2

Opportunistic Wireless Encryption (OWE) is a WPA3 feature designed for open wireless networks, where no password or
authentication is required to connect. OWE enhances security by providing encryption for devices that support it, without requiring a
pre-shared key (PSK) or 802.1X authentication.

Option C, "It allows anyone to connect, but provides better protection against eavesdropping than a traditional open network," is
correct. In a traditional open network (no encryption), all traffic is sent in plaintext, making it vulnerable to eavesdropping. OWE
allows anyone to connect (as it's an open network), but it negotiates unique encryption keys for each client using a Diffie- Hellman
key exchange. This ensures that client traffic is encrypted with AES (e.g., using AES-GCMP), protecting it from eavesdropping,
OWE i transition mode also supports non-OWE devices, which connect without encryption, but OWE-capable devices benefit
from the added security.

Option A, "It allows both WPA2-capable and WPA3-capable clients to authenticate to the same WPA-Personal WLAN," is
mncorrect. OWE is for open networks, not WPA-Personal (which uses a PSK). WPA2/WPA3 transition mode (not OWE) allows
both WPA2 and WPAS3 clients to connect to the same WPA-Personal WLAN.

Option B, "It offers more control over who can connect to the wireless network when compared with WPA2-Personal," is
incorrect. OWE is an open network protocol, meaning it offers less control over who can connect compared to WPA2-Personal,
which requires a PSK for access.

Option D, "It provides protection for wireless clients against both honeypot APs and man-in-the-middle (MITM) attacks," is
incorrect. OWE provides encryption to prevent eavesdropping, but it does not protect against honeypot APs (rogue APs
broadcasting the same SSID) or MITM attacks, as it lacks authentication mechanisirs to verify the AP's identity. Protection against
such attacks requires 802.1X authentication (e.g.,, WPA3-Enterprise) or other security measures.

The HPE Aruba Networking AOS-8 8.11 User Guide states:

"Opportunistic Wireless Encryption (OWE) is a WPA3 feature for open networks that allows anyone to connect without a
password, but provides better protection against eavesdropping than a traditional open network. OWE uses a Diffie-Hellman key
exchange to negotiate unique encryption keys for each client, ensuring that traffic is encrypted with AES-GCMP and protected from
unauthorized interception.” (Page 290, OWE Overview Section) Additionally, the HPE Aruba Networking Wireless Security Guide
notes:

"OWE enhances security for open WLANs by providing encryption without requiring authentication. It allows any device to
connect, but OWE-capable devices benefit from encrypted traffic, offering better protection against eavesdropping compared to a
traditional open network where all traffic is sent in plaintext." (Page 35, OWE Benefits Section)

HPE Aruba Networking AOS-8 8.11 User Guide, OWE Overview Section, Page 290.
HPE Aruba Networking Wireless Security Guide, OWE Benefits Section, Page 35.
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