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Explain the findamental concepts of information security, cybersecurity, and privacy based on ISO

IEC 27002: This domain covers the core principles and definitions that underpin information security,
including the concepts of confidentiality, integrity, and availability. It focuses on how ISO

IEC 27002 frames cybersecurity and privacy as foundational elements of an organization's overall security
posture.

fEY 72

Discuss the relationship between ISO

IEC 27001, ISO

IEC 27002, and other standards and regulatory frameworks: This domain examines how ISO

IEC 27002 functions as a code of practice that supports the requirements set out in ISO

IEC 27001, and how both standards interact with other relevant frameworks. It also addresses how
organizations align these standards with applicable laws, regulations, and industry-specific requirements.

FEY 73

o Interpret the ISO
e [EC 27002 organizational, people, physical, and technological controls in the specific context of an

organization: This domain covers the four control categories defined in ISO

IEC 27002 organizational, people, physical, and technological and how each applies to real-world
organizational environments. It requires understanding how to read, interpret, and contextualize these
controls based on an organization's specific needs, risks, and operating conditions.
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H #34
‘When can clock synchronization be difficult?

e A BothAand B
¢ B. When using only on-premises services
¢ C. When using multiple cloud services

Ef#: C

fEEL:

Clock synchronization can be difficult when using multiple cloud services. ISO/IEC 27002 Control 8.17 emphasizes that clocks of
information processing systems should be synchronized to approved time sources.

Accurate time is essential for logging, monitoring, incident nvestigation, transaction integrity, forensic analysis, authentication,
certificate validation, and event correlation. In a simple on-premises environment, an organization may centrally manage time sources
using internal NTP servers or domain services. In multi- cloud environments, systems may span different providers, regions,
platforms, managed services, containers, serverless flinctions, and third-party logging systems. Each environment may have different
time settings, time source controls, administrative access limits, time zone handling, timestamp formats, and logging precision. This
makes consistent synchronization and correlation more challenging, Option A is not the best answer because "only on-premises
services" are typically easier to synchronize under a single administrative model. Option C is too broad because the question asks
when synchronization can be difficult, and the ISO

/IEC 27002 exam logic points to multiple cloud services. References/Chapters: ISO/IEC 27002:2022, Control

8.17 Clock synchronization; Control 8.15 Logging; Control 5.23 Information security for use of cloud services.

R #35
Which situation presented below indicates that the confidentiality of information has been breached?

e A Enployees of all departments of an organization have access to personal data of their colleagues

¢ B. The Customer Service Department is not able to access customers' phone numbers due to an equipment failure

e C. One of the employees of the Financial Departiment of an organization accidentally modified banking information of other
staff members

IEf#: A

AR :

Confidentiality is breached when information is made available or disclosed to unauthorized individuals, entities, or processes. Option
Ais the correct answer because employees from all departments have access to colleagues' personal data, even though such access
should normally be restricted to authorized roles such as HR, payroll, compliance, or designated management. Internal users can still
be unauthorized users when their role does not justify access. ISO/IEC 27002 addresses this through access control, access rights
management, classification, privacy protection, and information access restriction. Option B is an availability issue because a
department cannot access needed customer phone numbers due to equipment failure. Option C is an integrity issue because banking
information was accidentally modified. The confidentiality principle is specifically about limiting disclosure and availability of
information to authorized parties only. Personal data requires additional care because privacy obligations may apply, and excessive
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internal access can create legal, ethical, and reputational harm. The verified answer is therefore option A. References/Chapters:
ISO/IEC

27002:2022, Control 5.15 Access control; Control 5.18 Access rights; Control 5.34 Privacy and protection of PII; Control 8.3
Information access restriction.

M #36
During which phase of the Plan-Do-Check-Act cycle do organizations maintain and improve the information security management
system?

e A Do
e B. Check
o C.Act

Ef#: C

R -

The "Act" phase is the phase in which an organization maintains and improves the information security management system. In the
PDCA logic, "Plan" establishes objectives, policies, processes, risk treatment plans, and controls. "Do" implements and operates the
plarmed processes and controls. "Check" monitors, measures, audits, and reviews performance. "Act" uses the results of checking to
correct weaknesses, improve effectiveness, and adapt the ISMS to changing conditions. ISO/IEC 27002 is not itself the PDCA
requirements standard, but its controls support the management system lifecycle used by ISO/IEC 27001.

Exanples include independent review of information security, compliance review, learning from incidents, management of
vulnerabilities, and change management. These controls generate findings and lessons that feed improvement actions. "Do" is not the
best answer because it focuses on implementation. "Check" is not the best answer because it evaluates performance but does not
itself complete improvement. The phase that maintains and improves the ISMS is "Act." References/Chapters: ISO/IEC
27002:2022, Control 5.35 Independent review of information security; Control 5.27 Learning from information security incidents;
ISO

/IEC 27001 PDCA-based management system model.

B #37
‘What should the management of the organization do to ensure that all personnel are aware of and fulfill their mformation security
responsibilities?

¢ A. Require all personnel to read the guidelines of ISO/IEC 27002
¢ B. Require all personnel to apply information security in accordance with the established information security policy, topic-
specific policies and procedures of the organization
¢ C. Require all personnel to establish and approve information security policies, topic-specific policies and procedures of the
organization
Ef#: B

R

Management should require all personnel to apply information security according to the organization's established information
security policy, topic-specific policies, and procedures. ISO/IEC 27002 makes management responsibilities clear: leadership must
ensure personnel understand and fulfill their security duties. Personnel are expected to follow approved policies and procedures,
protect information assets, report security events, and conply with assigned responsibilities. Option B is incorrect because
establishing and approving policies is a management responsibility, not a duty assigned to all personnel. Option C is incorrect
because reading ISO/IEC 27002 guidelines is not a substitute for following the organization's own approved policies and
procedures. ISO/IEC 27002 provides guidance to organizations, but employees need practical internal rules that apply to their roles,
systems, data, and processes. Management commitiment is demonstrated by assigning responsibilities, communicating expectations,
providing awareness and training, and enforcing compliance. The core principle is that information security must be operationalized
through everyday behavior, not left as abstract documentation. Therefore, option A is the verified answer. References/Chapters:
ISO/IEC 27002:2022, Control 5.4 Management responsibilities; Control 5.1 Policies for information security; Control 6.3
Information security awareness, education and training,

B #38
What is a PII controller?



¢ A. A privacy stakeholder that handles PII on behalf of and in accordance with the instructions of a PII controller

¢ B. A privacy stakeholder that determines the purpose and means for processing PII besides individuals who use data for
personal purposes

¢ C. A natural person to whom the PII relates

IEf#: B

R -

A PII controller is the privacy stakeholder that determines the purposes and means of processing personally identifiable information.
This means the controller decides why PII is processed, what PII is needed, how it is processed, how long it is retained, who
receives it, and which controls are required. Option A describes the PII principal, which is the natural person to whom the PII
relates. Option C describes a PII processor, which processes PII on behalf of and according to the instructions of the controller.
ISO/IEC 27002 includes privacy and PII protection as part of its information security control guidance where privacy obligations
apply. The distinction matters because controllers carry decision-making responsibility and accountability for lawful, secure, and
appropriate processing, Processors must protect the information but do not independently determine the processing purpose.
Relevant controls include privacy and protection of PII, access control, supplier relationships, information deletion, data masking,
data leakage prevention, and cloud service controls. The verified answer is therefore option B. References/Chapters: ISO/IEC
27002:2022, Control 5.34 Privacy and protection of PII; Control 5.19 Information security in supplier relationships; Control 8.11
Data masking.
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