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¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing
bEY 71 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.
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¢ Vulnerability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
bEY 72 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digjtal landscape.

¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and

maintaining persistence within a system. This topic also covers lateral movement within an environment and
hEY 73 mtroduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
hEv 74 wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
bEY 7S purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mformation before performing deeper penetration tests.
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HE #42
‘Which of'the following should be included in scope documentation?

o A Tester experience
e B. Number oftests
e (. Service accounts

e D. Disclaimer
IEf@&: D
fREH

A disclaimer is a statement that limits the liability of the penetration tester and the client in case of any unintended consequences or
damages caused by the testing activities. It should be included in the scope documentation to clarify the roles and responsibilities of
both parties and to avoid any legal disputes or misunderstandings. Service accounts, tester experience, and number of tests are not
essential elements of the scope documentation, although they may be relevant for other aspects of the penetration testing process.
References: The Official CompTIA PenTest+ Study Guide (Exam PT0-002), Chapter 1: Planning and Scoping Penetration Tests1;
The Official CompTIA PenTest+ Student Guide (Exam PT0-002), Lesson 1:

Planning and Scoping Penetration Tests2; What is the Scope of a Penetration Test?3

HP #43
Which of the following post-exploitation activities allows a penetration tester to maintain persistent access in a compromised system?

e A Installing a bind shell
¢ B. Creating registry keys
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e C. Setting up a reverse SSH connection
¢ D. Executing a process injection

IEf#: B
R -

Creating registry keys (often referred to as "persistence mechanisims") is a method used to ensure that malicious code or access
methods are re-established every time the system is restarted. By adding specific entries to the registry, an attacker can make sure
that their code is executed automatically, thereby maintaining access over an extended period.

HA #44
During an engagement, a penetration tester needs to break the key for the Wi-Fi network that uses WPA2 encryption. Which of the
following attacks would accomplish this objective?

e A KRACK

e B. Initialization vector
¢ C. ChopChop

e D. Replay

EfE: A

R -

To break the key for a Wi-Finetwork that uses WPA2 encryption, the penetration tester should use the KRACK (Key
Reinstallation Attack) attack.

Explanation:

* KRACK (Key Reinstallation Attack):

* Definition: KRACK is a vulnerability in the WPA2 protocol that allows attackers to decrypt and potentially inject packets into a
Wi-Finetwork by manipulating and replaying cryptographic handshake messages.

* Impact: This attack exploits flaws in the WPA2 handshake process, allowing an attacker to break the encryption and gain access
to the network.

* Other Attacks:

* ChopChop: Targets WEP encryption, not WPA2.

* Replay: Involves capturing and replaying packets to create effects such as duplicating transactions; it does not break WPA2
encryption.

* Initialization Vector (IV): Related to weaknesses in WEP, not WPA2.

Pentest References:

* Wireless Security: Understanding vulnerabilities in Wi-Fi encryption protocols, such as WPA2, and how they can be exploited.
* KRACK Attack: A significant vulnerability in WPA2 that requires specific techniques to exploit.

By using the KRACK attack, the penetration tester can break WPA2 encryption and gain unauthorized access to the Wi-Fi
network.

Top of Form

Bottom of Form

HR #45
A tester compromises a target host and then wants to maintain persistent access. Which of the following is the best way for the
attacker to accomplish the objective?

A. Configure and register a service.

B. Performa kerberoasting attack on the host.
C. Set up a script to be run when users log in.
D. Install and run remote desktop software.

IEf#E: A

A

Configuring and Registering a Service:

Registering a malicious service ensures that it starts automatically with the system, providing persistence even after reboots.
This method is stealthier than others and is commonly used in advanced persistent threat (APT) scenarios.

Why Not Other Options?



B (Remote desktop software): Installing such software is noisy and can easily be detected by monitoring tools.
C (User logon script): While it provides persistence, it is less reliable and more detectable than a system service.
D (Kerberoasting): This is a credential-stealing technique and does not establish persistence.

CompTIA Pentest+ Reference:

Domain 3.0 (Attacks and Exploits)

Domain 4.0 (Penetration Testing Tools)

I #46
A penetration tester gains access to a host but does not have access to any type of shell. Which of the following is the best way for

the tester to further enumerate the host and the environment in which it resides?

e A Process IDs

¢ B. ProxyChains

e C. PowerShell ISE
e D. Netcat

Ef#: D

A -

Ifa penetration tester gains access to a host but does not have a shell, the best tool for further enumeration is Netcat.

Netcat:

Versatility: Netcat is known as the "Swiss Army knife" of networking tools. It can be used for port scanning, banner grabbing, and
setting up reverse shells.

Enumeration: Without a shell, Netcat can help enumerate open ports and services running on the host, providing insight into the host's
environment.
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