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Amazon AWS Certified Security - Specialty Sample Questions (Q338-Q343):

NEW QUESTION # 338

A company has several workloads running on AWS. Employees are required to authenticate using on-premises ADFS and SSO to
access the AWS Management Console. Developers migrated an existing legacy web application to an Amazon EC2 instance.
Employees need to access this application from anywhere on the internet, but currently, there is no authentication system built into
the application.

How should the Security Engineer implement employee-only access to this system without changing the application?

¢ A Implement AWS SSO in the master account and link it to ADFS as an identity provider. Define the EC2 instance as a
managed resource, then apply an IAM policy on the resource.

¢ B. Create an AWS Lambda custom authorizer as the authenticator for a reverse proxy on Amazon EC2.Ensure the security
group on Amazon EC2 only allows access from the Lambda function.

¢ C. Define an Amazon Cognito identity pool, then install the connector on the Active Directory server. Use the Amazon
Cognito SDK on the application instance to authenticate the employees using their Active Directory user names and
passwords.

¢ D. Place the application behind an Application Load Balancer (ALB). Use Amazon Cognito as authentication for the ALB.
Define a SAML-based Amazon Cognito user pool and connect it to ADFS.

Answer: D

NEW QUESTION # 339

A developer 15 building a serverless application hosted on IAM that uses Anmazon Redshift in a data store.

The application has separate modules for read/write and read-only fnctionality. The modules need their own database users tor
compliance reasons.

‘Which combination of steps should a security engineer implement to grant appropriate access' (Select TWO )

e A. Configure cluster security groups for each application module to control access to database users that are required for
read-only and read/write.

¢ B. Configure a VPC endpoint for Amazon Redshift Configure an endpoint policy that maps database users to each
application module, and allow access to the tables that are required for read-only and read/write

¢ C. Configure an IAM policy for each module Specify the ARN of an IAM user that allows the GetClusterCredentials API
call

e D. Configure an [AM poky for each module Specify the ARN of an Amazon Redshift database user that allows the
GetClusterCredentials API call

e E. Create focal database users for each module

Answer: D,E

Explanation:

Explanation

To grant appropriate access to the application modules, the security engineer should do the following;

Configure an IAM policy for each module. Specify the ARN of an Amazon Redshift database user that allows the
GetClusterCredentials API call. This allows the application modules to use temporary credentials to access the database with the
permissions of the specified user.

Create local database users for each module. This allows the security engineer to create separate users for read/write and read-only
finctionality, and to assign them different privileges on the database tables.

NEW QUESTION # 340

A conpany has a large fleet of Limix Amazon EC2 instances and Windows EC2 instances that run in private subnets. The company
warts all remote administration to be performed as securely as possible in the AWS Cloud.

Which solution will meet these requirements?

A. Generate new SSH-RSA private keys for existing instances Configure EC2 Instance Connect

B. Do not use SSH-RSA private keys during the launch of new instances Configure EC2 Instance Connect

C. Do not use SSH-RSA private keys during the launch of new instances Implement AWS Systers Manager Session
Manager

D. Generate new SSH-RSA private keys for existing instances Implement AWS Systerms Manager Session Manager



Answer: C

Explanation:

Definitely not C or D because EC2 Instance Connect supports only linux instances

httpsz//docs.aws.amazon.com’ AWSEC2/latest/UserGuide/connect- limux-inst-eic. html Session Manager provides secure and
auditable node management without the need to open inbound ports, maintain bastion hosts, or manage SSH keys.

Session Manager provides support for Windows, Limux, and macOS from a single tool.
httpsz//docs.aws.amazon.conysystenms-manager/latest/userguide/session-manager. html

NEW QUESTION # 341

A company maintains an open-source application that is hosted on a public GitHub repository.

While creating a new commit to the repository, an engineer uploaded their AWS access key and secret access key. The engneer
reported the mistake to a manager, and the manager immediately disabled the access key.

The company needs to assess the impact of the exposed access key. A security engineer must recommend a solution that requires
the least possible managerial overhead.

Which solution meets these requirements?

A. Analyze VPC flow logs for activity by searching for the access key.

B. Analyze Amazon CloudWatch Logs for activity by searching for the access key.

C. Analyze a credential report in AWS Identity and Access Management (IAM) to see when the access key was last used.
D. Analyze an AWS Identity and Access Management (IAM) use report from AWS Trusted Advisor to see when the access
key was last used.

Answer: C

Explanation:
https://docs.aws.amazon.con/IAM/latest/UserGuide/id_credentials _getting-report.html

NEW QUESTION # 342
A company runs workloads on Amazon EC2 instances. The company needs to continually monitor the EC2 instances for software
vulnerabilities and must display the findings in AWS Security Hub. The company must not install agents on the EC2 instances.

e A. Use Security Hub to enable the AWS Foundational Security Best Practices standard. Wait for Security Hub to generate
the findings.

¢ B. Use AWS Config managed rules to detect EC2 software vulnerabilities. Ensure that Security Hub has the AWS Config
integration enabled.

¢ C. Enable Amazon GuardDuty. Initiate on-demand malware scans by using GuardDuty Malware Protection. Enable the
integration for GuardDuty in Security Hub.

e D. Enable Amazon Inspector. Set the scan mode to hybrid scanning. Enable the integration for Amazon Inspector in Security
Hub.

Answer: D

Explanation:

Comprehensive Detailed Explanation with all AWS References

To monitor EC2 instances for software vulnerabilities without installing agents and to display findings in AWS Security Hub, Amazon
Inspectoris the most appropriate solution.

* Amazon Inspector Overview:

* Amazon Inspector is a vulnerability management service that automatically scans Amazon EC2 instances and container images in
Amazon Elastic Container Registry (ECR) for known vulnerabilities.

* It does not require agent installation as it integrates directly with EC2 metadata and uses network- based scanning,
Reference:Amazonlnspector Features

Integration with AWS Security Hub:

Enable the ntegration of Amazon Inspector with Security Hub to ingest and display findings in a centralized dashboard.

Security Hub will show Inspector's findings as part of its comprehensive security overview.

Reference:Amazon Inspector and Security Hub Integration

Why Not Other Options?

Option B:Security Hub's AWS Foundational Security Best Practices standard provides a broad set of checks but does not include
detailed vulnerability scanning for EC2 instances.



Option C:GuardDuty is focused on detecting security threats and anomalies, not software vulnerabilities.
Option D:AWS Config managed rules provide compliance checks but lack detailed vulnerability scanning,

NEW QUESTION # 343
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