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Linux Foundation CKAD Exam Syllabus Topics:

Section Objectives

- Monitor and troubleshoot applications

Application Observabilty and Mainicnance - Understand probes and health checks

. - PersistentVolumes and PersistentVolumeClaims
State Persistence

- Storage classes and volume mounting

- Ingress basics
Services and Networking - Pod networking concepts

- Services (ClusterIP, NodePort)
Application Deployment - Understand rolling updates and rollbacks

- Use Kubernetes primitives to implement deployments

- ConfigMaps and Secrets usage

Application Environmen, Configuration and Security - Security contexts and service accounts

- Understand multi-container Pod design patterns
lication Design and Build - Define, build and modify container images

App ign ge

- Understand Jobs and CronJobs
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Linux Foundation Certified Kubernetes Application Developer Exam 58

CKAD A B (Q129-Q134):

HE#129

You are running a critical application in Kubernetes tnat requires nign availability and IOW latency. The application uses a statefulset
With 3 replicas, each consuming a large amount of memory. You need to define resource requests and limits for the pods to ensure
that the application operates smoothly and doesn't get evicted due to resource constraints.

Ef#:

it

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Determine Resource Requirements:

- Analyze tne application's memory usage. Determine tne average memory consumption per pod and the peak memory usage.
- Consider the resources available on your Kubernetes nodes.

- Define realistic requests and limits based on the application's needs and available node resources.
2. Define Resource Requests and Limits in the StatefulSet:

- Update the StatefulSet YAML configuration with resource requests and limits for the container.

- requests: Specifies the minimum amount of resources the pod will request

- Iimits: Specifies the maximum amount of resources the pod can use.
apiVersion: apps/vl
kind: StatefulSet
metadata:
name: my-critical-app
spec:
serviceName: "my-critical-app"
replicas: 3
selector:
matchLabels:
app: my-critical-app
template:
metadata:
labels:?
app i my-critical-app
Spkee
containers:
- name: my-critical-app
— image: my-app-image:latest
| LIM ekEXburces:
o reguests:
memory: "2Gi"
cpu: "1" # 1 CPU core
limits:
memory: “4Gi"
cpu: "2" # 2 CPU cores
3. Apply the StatefulSet Configuration: - Apply the updated StatefulSet configuration to your Kubernetes cluster: bash kubectl apply
-fmy-critical-app-statefulset.yaml 4. Monitor Resource Usage: - Use 'kubectl describe pod' to monitor the resource usage of the

pods. - Ensure that the pods are utilizing the requested resources and not exceeding the limits.

H #130
You have a Deployment running a container image for a web application. The application's configuration files are currently stored

within the image itself. you want to move the configuration files to a ConfigMap so that they can be updated independently or the
application image. Describe the steps involved in modifying the Deployment and creating a ConfigMap to achieve this separation.

EMf:
R

See the solution below with Step by Step Explanation.
Explanation:



Solution (Step by Step) :

1. Create a ConfigMap:

- Create a ConfigMap using 'kubectl create configmap' with the configuration files. For example:

kubectl create configmap webapp-config - fromliteral=config.jsor=' {"port": 8080, "database url": "mongodb/localhost27017"}'
- Replace 'config_json' with the name of your configuration file and the JSON content with your actual configuration values.

2. Modify the Deployment:

- Modify your Deployment YAML file to mount the ConfigMap as a volume. Here's an example:

apiVersion: apps/vl

¢ind: Deployment
netadata:

name: my-webapp
spec:

replicas:

me

app: my-webapp
template:
metadata:
labels:
app: my-webapp
spec:
containgrs:
-.names my-webapp
image: my-webapp-image:latest
ports:
- containerPort: 8080
volumeMounts:
- name: config-volume
mountPath: /etc/webapp/config
volumes:
- name: config-volume
confighap:
name: webapp-config
restartPolicy: Always
- Modify your application code to read configuration files from '/etctwebapp/config’ 3. Apply the Changes: - Apply the updated
Deployment using 'kubectl apply -f deployment _yamr 4. Verify the Update: - Check the logs of the pods using 'kubectl logs -f You
should see the application loading configuration values from the ConfigMap. 5. Update the Configuration: - You can now update the
configuration files within the ConﬁgMap without rebuﬂdlng the 1 lmage For exanple

- This will update the ConfigMap and trigger a rolling update of the Deployment, effectively updating the application configuration
without rebuilding the image.

HMA #131

You have a Kubernetes cluster With a Deployment named 'my-app' running multiple replicas of your application. You need to
ensure that only authorized users can access the application's pods through the Kubernetes APL Implement a role-based access
control (RBAC) policy that allows only users in the "developers' group to access the pods of the 'my-app' Deployment.

Ef#:

fiE L.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a Role: Define a Role that grants access to the 'my-app' Deployment pods.



apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
name: my-app-pod-reader
namespace: default # Replacegn'default’ with your namespace

rules:
- apiGroups: ["app£%]
resources: ["

verbs: ["get”, "1i fi’ﬁﬁﬁjx

2. Create a RoleBinding: Bind the created Role to the 'developers' group.
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: my-app-pod-reader-binding
namespace: default # Replace 'default” with your namespace
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: my-app-pod-reader
subjects:
- kind: Group I LINUX
name: developers OUNDA N
3. Apply the Role and RoleBinding; use 'kubectl apply' to create the Role and ROIeBinding resources. bash kubectl apply -fny-
app-pod-readenyaml kubectl apply -f my-app-pod-reader-binding.yaml 4. Verify Access: Attempt to access the pods of the 'my-
app' Deployment from a user in the "developers' group. You should be able to access the pods. Attempt to access the pods froma
user not in the 'developers' group. You should receive an error indicating insufficient permissions.,

B #132
You must switch to the chrrftdl INU X

dluster/configuration context. Failure to do so

may result in a 7ero score.

kubecll conflg use-
ontext skfs

Task:

1) Create a secret named app-secret in the default namespace containing the following single key-value pair:

Key3: valuel

2) Create a Pod named ngnix secret in the default namespace.Specify a single container using the nginx:stable image.
Add an environment variable named BEST VARIABLE consuming the value of the secret key3.

IEf#:

fR e :

See the solution below.
Explanation:

Solution:




Fle Edit View Terminal Tabs Help
apivVersio
kind
metadata
creationTimestamp
Labels
run r ‘ nx

name

containers

image: nginx

name: nginx-secre

env
name: BEST VARIABLE
valueFrom

secretKeyRef
name: app-se

key: key3

B #133

You are deploying a microservice application that requires secure access to an external database. The database credentials are
stored as environment variables Within the application container. You want to create a Kubernetes secret that securely stores these
credentials and can be mounted as a file in the container.

Ef#:

R e«
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create a Kubernetes Secret:
- Create a YAML file, for exanple, 'database-secret.yan , with the following content:
apiversion: vi |
kf:d: Secret
metadata:
name: database-secret
type: Opaque

data:
DATABASE USER:

DATABASE PASSHORD:
DATABASE_HOST:
_ﬁpiasgsgyunn
l LINUX
- Replace ". ". ". and with the actual values, Base64 encoded. You can use the 'base64' command to encode the values: bash echo
"your _username" | base64 echo "Your password" | base64 echo "your _host" | base64 echo "your _port" | base64 2. Apply the
Secret: - Apply the secret to your Kubernetes cluster: bash kubectl apply -f database-secret.yaml 3. Modify the Deployment: -

Modify your Deployment YAML file to mount the secret as a file:




apiVersion: apps/vil
kind: Deployment
metadata:
name: my-microservice
spec:
template:
spec:
containers:
- name: my-microservice
image: your-image:latest
envFrom: -
- secnetRef: : | LINUX
name: database-secretsl o oo
volumeMounts:
- name: database-secret-volume
mountPath: /var/secrets/database
volumes:
- name: database-secret-volume
secret:
secretName: database-secret

4. Apply the Updated Deployment: - Apply the updated Deployment YAML file using: bash kubectl apply -f my-microservice-
deployment.yaml 5. Accessing Credentials: - The application container can now access the environment variables from the secret
using 'process-env-DATABASE USER , "process.env.DATABASE PASSWORD), etc. Additionally, the secret data is mounted
as a file at '/var/secrets/database’.
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