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Topic Details

¢ Incident Response: This domain addresses responding to security incidents through automated and manual
strategies, containment, forensic analysis, and recovery procedures to minimize impact and restore
operations.

Topic 1

o Identity and Access Management: This domain deals with controlling authentication and authorization
through user identity management, role-based access, federation, and implementing least privilege

Topic 2 L
principles.

¢ Infrastructure Security: This domain focuses on securing AWS infrastructure including networks, compute
resources, and edge services through secure architectures, protection mechanisis, and hardened

Topic 3
P configurations.

¢ Security Foundations and Governance: This domain addresses foundational security practices including
policies, compliance frameworks, risk management, security autormation, and audit procedures for AWS

Topic 4 .
environments.
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NEW QUESTION # 41

A company recently set up Amazon GuardDuty and is receiving a high number of findings from IP addresses within the company. A
security engineer has verified that these IP addresses are trusted and allowed.

‘Which combination of steps should the security engineer take to configure GuardDuty so that it does not produce findings for these
IP addresses? (Select TWO.)

A. Upload the configuration file to Amazon S3. Add a new trusted IP list to GuardDuty that points to the file.
B. Create a JSON configuration file that contains the trusted IP addresses.

C. Upload the configuration file directly to GuardDuty.

D. Manually copy and paste the configuration file data into the trusted IP list in GuardDuty.

E. Create a plaintext configuration file that contains the trusted [P addresses.

Answer: ALE

Explanation:

GuardDuty supports "Trusted IP lists" to suppress findings that would otherwise be generated for activity originating from known
safe [P addresses (for example, corporate NAT egress IPs, security scanners, or monitoring systems). To use a trusted IP list, you
create aplain textfile that contains the IP addresses (typically one per line or in supported list form) and store it nAmazon S3. You
then configure GuardDuty to reference that S3 object as a trusted IP list. GuardDuty periodically retrieves the file from S3 and uses
it to adjust finding generation accordingly.

That maps directly to Option A (create a plamtext file) and Option D (upload to S3 and create a trusted IP list in GuardDuty
pointing to the file).

Options B and E are incorrect because GuardDuty trusted IP lists are not configured by pasting JSON into the console; they are
sourced froman S3-hosted text list. Option C is not supported because GuardDuty does not accept direct file uploads mnto the
service as the configuration source; S3 is the expected integration point for IP lists and threat mtel lists.

NEW QUESTION # 42

A company has a single AWS account and uses an Amazon EC2 instance to test application code. The company recently
discovered that the instance was compromised and was serving malware. Analysis showed that the instance was compromised 35
days ago. A security engineer must implement a continuous monitoring solution that automatically notifies the security team by email
for high severity findings as soon as possible.

‘Which combination of steps should the security engineer take to meet these requirements? (Select THREE.)

e A. Create an Amazon Simple Queue Service (Amazon SQS) queue. Subscribe the security team's email distribution list to the
queue.

e B. Create an Amazon EventBridge rule for GuardDuty findings of high severity. Configure the rule to publish a message to the
topic.

¢ C. Enable Amazon GuardDuty in the AWS account.

¢ D. Create an Amazon EventBridge rule for Security Hub findings of high severity. Configure the rule to publish a message to
the queue.

¢ E. Enable AWS Security Hub in the AWS account.

¢ F. Create an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the security team's email distribution list to
the topic.

Answer: B,C,F

Explanation:

Amazon GuardDuty provides continuous threat detection for compromised instances by analyzing VPC Flow Logs, DNS logs, and
CloudTrail events. According to AWS Certified Security - Specialty guidance, GuardDuty is the fastest service to enable for
detecting malware and compromised EC2 mnstances.

To notify the security team, Amazon SNS provides a native email notification mechanism with minimal setup. Amazon EventBridge
mtegrates directly with GuardDuty findings and can filter based on severity.

Creating an EventBridge rule that matches high severity GuardDuty findings and publishes to SNS ensures immediate notification.
Security Hub is not required for this use case and adds additional setup time. Amazon SQS does not support email subscriptions.
Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon GuardDuty Findings and Severity

Amazon EventBridge Integration with GuardDuty



NEW QUESTION # 43

A company is using AWS to run a long-running analysis process on data that is stored in Amazon S3 buckets. The process runs on
a fleet of Amazon EC2 instances in an Auto Scaling group. The EC2 instances are deployed in a private subnet that does not have
mternet access.

The EC2 instances access Amazon S3 through an S3 gateway endpoint that has the default access policy. Each EC2 instance uses
an instance profile role that allows s3:GetObject and s3:PutObject only for required S3 buckets.

The company learns that one or more EC2 instances are compromised and are exfiltrating data to an S3 bucket that is outside the
company's AWS Organization. The processing job must continue to function.

‘Which solution will meet these requirements?

¢ A. Add a network ACL rule to block outbound traffic on port 443.

¢ B. Update the instance profile role policy to require aws:ResourceOrgld.

¢ (. Update the policy on the S3 gateway endpoint to allow S3 actions only if aws:ResourceOrgld and aws:PrincipalOrgld
match the company's organization.

¢ D. Apply an SCP that restricts S3 actions using organization condition keys.

Answer: C

Explanation:

Amazon S3 gateway endpoints support endpoint policies that can restrict which S3 resources are accessible through the endpoint.
According to AWS Certified Security - Specialty documentation, endpoint policies are evaluated in addition to IAM policies and are
ideal for enforcing data exfiltration controls without breaking legitimate workloads.

By updating the S3 gateway endpoint policy to require both aws:ResourceOrgld and aws:PrincipalOrgld to match the company's
AWS Organization, the security engineer ensures that EC2 instances can access only S3 buckets that belong to the organization.
This immediately blocks exfiltration to external S3 buckets while allowing legitimate internal data access to continue uninterrupted.

NEW QUESTION # 44

A company runs a web application on a fleet of Amazon EC2 instances in an Auto Scaling group. Amazon GuardDuty and AWS
Security Hub are enabled. The security engineer needs an automated response to anomalous traffic that follows AWS best practices
and minimizes application disruption.

Which solution will meet these requirements?

e A. Use Security Hub to update the subnet network ACL to block traffic.

¢ B. Use EventBridge to invoke a Lambda function that removes the affected instance from the Auto Scaling group and isolates
it with a restricted security group.

¢ C. Send GuardDuty findings to Amazon SNS for email notification.

¢ D. Use EventBridge to disable the instance profile access keys.

Answer: B

Explanation:

AWS incident response best practices emphasize isolating compromised resources rather than immediately terminating them.
According to AWS Certified Security - Specialty documentation, removing an instance froman Auto Scaling group prevents
replacement loops, while applying a restrictive security group isolates the instance for forensic analysis.

Using Amazon EventBridge to trigger an AWS Lambda function enables automated, consistent responses to GuardDuty findings.
This approach minimizes disruption to the application because healthy instances continue serving traffic while the affected instance is
isolated.

Disabling credentials or modifying network ACLs can have broader impact on unrelated workloads. SN'S notifications alone do not
provide response automation.

AWS recommends isolate-and-mnvestigate patterns for EC2 incident response.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon GuardDuty Automated Responses

AWS Incident Response Playbooks

NEW QUESTION # 45
A company uploads data files as objects into an Amazon S3 bucket. A vendor downloads the objects to perform data processing.
A security engineer must implement a solution that prevents objects from residing in the S3 bucket for longer than 72 hours.



A. Configure S3 Versioning to expire object versions that have been in the bucket for 72 hours.
B. Generate presigned URLs that expire after 72 hours.

C. Configure an S3 Lifecycle configuration rule on the bucket to expire objects after 72 hours.
D. Use the S3 Intelligent- Tiering storage class and configure expiration after 72 hours.

Answer: C

Explanation:

Amazon S3 Lifecycle configuration rules are the native, automated mechanism for managing object retention and deletion. According
to AWS Certified Security - Specialty documentation, lifecycle rules can be configured to expire objects based on the number of
days since object creation. Once the expiration time is reached, Amazon S3 permanently deletes the objects without manual
mtervention.

This solution directly enforces a maximum retention period of 72 hours and ensures compliance regardless of whether the vendor
downloads the data or not. Lifecycle rules are evaluated continuously by Amazon S3 and do not require scripts, cron jobs, or
additional services, making them the most operationally efficient and cost-effective solution.

S3 Versioning controls versions but does not enforce object deletion timelines. S3 Intelligent- Tiering optimizes storage cost but
does not delete objects. Presigned URLs only control access duration and do not remove objects from storage.

AWS explicitly recommends lifecycle policies for automated data retention enforcement.

NEW QUESTION # 46
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