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NEW QUESTION # 86 
You must report on frame types seen on the WLAN. You want to list the frame types by both name and binary value.
What frame type is represented by the binary value 011010, which includes the Type and Subtype values?

A. Association Request
B. Authentication
C. PS-Poll
D. Beacon

Answer: C

Explanation:
References:

NEW QUESTION # 87 
Which one of the following is not an 802.11 Management frame?

A. Authentication
B. PS-Poll
C. Action
D. Beacon

Answer: B

Explanation:
A PS-Poll (Power Save Poll) frame is not an 802.11 management frame. A PS-Poll frame is a type of control frame that is used by
a STA in power save mode to request data frames from an AP. A STA in power save mode can conserve battery power by
periodically sleeping and waking up. When a STA sleeps, it cannot receive any data frames from the AP, so it informs the AP of its
power save status by setting a bit in its MAC header. The AP then buffers any data frames destined for the sleeping STA until it
wakes up. When a STA wakes up, it sends a PS-Poll frame to the AP, indicating its association ID and requesting any buffered data
frames. The AP then responds with one or more data frames, followed by an ACK or BA frame from the STA. The other options
are not correct, as they are types of 802.11 management frames. An Action frame is used to perform various management actions,
such as spectrum management, QoS management, radio measurement, etc. A Beacon frame is used to advertise the presence and
capabilities of an AP or BSS. An Authentication frame is used to establish or terminate an authentication relationship between a STA
and an AP. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6: 802.11 Frame Exchanges, page
169-170

NEW QUESTION # 88 
As the WLAN administrator in your organization you are responsible for troubleshooting connection issues.
Several STAs are connecting to the network, but are unable to communicate after connection. You suspect a DHCP problem. After
capturing traffic on the wired-side of the AP, you want to view only DHCP traffic.
What filter in Wireshark can be used for this purpose?

A. DHCP
B. DHCPv6
C. DHCPv4
D. BOOTP

Answer: D

NEW QUESTION # 89 
A manufacturing facility has installed a new automation system which incorporates an 802.11 wireless network. The automation
system is controlled from tablet computers connected via the WLAN. However, the automation system has not gone live due to
problem with the tablets connecting to the WLAN. The WLAN vendor has been onsite to perform a survey and confirmed good
primary and secondary coverage across the facility. As a CWAP you are called in to perform Spectrum Analysis to identify any
interference sources.
From the spectrum analysis, you did not identify any interference sources but were able to correctly identify the issue. Which of the
following issues did you identify from the spectrum analysis?



A. The tablets are connecting to the wrong SSID
B. There is a power mismatch between the APs and the clients
C. A high noise floor has resulted in a SNR of less than 20dB
D. The tablets are entering power save mode and failing to wake up to receive the access points transmissions

Answer: B

Explanation:
The most likely issue that can be identified from the spectrum analysis is a power mismatch between the APs and the clients. A
power mismatch occurs when the APs transmit at a higher power level than the clients, or vice versa. This can cause asymmetric
communication, where one side can hear the other, but not vice versa.
This can result in poor performance, disconnections, or packet loss. A spectrum analysis can reveal a power mismatch by showing
different signal amplitudes or RSSI values for the APs and the clients on the same channel or frequency. The other options are not
correct, as they cannot be identified from the spectrum analysis alone. The tablets' SSID, power save mode, and noise floor can be
determined by using other tools or methods, such as protocol analysis, site survey, or device configuration. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 79-80

NEW QUESTION # 90 
Where, in a protocol analyzer, would you find an indication that a frame was transmitted as part of an A- MPDU?

A. The Aggregation flag in the Radio Tap Header
B. A-MPDU flag in the Frame Control Field
C. The HT Operation Element
D. A-MPDU flag in the QoS Control Field

Answer: A

Explanation:
In a protocol analyzer, you would find an indication that a frame was transmitted as part of an A-MPDU by looking at the
Aggregation flag in the Radio Tap Header. The Radio Tap Header is a pseudo-header that is added by some wireless capture
devices to provide additional information about the physical layer characteristics of a frame. The Aggregation flag is one of the fields
in this header, and it indicates whether the frame belongs to an A-MPDU or not. If the flag is set to 1, it means that the frame is part
of an A-MPDU; if it is set to 0, it means that the frame is not part of an A-MPDU . References: CWAP-405Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 9: PHY Layer Frame Formats and Technologies, page 303; CWAP-
405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 9: PHY Layer Frame Formats and Technologies,
page 304.
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