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R #175
According to the GDPR, when should the processing of photographs be considered processing of special categories of personal

data?

A. When processed with the intent to publish information regarding a natural person on publicly accessible media.
B. When processed with the intent to uniquely identify or authenticate a natural person.

C. When processed with the intent to comply with a law.

D. When processed with the intent to proceed to scientific or historical research projects.

IEf#: B

A -
Reference https//www.privacy-regulation.ewen/recital-51-GDPR.htm
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HA #176
‘When collecting personal data in a European Union (EU) member state, what must a company do if it collects personal data froma

source other than the data subjects thenselves?

A. Provide a public notice regarding the data

B. Upgrade security to match that of the source
C. Inform the subjects about the collection

D. Update the data within a reasonable timeframe

IEf: C

HM #177
In addition to the European Commission, who can adopt standard contractual clauses, assuming that all required conditions are met?

A. Approved data controllers.

B. National data protection authorities.

C. The European Data Protection Supervisor.
D. The Council of the Furopean Union.

Ef#: B

A -

According to Article 46(2) of the GDPR, standard contractual clauses adopted by a supervisory authority and approved by the
Commission pursuant to the exammation procedure referred to in Article 93(2) can be used as a legal basis for data transfers to third
countries12. This means that, in addition to the European Commiission, national data protection authorities can adopt standard
contractual clauses, provided that they meet the conditions and requirements set out in the GDPR and obtain the approval of the
Commission. The other options are not correct, as approved data controllers, the Council of the Furopean Union and the European
Data Protection Supervisor do not have the power to adopt standard contractual clauses under the GDPR. References: CIPP/E
Certification - International Association of Privacy Professionals, Free CIPP/E Study Guide - International Association of Privacy
Professionals, GDPR - EUR-Lex, Standard Contractual Clauses (SCC) - European Commission I hope this helps. If you have any
other questions, please let me know.#.

Reference: https:/ec.europa.ew/info/law/law-topic/data-protection/international-dimension-data-protectior/ standard-contractual-
clauses-scc_en

B #178

SCENARIO

Please use the following to answer the next question:

Joe started the Gummy Bear Company in 2000 from his home in Vermont, USA. Today, it is a multi-billion- dollar candy company
operating in every continent. All ofthe company's IT servers are located in Vermont.

This year Joe hires his son Ben to join the company and head up Project Big, which is a major marketing strategy to triple gross
revenue in just 5 years. Ben graduated with a PhD in computer software from a top university. Ben decided to join his father's
company, but is also secretly working on launching a new global online dating website company called Ben Knows Best.

Ben is aware that the Gummy Bear Company has millions of customers and believes that many of them might also be interested in
finding their perfect match. For Project Big, Ben redesigns the company's online web portal and requires customers in the European
Union and elsewhere to provide additional personal information in order to remain a customer. Project Ben begins collecting data
about customers' philosophical beliefs, political opinions and marital status.

Ifa customer identifies as single, Ben then copies all of that customer's personal data onto a separate database for Ben Knows Best.
Ben believes that he is not doing anything wrong, because he explicitly asks each customer to give their consent by requiring them to
check a box before accepting their information. As Project Big is an important project, the company also hires a first year college
student named Sam, who is studying computer science to help Ben out.

Ben calls out and Sam comes across the Ben Knows Best database. Sam is planning on going to Ireland over Spring Beak with 10
of his friends, so he copies all of the customer information of people that reside in Ireland so that he and his friends can contact
people when they are in Ireland.

Joe also hires his best fiiend's daughter, Alice, who just graduated from law school in the U.S., to be the company's new General
Counsel. Alice has heard about the GDPR, so she does some research on it. Alice approaches Joe and informs him that she has
drafted up Binding Corporate Rules for everyone in the company to follow, as it is important for the company to have in place a legal
mechanism to transfer data internally from the company's operations in the European Union to the U.S.



Joe believes that Alice is doing a great job, and informs her that she will also be in-charge of handling a major lawsuit that has been
brought against the company in federal court in the U.S. To prepare for the lawsuit, Alice instructs the company's IT department to
make copies of the computer hard drives from the entire global sales team, including the European Union, and send everything to her
so that she can review everyone' s information. Alice believes that Joe will be happy that she did the first level review, as it will save
the company a lot of money that would otherwise be paid to its outside law firm.

As a result of Sams actions, the Gummy Bear Company potentially violated Articles 33 and 34 of the GDPR and will be required to
do what?

¢ A Notify its Data Protection Authority about the data breach.
¢ B. Analyze and evaluate all of its breach notification obligations.
¢ C. Analyze and evaluate the liability for customers in Ireland.

¢ D. Notify all of its customers that reside in the European Union.

IEf#: B

RN :

According to Articles 33 and 34 of the GDPR, the Gummy Bear Company potentially violated its breach notification obligations by
allowing Samto copy and use the personal data of its customers in Ireland without their consent or authorization. A personal data
breach is defined as a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of,
or access to, personal data transmitted, stored or otherwise processed (Article 4(12)). The Gummy Bear Company, as a data
controller, is required to notify the competent supervisory authority of the personal data breach without undue delay and, where
feasible, not later than 72 hours after having become aware of'it, unless the personal data breach is unlikely to result in a risk to the
rights and freedoms of natural persons (Article 33(1)). The notification should include the nature of the personal data breach, the
categories and approximate number of data subjects and personal data records concerned, the likely consequences of the personal
data breach, and the measures taken or proposed to address the personal data breach (Article 33(3)). The Gummy Bear Company
is also required to commumicate the personal data breach to the affected data subjects without undue delay, if the personal data
breach is likely to result in a high risk to the rights and freedons of natural persons (Article 34 (1)). The communication should
describe the nature of the personal data breach and the measures taken or proposed to address the personal data breach (Article
34(2)).

Therefore, the Gummy Bear Company should analyze and evaluate all of its breach notification obligations, taking into account the
nature and circunnstances of the personal data breach, the type and sensitivity of the personal data involved, the potential impact and
harm to the data subjects, and the applicable laws and regulations of the jurisdictions where the data subjects reside. The Gummy
Bear Company should also document the personal data breach and the remedial actions taken, and cooperate with the supervisory
authorities and the data subjects as required by the GDPR.

References: GDPR, Articles 4(12), 33, 341; EDPB Guidelines 01/2021 on Examples regarding Data Breach Notification2

B #179
According to Article 14 of the GDPR, how long does a controller have to provide a data subject with necessary privacy information,
if that subject's personal data has been obtained from other sources?

A. As soon as possible after obtaining the personal data.

B. Within a reasonable period after obtaining the personal data, but no later than eight weeks.
C. As soon as possible after the first communication with the data subject.

D. Within a reasonable period after obtaining the personal data, but no later than one month.

IEf#: D

AR :

According to Article 14 of the GDPR, if the controller obtains personal data firom other sources, such as third parties or publicly
accessible sources, the controller must provide the data subject with the necessary privacy information, such as the identity and
contact details of the controller, the purposes and legal basis of the processing, the categories of personal data concerned, the
recipients or categories of recipients of the personal data, and the rights of the data subject. The controller must provide this
mformation within a reasonable period after obtaining the personal data, but no later than one month, having regard to the specific
circunnstances in which the personal data are processed. However, there are some exceptions to this rule, such as if the data subject
already has the nformation, if the provision of the information proves impossible or would nvolve a disproportionate effort, if the
obtaining or disclosure of the data isexpressly laid down by EU or member state law, or if the personal data must remain confidential
subject to an obligation of professional secrecyl2. References:

* GDPR, Article 14

* Free CIPP/E Study Guide, page 19, section 2.5.1

* CIPP/E Certification, page 14, section 1.2.1



* Art. 14 GDPR - Information to be provided where personal data have not been obtained from the data subject

* Article 14 GDPR - GDPRhub

Reference: https:/dataprivacymanager.net/gdpr-exemptions- from-the-obligation-to-provide-information-to- the- individual-data-
subject/
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