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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q64-Q69):
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What can you conclude about the output?

A. There are more traffic logs than event logs.

B. The output is ADOM specific

C. Both messages and logs are almost finished indexing.

D. The message rate being lower that the log rate is normal.

Answer: D
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Explanation:

In this output, we see two diagnostic commands executed on a FortiAnalyzer device:

* diagnose fortilogd lograte: This command shows the rate at which logs are being processed by the FortiAnalyzer in terns of log
entries per second.

* diagnose fortilogd msgrate: This command displays the message rate, or the rate at which individual messages are being processed.
The values provided in the exhibit output show:

* Log rate (lograte): Consistently high, showing values such as 70.0, 132.1, and 133.3 logs per second over different time intervals.
* Message rate (msgrate): Lower values, around 1.4 to 1.6 messages per second.

Explanation:

* Interpretation of log rate vs. message rate: In FortiAnalyzer, the log rate typically refers to the rate of logs being stored or indexed,
while the message rate refers to individual messages within these logs.

Given that a single log entry can contain multiple messages, it's common to see a lower message rate relative to the log rate.

* Understanding normal operation: In this case, the message rate being lower than the log rate is expected and typical behavior. This
discrepancy can arise because each log entry may bundle multiple related messages, reducing the message rate relative to the log
rate.

Conclusion

* Correct Answer: A. The message rate being lower than the log rate is normal.

* This aligns with the normal operational behavior of FortiAnalyzer in processing logs and messages.

There is no indication that both logs and messages are nearly finished indexing, as that would typically show diminishing rates toward
zero, which is not the case here. Additionally, there's no information in this output about specific ADOMs or a comparison between
traffic logs and event logs. Thus, options B, C, and D are incorrect.

References:

FortiOS 7.4.1 and FortiAnalyzer 7.4.1 command guides for diagnose fortilogd lograte and diagnose fortilogd msgrate.

NEW QUESTION # 65
‘Which log will generate an event with the status Unhandled?

A. A WebFilter log will action=dropped.

B. An AppControl log with action=blocked.
C. An AV log with actior=quarantine.

D. AnIPS log with actior—=pass.

Answer: D

Explanation:

In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs.

* IPS logs with action=pass: When the IPS engine inspects traffic and determines that it does not match any known attack signatures
or violate any configured policies, it assigns the action "pass". Since no action is taken to block or modify this traffic, the status is
logged as "Unhandled." Let's look at why the other options are incorrect:

* An AV log with action=quarantine: Antivirus (AV) logs with the action "quarantine” indicate that a file was detected as malicious
and moved to quarantine. This is a definitive action, so the status wouldn't be "Unhandled."

* A WebFilter log will action=dropped: WebFilter logs with the action "dropped" indicate that web traffic was blocked according to
the configured web filtering policies. Again, this is a specific action taken, not an "Unhandled" event.

* An AppControl log with actior=blocked: Application Control logs with the action "blocked" mean that an application was denied
access based on the defined application control rules. This is also a clear action, not "Unhandled."

NEW QUESTION # 66
It is a best practice to upload FortiAnalyzer local logs to a remote server. Which three remote servers are supported for the upload?
(Choose three.)

A FTP
B. SCP
C. UDP
D. SFTP
E. TCP



Answer: A,B,D

NEW QUESTION # 67
You need to move reports between two ADOM .
Which two statements are true? (Choose two.)

A. The data and time will be appointed to the original report name to avoid conflicts.
B. All charts and datasets associated with the report will be imported together.

C. Youneed to convert the reports into templates first.

D. The ADOMs musst be compatible types.

Answer: B,.D

NEW QUESTION # 68
Which two FortiAnalyzer features allow you to automatically build a dataset and chart based on a filtered search result? (Choose
two.)

A. Chart Builder

B. Custom View

C. Dataset Library

D. Export to Report Chart (FortiView)

Answer: A,D
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