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HR#182
You have an Azure Virtual Desktop deployment that contains the host pools shown in the following table.

Type Location
Windows 10 Enferpnise, personal East US

Windows Server 2019, pooled East US

Youneed to create a disaster recovery environment in the West US region. The solution must minimize costs and administrative
effort.
What should you do?

A. Run the Invoke-RdsUserSessionLogoff cmdlet.

B. Create an Azure Site Recovery plan.

C. Regenerate the token and reregister the virtual machines i the host pools.
D. Create two new host pools in the West US region.

M
R
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M #183
You have an Azure subscription that contains the resources shown in the following table.

Name Type | [\Description - [+

Account1 Azure NetApp Files account Contains'Cpool

CPool1 Capacity pool Contains Volume1

Volume1 Volume None

AVDPool1 Azure Virtual Desktop hdst.pool Configured to store FSLogix user profiles in
Account1

Youneed to ensure that users can restore files saved to their FSLogix profile.
‘What should you do?

A. Fromthe Azure portal, create a Recovery Services vault and a backup policy.
B. Fromthe Azure portal, create an Azure Backup vault and a backup policy.

C. Fromthe Volumel blade in the Azure portal, create a snapshot policy.

D. Fromthe CPooll blade in the Azure portal, create a new volume.

EfE: A

fiE L.

From the docs: Azure Files Premium tier integrates with Azure Backup and is supported in conjunction with FSLogix. Azure
NetApp Files offers a similar snapshot mechanism to make copies of your FSLogix profile containers.
httpsz/leam.microsoft.com/en-us/azure/architecture/example-scenario/wvd/windows- virtual-desktop- fslogix#bac

A #184
Your company has a single office and has 40 employees.

You ate planning a Azure Virtual Desktop deployment. The estimated user workloads are shown in the following table.

Half the users of each workload type work from home. All the users who work fiom home do NOT establish a VPN connection to
the office. Approximately how much bandwidth is needed between the office and Azure lo support the planned workloads?

A. 9.5 Mbps
B. 55 Mbps

C. 110 Mbps
D. 220 Mbps

M
R
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HH #185
You need to prepare the disk on VMI for use with the Azure Virtual Desktop deployment. Which two actions should you perform?
Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Convert the disk type to Fixed size.
B. Merge the disk.

C. Convert the disk type to Differencing,
D. Convert the disk format to VHD.

E. Compact the disk.

Eﬁ: A\ D

M #186

Case Study 2 - Litware, Inc

Overview

Litware, Inc. is a pharmaceutical company that has a main office in Boston, United States, and a remote office in Chennai, India.
Existing Environment. Identity Environment

The network contains an on-premises Active Directory domain named litware.com that syncs to an Azure Active Directory (Azure

AD) tenant named litware.com
The Azure AD tenant contains the users shown in the following table.
NameB® N/icrosoft Description

A directory-synced user that is-a local administrator on all the
computers joined torthe@n-premises Active Directory domain.
Admin2 A cloud-onlyusérthatis unassignedto roles.

CloudAdmin1 A cloud-only user that is assigned the Global administrator role.

All users are registered for Azre Multi-Factor Authentication (MFA).

Existing Environment. Cloud Services

Litware has a Microsoft 365 E5 subscription associated to the Azure AD tenant. All users are assigned Microsoft 365 Enterprise ES
licenses.

Litware has an Azure subscription associated to the Azure AD tenant. The subscription contains the resources shown in the
following table.

Name Type Location Configuration
Storage (general purpose v1),
Locally-redundant storage (LRS).
Joined to the on-premises Active
Directory domain.

Admin1i

storage1 | Storage account East US

VM1 Mirtual machine East US

Litware uses custom virtual machine images and custom scripts to automatically provision Azure virtual machines and join the virtual
machines to the on-premises Active Directory domain.

Network and DNS

The offices connect to each other by usinga WAN link. Each office connects directly to the internet.

AIDNS queries for internet hosts are resolved by using DNS servers in the Boston office, which point to root servers on the
internet. The Chennai office has caching-only DNS servers that forward queries to the DNS servers in the Boston office.
Requirements. Planned Changes

Litware plans to implement the following changes:

* Deploy Azure Virtual Desktop environments to the East US Azure region for the users in the Boston office and to the South India
Aazure region for the users in the Chennai office.

* Implement FSLogix profile contamners.

* Optimize the custom virtual machine images for the Azure Virtual Desktop session hosts.

* Use PowerShell to autormate the addition of virtual machines to the Azure Virtual Desktop host pools.

Requirements. Performance Requirements

Litware identifies the following performance requirements:

* Minimize network latency of the Azure Virtual Desktop connections from the Boston and Chennai offices.

* Minimize latency of the Azure Virtual Desktop host authentication in each Azure regjon.

* Minimize how long it takes to sign in to the Azure Virtual Desktop session hosts.

Requirements. Authentication Requirements



Litware identifies the following authentication requirements:

* Enforce Azure MF A when accessing Azure Virtual Desktop apps.

* Force users to reauthenticate if their Azure Virtual Desktop session lasts more than eight hours.

Requirements. Security Requirements

Litware identifies the following security requirements:

* Explicitly allow traffic between the Azure Virtual Desktop session hosts and Microsoft 365.

* Explicitly allow traffic between the Azure Virtual Desktop session hosts and the Azure Virtual Desktop infrastructure.
* Use built-in groups for delegation.

* Delegate the management of app groups to Admin2, including the ability to publish app groups to users and user groups.

* Grant Adminl permissions to manage workspaces, including listing which apps are assigned to the app groups.
* Minimize administrative effort to manage network security.

* Use the principle of least privilege.

Requirements. Deployment Requirements

Litware identifies the following deployment requirements:

* Use PowerShell to generate the token used to add the virtual machines as session hosts to a Azure Virtual Desktop host pool.

* Minimize how long it takes to provision the Azure Virtual Desktop session hosts based on the custom virtual machine images.

* Whenever possible, preinstall agents and apps in the custom virtual machine images.

User Profile Requirements

Litware identifies the following user profile requirements:

* In storagel, store user profiles for the Boston office users.

* Ensure that the user profiles for the Boston office users replicate synchronously between two Azure regions.
* Ensure that Adminl uses a local profile only when signing in to the Azure Virtual Desktop session hosts.
Hotspot Question

Youneed to recommend a DNS infrastructure that meets the performance requirements.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

For'interiet name resolution, modify the:

v

Caching configuration of DNS resolvers in the Boston office

DNS resolvers in the Boston office to use the ISP’s DNS servers as forwarders
DNS resolvers in the Chennai office to use the ISP’s DNS servers as forwarders

To validate the round-trip time to Azure Virtual Desktop, use:

v

Virtual Desktop Optimization Tool
Azure Virtual Desktop Experience Estimator

Connection troubleshooting in Azure Network Watcher

s

Answer Area

For internet name resolution, modify the:

v

Caching configuration of DNS resolvers in the Boston office

DNS resolvers in the Boston office to Use the ISP’s DNS sarversas forwarders T
DNS resolvers in the Chennai office to use the ISP’s DI.C servers as forwarders

To validate the round-trip time to Azure Virtual Desktop, use:

v

Virtual Desktop Optimization Tool
Azure Virtual Desktop Experience Estimator

Connection troubleshooting in Azure Network Watcher

Explanation:
https7//azure. microsoft.conven-us/services/virtual-desktop/assessment
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