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i RE #35
What is true about API implementations when dealing with legal regulations that require all data processing to be performed within a
certain jurisdiction (such as in the USA or the EU)?
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A. They must avoid using the Object Store as it depends on services deployed ONLY to the US East region

B. They must ensure ALL data is encrypted both in transit and at rest

C. They must te deployed to Anypoint Platform runtime planes that are managed by Anypoint Platform control planes, with
both planes in the same Jurisdiction

e D. They must use a Jurisdiction-local external messaging system such as Active MQ rather than Anypoint MQ

E&R:. C
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Correct Answe 1: They must be deployed to Anypoint Platform runtime planes that are managed by Anypoint Platform control
planes, with both planes in the same Jurisdiction.
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>> As per legal regulations, all data processing to be performed within a certain jurisdiction. Meaning, the data in USA should reside
within USA and should not go out. Same way, the data in EU should reside within EU and should not go out.

>> So, just encrypting the data in transit and at rest does not help to be compliant with the rules. We need to make sure that data
does not go out too.

>> The data that we are talking here is not just about the messages that are published to Anypoint MQ. It includes the apps running,
transaction states, application logs, events, metric info and any other metadata. So, just replacing Anypoint MQ with a locally hosted
ActiveMQ does NOT help.

>> The data that we are talking here is not just about the key/value pairs that are stored in Object Store. It includes the messages
published, apps running, transaction states, application logs, events, metric info and any other metadata. So, just avoiding using
Object Store does NOT help.

>> The only option left and also the right option in the given choices is to deploy application on runtime and control planes that are
both within the jurisdiction.

=8 #36

A large lending company has developed an API to unlock data froma database server and web server. The API has been deployed
to Anypoint Virtual Private Cloud (VPC) on CloudHub 1.0.

The database server and web server are in the customer's secure network and are not accessible through the public internet. The
database server is in the customer's AWS VPC, whereas the web server is in the customer’s on-premises corporate data center.
How can access be enabled for the API to connect with the database server and the web server?

A. Set up VPC peering with the customer’s on-premises corporate data center and a VPN tunnel to AWS VPC
B. Set up VPC peering with AWS VPC and a VPN tunnel to the customer's on-premises corporate data center
C. Set up VPC peering with AWS VPC and the customer’s on-premises corporate data center

D. Setup a transit gateway to the customer's on-premises corporate data center through AWS VPC

Z%: B
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Scenario Overview:

The API resides in Anypoint Virtual Private Cloud (VPC) on CloudHub 1.0, where it requires connectivity to both an AWS-hosted
database server and an on-premises web server.

Both servers are isolated from the public internet: the database server is within the customer's AWS VPC, and the web server is
within the customer's on-premises corporate data center.

Connectivity Requirements:

To connect to the AWS database server fromthe API in Anypoint VPC, VPC peering is ideal. This would allow a private network
connection between the MuleSoft Anypoint VPC and the customer's AWS VPC, enabling secure, direct access to the database.
To connect to the on-premises web server, a VPN tunnel is suitable. This would establish a secure, encrypted connection from the
Anypoint VPC to the customer's corporate data center, allowing secure data flow between the API and the on-premises web
server.

Analysis of Options:

Option A (Correct Answer): Setting up VPC peering with AWS VPC enables private network connectivity with the database
server, while a VPN tunnel to the on-premises data center allows secure access to the web server. This combination meets the
requirenents for secure, controlled access to both resources.

Option B: VPC peering alone would not suffice because it does not support a connection from the Anypoint VPC directly to an on-
premises network. A VPN is necessary for on-premises access.

Option C: Setting up a transit gateway would provide connectivity within AWS but would not enable direct connectivity from
CloudHub to the on-premises network.

Option D: VPC peering with the on-premises network is not possible because VPC peering is typically used to connect two VPCs,



not a VPC with an on-premises network.

Conclusion:

Option A is the correct choice, as it provides a complete solution by using VPC peering for AWS VPC connectivity and a VPN
tunnel for secure on-premises connectivity. This setup aligns with Anypoint Platform best practices for connecting Anypoint VPCs to
both AWS-hosted and on-premises systemns, ensuring secure, controlled access to both the database and web server.

For more detailed reference, MuleSoft documentation on Anypoint VPC peering and VPN connectivity provides additional context
on best practices for setting up these connections within a hybrid network infrastructure.

il RE #37
‘What should be ensured before sharing an API through a public Anypoint Exchange portal?

e A. The API should be functional with at least an initial implementation deployed and accessible for users to interact with

¢ B. The API should be secured using one of the supported authentication/authorization mechanisis to ensure that data is not
compromised

¢ (. The users needing access to the API should be added to the appropriate role in Anypoint Platform

¢ D. The visibility level of the API instances of that API that need to be publicly accessible should be set to public visibility

ZX: D
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Correct Answe 1: The visibility level of the API instances of that API that need to be publicly accessible should be set to public
visibility.

***;EZ***********************************

Reference:

httpsz/docs.mulesoft.com/exchange/to-share-api-asset-to-portal

i RE #38

A new upstream API Is being designed to offer an SLA of 500 ms median and 800 ms maximum (99th percentile) response time.
The corresponding API implementation needs to sequentially invoke 3 downstream APIs of very similar complexity.

The first of these downstream APIs offers the following SLA for its response time: median: 100 ms, 80th percentile: 500 ms, 95th
percentile: 1000 ns.

Ifpossible, how can a timeout be set in the upstream API for the nvocation of the first downstream API to meet the new upstream
API's desired SLA?

¢ A. Do not set a timeout; the Invocation of this API Is mandatory and so we must wait until it responds

¢ B. No timeout is possible to meet the upstream API's desired SLA; a different SLA must be negotiated with the first
downstream API or invoke an alternative API

e C. Set a timeout of 50 ms; this times out more invocations of that API but gives additional room for retries

e D. Set a timeout of 100 ns; that leaves 400 s for the other two downstream APIs to complete

Z%: D
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Correct Answe r: Set a timeout of 100ms; that leaves 400ms for other two downstream APIs to complete
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Key details to take from the given scenario:

>> Upstream API's designed SLA is 500ms (median). Lets ignore maximum SLA response times.

>> This API calls 3 downstream APIs sequentially and all these are of similar complexity.

>> The first downstream API is offering median SLA of 100ms, 80th percentile: 500ms; 95th percentile: 1000ms.

Based on the above details:

>> We can rule out the option which is suggesting to set S0ms timeout. Because, if the median SLA itself being offered is 100ns
then most of the calls are going to timeout and time gets wasted in retried them and eventually gets exhausted with all retries. Even if
some retries gets successful, the remaining time wont leave enough room for 2nd and 3rd downstream APIs to respond within time.
>> The option suggesting to NOT set a timeout as the invocation of this AP is mandatory and so we must wait until it responds is
silly. As not setting time out would go against the good implementation pattern and moreover if the first API is not responding within
its offered median SLA 100ms then most probably it would either respond in 500ms (80th percentile) or 1000ms (95th percentile).
In BOTH cases, getting a successful response from 1st downstream API does NO GOOD because already by this time the
Upstream API SLA of 500 ns is breached. There is no time left to call 2nd and 3rd downstream APIs.

>> 1t is NOT true that no timeout is possible to meet the upstream APIs desired SLA.



As 1st downstream API is offering its median SLA of 100ms, it means MOST of the time we would get the responses within that
time. So, setting a timeout of 100ms would be ideal for MOST calls as it leaves enough room of 400ms for remaining 2 downstream
API calls.

il RE #39
Which two statements are true about the technology architecture of an Anypoint Virtual Private Cloud (VPC)?
Choose 2 answers

A. Round-robin load balancing is used to distribute client requests across different applications
B. Anypoint VPC is responsible for load balancing the applications

C. CIDR blacks are used

D. By default, HTTP requests can be made from the public internet to workers at port 6091
E. Ports 8081 and 8082 are used

ZE: CD
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An Anypoint Virtual Private Cloud (VPC) provides a secure and private networking environment for MuleSoft applications, using
specific architectural elements:

CIDR Blocks:

Anypoint VPCs utilize CIDR blocks to define IP ranges, allowing organizations to control and segment the VPC's IP address space.
Port 6091 for HTTP Requests:

By default, HTTP requests can be made to workers on port 6091 from the public nternet, providing an accessible entry point unless
additional restrictions are applied.

of Correct Answers (B, E):

CIDR blocks enable IP range managemment for VPCs, and port 6091 is the default public entry port, which is part of Anypoint
VPC's default settings.

of Incorrect Options:

Option A (Ports 8081 and 8082) is incorrect; these are not default public ports for Anypoint VPC.

Option C (responsible for load balancing) is incorrect as load balancing requires a separate Dedicated Load Balancer (DLB).
Option D (round-robin load balancing) applies to DLBs, not directly to VPCs.

Reference

For more on VPC setup and networking, refer to MuleSoft documentation on VPC configurations and default port settings.
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