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candidate's ability to work with Kubernetes in a professional setting and shows that they have the skills and knowledge required to
deploy and manage applications on Kubernetes clusters. The CKAD certification is a great way for developers to showcase their
skills and advance their careers in the fast-growing field of Kubernetes development.
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Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q160-Q165):

NEW QUESTION # 160
Exhibit:

LINUX

Set configuratiomtontext

use-copkext " k8s

Task

Create a new deployment for running nginx with the following parameters;

* Run the deployment in the kdpd00201 namespace. The namespace has already been created

* Name the deployment frontend and configure with 4 replicas

* Configure the pod with a container image of cencfnginx:1.13.7

* Set an environment variable of NGINX  PORT=8080 and also expose that port for the container above

e A. Solution:

BEReadme > Web Terminal I THELEINUX FOUNDATION

t api --imageslfccic§/Minx:1.13.7-alpine —-replicas=4|8

inx_depie T ST yinl

L
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B Readme  >_ Web Terminal CITHELINUX FOUNDATION

appa/wl
Deployment

api
api
kdpd00201

lfcencf/ngisell.13. T-alpine
ngine

"nginx_deployment.yml™ 25L, 421C

C1ITHELINUX FOUNDATION

lfcencf/nginx
g LN

BB Readme > Web Terminal

student@nede-1:~5 kubectl create depleyment api --i

n kdp 01 dry=-run=client =-o yaml nginx_deployment.
student@nc :~% vim nginx deployment.yml
student@node-1:~% kubectl czeate aginx deployment.yml
Error: muat specify one of -f and -k

error: unknown command "nginx deployment.yml®™
Bee '"kubectl create ~h' for help and examples
a=1:~5 kubsctl create -f ngins deploymsfic . fml
valida g "nginx_deployment.yml” #"@8ror validating data: ValidationError (Deploymen
ate.apec) : unknown field "env™ 1WLL¢ ."’1"""E' see . vl ., Pods
@ these errors, turn validation off with Talfgate=falase
student@node-1:~% vim nginx deployment.yml
student@node-1:~5 kubectl create - ity deployment . yml
deployment .apps/apl created
studentnode=-1:~5 kubectl get podagnikdpdil
HAME READY STHTES RE3STARTS
L 171 0
1/1 ;| i}
0

0




e B. Solution:

B8Readme  >_ Web Terminal CITHELINUX FOUNDATION

student@node-1:~5 kubectl create deployment api --imagesgfccfic§/Minx:1.13.7-alpine —-replicas=4|RN
n kdpd00201 dry-run=client -o yaml > nginx_depUs oS vinl
student@node-1:~$ vim nginx_deployment.yml l

B Readme  >_ Web Terminal CITHELINUX FOUNDATION

appa/wl
Deployment

api
api
kdpd00201

lfcencf/ngisell.13. T-alpine
ngine

"nginx_deployment.yml™ 25L, 421C

BAReadme >_ Web Terminal

appa/vl
Deployment

kdpd00201

lfcencf/nginx:1 ®lpine

nginx

e IN’K_PD;




B@Readme  >_ Web Terminal CITHELINUX FOUNDATION

maith:1.13. T-alpine ——replicas=4[N

Answer: B

NEW QUESTION # 161
Refer to Exhibit.

Set configuration context;

]
= . \.\.. r
._" | -
i |.:.-.. Z’-\t\
M ¥ ;— | - .
KubectImtonovig
use-context ISBs
A ' N - S A
Set Configuration Context:

[student@node-1] $ | kubectl

Config use-context k8s

Context

A contamner within the poller pod is hard-coded to connect the nginxsvc service on port 90 . As this port changes to 5050 an
additional container needs to be added to the poller pod which adapts the container to connect to this new port. This should be
realized as an ambassador container within the pod.

Task

* Update the nginxsvc service to serve on port 5050.

* Add an HAproxy container named haproxy bound to port 90 to the poller pod and deploy the enhanced pod. Use the image
haproxy and inject the configuration located at /opt/KDMC00101/haproxy.cfg, with a ConfigMap named haproxy-config, mounted
mto the container so that haproxy.cfg is available at /ust/local/etc/haproxy/haproxy.cfg. Ensure that you update the args of the poller
container to connect to localhost instead of nginxsve so that the connection is correctly proxied to the new service endpoint. You
must not modify the port of the endpomnt in poller's args . The spec file used to create the mitial poller pod is available in
/opt/KDMC00101/poller.yaml

Answer:

Explanation:

Solution:

To update the nginxsve service to serve on port 5050, you will need to edit the service's definition yaml file. You can use the kubectl
edit command to edit the service in place.



kubectl edit svc nginxsve

This will open the service definition yam file in your default editor. Change the targetPort of the service to 5050 and save the file.
To add an HAproxy container named haproxy bound to port 90 to the poller pod, you will need to edit the pod's definition yam file
located at /opt/KDMCO00101/poller.yaml.

You can add a new container to the pod's definition yam file, with the following configuration:

containers:

- name: haproxy

image: haproxy

ports:

- containerPort: 90

volumeMounts:

- name: haproxy-config

mountPath: /ust/local/etc/haproxy/haproxy.cfg

subPath: haproxy.cfg

args: ["haproxy", "-f", "/ust/local/etc/haproxy/haproxy.cfg"]

This will add the HAproxy container to the pod and configure it to listen on port 90. It will also mount the ConfigMap haproxy-
config to the container, so that haproxy.cfg is available at /usr/local/etc/haproxy/haproxy.cfg,

To mject the configuration located at /opt/KDMC00101/haproxy.cfg to the container, you will need to create a ConfigMap using the
following command:

kubectl create configmap haproxy-config --from-file=/opt/KDMC00101/haproxy.cfg You will also need to update the args of the
poller container so that it connects to localhost instead of nginxsve. You can do this by editing the pod's definition yam file and
changing the args field to args: ["poller","--host=localhost"].

Once you have made these changes, you can deploy the updated pod to the cluster by running the following command:

kubectl apply -f/opt/KDMCO00101/poller.yaml

This will deploy the enhanced pod with the HAproxy container to the cluster. The HAproxy container will listen on port 90 and
proxy connections to the nginxsve service on port 5050. The poller container will connect to localhost instead of nginxsve, so that
the connection is correctly proxied to the new service endpoint.

Please note that, this is a basic example and you may need to tweak the haproxy.cfg file and the args based on your use case.

NEW QUESTION # 162

You are building a microservices application with two services, 'user-service' and 'order-service'. Both services have dedicated
Dockerfiles for building their container images. You want to optimize the image build process by mmnimizing the size of the final
images. You also want to ensure that the image build process is reproducible and reliable. How can you achieve these goals using
Dockerfile best practices and multi-stage builds?

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Use Multi-Stage Builds:

- Define two stages in your Dockerfile: a 'build' stage for compiling dependencies and a 'runtime stage for running the final
application.

- Copy only the essential files and dependencies from the 'builds stage to the 'runtime' stage.

dockerfile

FROM golang1.18 as build

WORKDIR /app

COPY ..

RUN go mod download

RUN go build -0 user-service .

FROM alpine:latest as runtime

COPY --fromrbuild lapp/user-service fuser-service

CMD ["/user-service'|

2. Minimize Image Size:

- Use a minimal base image: 'alpine:latest’ is a lightweight Linux distribution.

- Remove unnecessary files: Use SRIJN apt-get clean' to remove package cache.

- Leverage Docker layers: Separate build steps to mmimize the number of layers recreated during subsequent builds.
- Use 'COPY instead of 'ADDS: 'COPY’ avoids unpacking archives, making the image smaller.

- Install only required dependencies: use package managers to install only the necessary libraries and tools.



3. Reproducibility and Reliability:

- Define a clear build context: use a ' .dockerignore' file to exclude unnecessary files from the build context.

- Leverage Docker caching: Arrange Dockerfile instructions to maximize the use of cacned layers.

- Use 'go mod vendor to vendor dependencies for improved build reproducibility.

- Use a consistent environment for building images: I-Jse a Dockerfile builder image that is compatible with the development
environment.

4. Tmplement for Both Services:

- Apply the same best practices to the 'order-service' Dockerfile.

- Create a separate Dockerfile for each service and use consistent naming conventions (e.g.

'Dockerfile.user-service', 'Dockerfile-order-service').

5. Test and Validate.

- Build and push the images to a registry-

- Run the services in a Kubernetes cluster and verify their functionality.

- Measure image sizes to confirm that tne optimization efforts nave been successful.

By implementing these steps, you can create smaller, more reproducible, and reliable Docker images for your microservices, leading
to faster build times and more efficient deployments.,

NEW QUESTION # 163
You have a Deployment running a microservice that is responsible for processing user data To ensure the security of this data, you
need to mplement a NetworkPolicy that restricts network traffic to and from the microservice's pods.

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a NetworkPOlicy:

- Create a NetworkPolicy YAML file to define the traffic rules:

spiversion: networking.k8s.iofvi
kind: MetworkPolicy
metadata:
name: restrict-microservice-traffic
namespace: my-microservice-namespace
spec:
podselector:

t:mucx_!ﬂ'i:e

ngress:
- from:
- podSelector:
matchlabels:
app:my-database & Allow traffic from database pods

cidr: 19.96.9.8/12 # Allow traffic to specific IP range

2. Apply the NetworkPolicy: - Apply tne NetworkPoliCY configuration to your Kubernetes cluster: basn kubectl apply -frestrict-
microservice-traffic_yaml 3. Test the NetworkPolicy: - Create a pod in a different namespace or on a different node. - Attempt to
connect to the microservice pod from the new pod. - Verity that the connection is blocked as per the defined NetworkPolicy rules.

NEW QUESTION # 164

You must switch |
cluster/configuration context. Failugefo'do so

may result in a zero score;

Jura kubectl conflg use-c
ontext (SkHs

Task:



1) First update the Deployment cka00017-deployment in the ckad00017 namespace:

Role userUl

2) Next, Create a NodePort Service named cherry in the ckad00017 nmespace exposing the ckad00017-deployment Deployment
on TCP port 8888 See the solution below.

Answer:

Explanation:

Explanation

Solution:

Text Description automatically generated

Fle Eogit View lerminal Tabs Help

t

apps/vl
Deploymen
metadata
annotations
deployment . kubernetes.io/revision
creationTimestamp
generation
labels
app: nginx
3 kadogo1l7
pace 3
resourcevVersion
uid: 1lcd676
spec
progressDeadlineSeconds
replicas
onHistorylLimit
selector
matchLabels
app: nginx
strategy
rollingUpdate
maxSurge: 2
maxUn

template

Fle Edit

View lerminal Tabs Help

nam SPac
resource
uid: lcdé
spec
progressDeadlineSeconds
replicas
revisionHistoryLimit
selector
matchLabels
app: nginx
strategy
rollingUpdate
maxSurge: 25%
maxUnavailable
type: Rollinglpdate
template
metadata
creationTimes tamp
labels
app: nginx

role: u <vlfl

cnec

itainers

containerPort
protocol CcP
resources: ()

-- INSERT --
Text Description automatically generated
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NEW QUESTION # 165
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