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EE#79
In a dual MHO environment, MHO1 and MHO?2 are connected to the SGM line cards in which way?

A. MHO 1 is connected to the even-numbered ports, while MHO?2 is connected to odd-numbered ports.
B. MHO 1 is connected to the odd-numbered ports, while MHO?2 is connected to even-numbered ports.
C. MHO1 and MHO?2 are connected to the SGMs using the Sync cable.

D. MHO1 and MHO?2 are connected to the line cards in any order administrators see fit.

HE: A

Y.

The correct way to connect MHO1 and MHO2 to the SGM line cards in a dual MHO environment is to use the even-numbered
ports for MHO1 and the odd-numbered ports for MHO2. This is to ensure that each SGM has two downlinks to each MHO, and
that the downlinks are balanced across the different NICs and links.

This provides redundancy and high availability for the traffic flow between the SGMs and the MHOs.

References

*R81.20 Maestro Cheat Sheet version 7 - Check Point CheckMates, page 2

*Maestro Expert (CCME) Course - Check Point Software, page 18

*Maestro Technical Training, Module 2: Maestro Security Groups and the Single Management Object, slide 16

EE #80
Where should the sx_api ports_dump.py command be run?

A. SMO Appliance

B. Orchestrator

C. Security Group

D. Management server

He:. B

MH.

The sx_api_ports dump.py command is used to display port mapping and traffic distribution details for Security Groups and
Orchestrator ports. This command must be run on the Maestro Hyperscale Orchestrator (MHO), as 1t is the device responsible for
managing communication and configuration of Security Groups and Security Group Members (SGMs). It does not function on the
Management server, Security Group, or SMO Appliance, as these components do not have the same role or access to
Orchestrator-specific port data.

Exact Extract:

"The sx_api ports_dump.py command should be run on the Orchestrator, which is the device that manages the commumication and
the configuration of the Security Groups and the SGMs. The command shows the port mapping and the traffic distribution for each
Security Group, as well as the backplane bonds and the Orchestrator ports. The command does not work on the Management
server, the Security Group, or the SMO Appliance, as they do not have the same role and functionality as the Orchestrator."
-Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-20

-Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-8
Explanation of Options:

* A. Management server: Incorrect, as the Management server does not manage Orchestrator port configurations or traffic
distribution.

* B. Security Group: Incorrect, as Security Groups (SGMs) do not have direct access to Orchestrator port data.

* C. Orchestrator: Correct, as the Orchestrator is the device where this command is executed to retrieve port and traffic distribution
information.

* D. SMO Appliance: Incorrect, as the Single Management Object (SMO) Appliance does not handle Orchestrator-specific port
management.

References:

Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-20 Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic
Distribution, page 2-8



EAE #81
What is the Correction Layer mechanism?

A. Ensures asymmetric traffic is handled properly, especially in the case of NAT or VPNGs.

B. The load-balancing mechanism used by the MHO.

C. The MHO's distribution algorithm which determines the handling SGM for a given connection.

D. Enforces the access policy on the SGMs and synchronizes the enforcement verdict to other SGMs in the SG.

HE: A

Y.

The Correction Layer mechanismis a Maestro component that ensures that packets from the same connection are handled by the
same Security Group Module (SGM) in a multi-appliance system This is especially important when NAT or VPN are involved, as
packets sent from the client to the server can be distributed to a different SGM than packets from the same session sent from the
server to the client. The Correction Layer must then forward the packet to the correct SGM.

References:

*NAT and the Correction Layer on a VSX Gateway - Check Point Softwarel

*Solved: Maestro queries - Check Point CheckMates

AE #82
‘Which command do you use to find bottlenecks in the system that are affecting performance, even functionality in some cases?

A. asg diag verify
B. asgstat -v

C. asg monitor
D. asgperf-v

¥e: D

MH.

The asg perf-v command is used to find bottlenecks in the system that are affecting performance, even functionality in some cases.
The asg perf-v command displays the performance statistics of the Security Group Modules (SGMs) in the Security Group, such as
throughput, packet rate, CPU utilization, memory usage, and more. The asg perf-v command also shows the distribution mode and
the correction rate of each SGM, which can indicate potential issues with asymmetric routing or load balancing, The asg perf-v
command can help identify which SGMs are overloaded, underutilized, or misconfigured, and provide insights for troubleshooting
and optimization.

References =

*Check Point Maestro R81.X Administration Guide, page 67, section "asg perf" 1

*Check Point Maestro R81.X Getting Started Guide, page 29, section "asg perf" 2

*Check Point Maestro Under the Hood presentation by Lari Luom, slide 26

1: https//www.manualslib.com/manual/203 166 1/Check-Point-Maestro-R80-20sp.html 2: httpsz//scl.
checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81 Maestro GettingStarted/html_frameset.htm

2: https://community.checkpoint.conyfyrhh2383 5/attachments/fyrhh2383 5/maestro/1191/1/Check%20Mates%
20Maestro%20under?620the%620ho0d%6202022. pptx

EE2#83
For the MHO- 175, which ports are Management ports?

A. Ports 27 - 47 are Management ports.
B. Ports 49 - 55 are Management ports.
C. Ports 5 - 26 are Management ports.
D. Ports 1 - 4 are Management ports.

He:. D

Y.

According to the Port Mapping for the Check Point Maestro HyperScale Orchestrator MHO-175 document!, ports 1 - 4 are
Management ports that are used to connect the MHO to the customer's management infrastructure, such as SmartConsole or
SmartDomain Manager. Ports 5 - 26 are Uplink ports that are used to connect the MHO to the customer's network infrastructure,



such as switches, routers, or firewalls. Ports 27 -

47 are Downlink ports that are used to connect the MHO to the Security Group Modules (SGMs) in the Security Group. Ports 49 -
55 are Backplane ports that are used to connect the MHO to another MHO in a Dual Orchestrator environment.

References:

*Maestro Expert (CCME) Course - Check Point Software, page 42

*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge, course outline3

*Port Mapping for the Check Point Maestro HyperScale Orchestrator MHO-1751
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