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ECCouncil Certified Cybersecurity Technician Sample Questions (Q42-Q47):
NEW QUESTION # 42 
A software company has implemented a wireless technology to track the employees' attendance by recording their in and out
timings. Each employee in the company will have an entry card that is embedded with a tag. Whenever an employee enters the office
premises, he/she is required to swipe the card at the entrance. The wireless technology uses radio-frequency electromagnetic waves
to transfer data for automatic identification and for tracking tags attached to objects.
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Which of the following technologies has the software company implemented in the above scenario?

A. Bluetooth
B. RFID
C. WiMAX
D. Wi-Fi

Answer: B

Explanation:
RFID (Radio Frequency Identification) is the wireless technology that the software company has implemented in the above scenario.
RFID uses radio-frequency electromagnetic waves to transfer data for automatic identification and for tracking tags attached to
objects1112. WiMAX (Worldwide Interoperability for Microwave Access) is a wireless technology that provides high-speed
broadband access over long distances13. Bluetooth is a wireless technology that enables short-range data communication between
devices, such as phones, laptops, printers, etc.14. Wi-Fi (Wireless Fidelity) is a wireless technology that allows devices to connect
to a local area network or the internet using radio waves

NEW QUESTION # 43 
Charlie, a security professional in an organization, noticed unauthorized access and eavesdropping on the WLAN. To thwart such
attempts, Charlie employed an encryption mechanism that used the RC4 algorithm to encrypt information in the data link layer.
Identify the type of wireless encryption employed by Charlie in the above scenario.

A. WEP
B. TKIP
C. CCMP
D. AES

Answer: A

Explanation:
WEP is the type of wireless encryption employed by Charlie in the above scenario. Wireless encryption is a technique that involves
encoding or scrambling the data transmitted over a wireless network to prevent unauthorized access or interception. Wireless
encryption can use various algorithms or protocols to encrypt and decrypt the data, such as WEP, WPA, WPA2, etc. WEP (Wired
Equivalent Privacy) is a type of wireless encryption that uses the RC4 algorithm to encrypt information in the data link layer . WEP
can be used to provide basic security and privacy for wireless networks, but it can also be easily cracked or compromised by
various attacks . In the scenario, Charlie, a security professional in an organization, noticed unauthorized access and eavesdropping
on the WLAN (Wireless Local Area Network). To thwart such attempts, Charlie employed an encryption mechanism that used the
RC4 algorithm to encrypt information in the data link layer. This means that he employed WEP for this purpose. TKIP (Temporal
Key Integrity Protocol) is a type of wireless encryption that uses the RC4 algorithm to encrypt information in the data link layer with
dynamic keys . TKIP can be used to provide enhanced security and compatibility for wireless networks, but it can also be
vulnerable to certain attacks . AES (Advanced Encryption Standard) is a type of wireless encryption that uses the Rijndael algorithm
to encrypt information in the data link layer with fixed keys . AES can be used to provide strong security and performance for
wireless networks, but it can also require more processing power and resources . CCMP (Counter Mode with Cipher Block
Chaining Message Authentication Code Protocol) is a type of wireless encryption that uses the AES algorithm to encrypt information
in the data link layer with dynamic keys . CCMP can be used to provide robust security and reliability for wireless networks, but it
can also require more processing power and resources

NEW QUESTION # 44 
Andre, a security professional, was tasked with segregating the employees' names, phone numbers, and credit card numbers before
sharing the database with clients. For this purpose, he implemented a deidentification technique that can replace the critical
information in database fields with special characters such as asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario?

A. Hashing
B. Masking
C. Bucketing
D. Tokenization

Answer: B



Explanation:
Masking is the technique that Andre employed in the above scenario. Masking is a deidentification technique that can replace the
critical information in database fields with special characters such as asterisks (*) and hashes (#). Masking can help protect sensitive
data from unauthorized access or disclosure, while preserving the format and structure of the original data . Tokenization is a
deidentification technique that can replace the critical information in database fields with random tokens that have no meaning or
relation to the original data. Hashing is a deidentification technique that can transform the critical information in database fields into
fixed-length strings using a mathematical function. Bucketing is a deidentification technique that can group the critical information in
database fields into ranges or categories based on certain criteria.

NEW QUESTION # 45 
Karter, a security professional, deployed a honeypot on the organization's network for luring attackers who attempt to breach the
network. For this purpose, he configured a type of honeypot that simulates a real OS as well as applications and services of a target
network. Furthermore, the honeypot deployed by Karter only responds to preconfigured commands.
Identify the type of Honeypot deployed by Karter in the above scenario.

A. High-interaction honeypot
B. Pure honeypot
C. Low-interaction honeypot
D. Medium-interaction honeypot

Answer: C

NEW QUESTION # 46 
Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic investigation report template. She
filled different sections of the report covering all the details of the crime along with the daily progress of the investigation process.
In which of the following sections of the forensic investigation report did Arabella record the "nature of the claim and information
provided to the officers"?

A. Evaluation and analysis process
B. Investigation objectives
C. Evidence information
D. Investigation process

Answer: C

NEW QUESTION # 47
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