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HMA #37
You jus! deployed and regjstered an NPA publisher for your first private application and need to provide access to this application
for the Human Resources (HR) users group only. How would you accomplish this task?

e A. 1. Enable private app steering in the Steering Configuration assigned to the HR group.
2. Create a new Private App.
3. Create a new Real-time Protection policy as follows;
Source = HR user group Destination = Private App Action= Allow
¢ B. 1. Enable private app steering in Tenant Steering Configuration.
2. Create a new private app and assign it to the HR user group.
e C. 1. Create a new private app and assign it to the HR user group.
2. Create a new Real-time Protection policy as follows:
Source = HR user group Destination = Private App Action = Allow.
e D. 1. Enable private app steering in the Steering Configuration assigned to the HR group.
2. Create a new private app and assign it to the HR user group
3. Create a new Real-time Protection policy as follows:
Source = HR user group Destination = Private App Action = Allow

Ef: A

B #38

Users at your company's branch office in San Francisco report that their clients are connecting, but websites and SaaS applications
are slow When troubleshooting, you notice that the users are connected to a Netskope data plane in New York where your
company's headquarters is located.

What is a valid reason for this behavior?

A. The closest Netskope data plane to San Francisco is unavailable.
B. The Netskope Client's default DNS over HTTPS call is failing,
C. The Netskope Client's on-premises detection check failed.

D. The Netskope Client's DNS call to Secure Forwarder is failing

EE: A
R

The reported issue of slow website and SaaS application access for users in the San Francisco branch office, despite being
connected to a Netskope data plane in New York, can be attributed to the geographical distance between the user location and the
data plane. The Netskope Security Cloud operates through a distributed network of data planes strategically placed in various
regions. When users connect to a data plane that is geographically distant, it can result in latency due to longer network traversal
times. In this case, the closest Netskope data plane to San Francisco might be unavailable or experiencing high load, leading to
performance issues. To address this, consider optimizing data plane selection based on proximity to the user location or investigating
any data plane availability or performance issues.

Reference:

Netskope Cloud Security

Netskope Resources

Netskope Documentation

HR #39

A company has deployed Explicit Proxy over Tunnel (EPoT) for their VDI users They have configured Forward Proxy
authentication using Okta Universal Directory They have also configured a number of Real- time Protection policies that block
access to different Web categories for different AD groups so. for example, marketing users are blocked from accessing gambling


https://www.passtest.jp/NSK300-mondaishuu.html

sites. During User Acceptance Testing, they see inconsistent results where sometimes marketing users are able to access gambling
sites and sometimes they are blocked as expected They are seeing this inconsistency based on who logs into the VDI server first.
What is causing this behavior?

A. Forward Proxy is configured to use the Cookie Surrogate

B. Forward Proxy is not configured to use the [P Surrogate

C. Forward Proxy is not configured to use the Cookie Surrogate
D. Forward Proxy authentication is configured but not enabled.

Ef#: C

TR

* The inconsistent results observed during User Acceptance Testing (where marketing users sometimes access ganmbling sites and
sometimes are blocked) are likely due to the configuration of the Forward Proxy.

* Cookie Surrogate: The Cookie Surrogate is a mechanismused in Forward Proxy deployments to maintain user context across
multiple requests. It ensures that user-specific policies are consistently applied even when multiple users share the same IP address
(common in VDI environiments).

* Issue: If the Forward Proxy is not configured to use the Cookie Surrogate, it may lead to inconsistent behavior. When different
users log into the VDI server, their requests may not be associated with their specific user context, resulting in varying policy
enforcement.

* Solution: Ensure that the Forward Proxy is properly configured to use the Cookie Surrogate, allowing consistent policy
enforcement based on individual user identities. References:

* Netskope Security Cloud Operation & Admmnistration (NSCO&A) - Classroom Training

* Netskope Security Cloud Introductory Online Technical Training

* Netskope Architectural Advantage Features

HH #40
What are three valid Instance Types for supported SaaS applications when using Netskope's API-enabled Protection? (Choose
three.)

A. Forensic

B. DLP Scan

C. API Data Protection
D. Quarantine

E. Behavior Analytics

Ef#E: A.C. D

B #4
Review the exhibit.
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A user has atrfémn-i&ted to upload a file to Microsoft OneDrive that contains source code with Pll and PCI data.
Referring to the exhibit, which staterment Is correct?

A. The user will be alerted and a single incident will be generated referencing the DLP-PII profile.

B. The user will be blocked and a single Incident will be generated referencing the DLP-PCI profile.

C. The user will be blocked and a separate incident will be generated for each of the matching DLP profiles.
D. The user will be blocked and a single Incident will be generated referencing all of the matching DLP profiles

Ef#: D

B #42
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