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Cisco Designing Cisco Security Infrastructure Sample Questions (Q14-Q19):

NEW QUESTION # 14
Which two approaches support secure communication in containerized microservices architectures? (Choose two.)

A. Static NAT entries

B. Shared service account credentials

C. Service Mesh with policy enforcement
D. Mutual TLS between services

Answer: C,D

Explanation:
Mutual TLS (mTLS) provides encrypted communication and mutual authentication between services. A service mesh enforces
centralized security policies and automates secure communication across microservices.


https://www.prep4sures.top/300-745-exam-dumps-torrent.html
https://www.pass4test.com/300-745-exam-questions.html
https://www.prepawayete.com/Cisco/300-745-practice-exam-dumps.html
https://www.validtorrent.com/300-745-valid-exam-torrent.html

NEW QUESTION # 15

Refer to the exhibit. A retail company recently deployed a file inspection feature using secure endpoint. The file inspection must
detect and prevent the execution of malicious files on machines. During testing, logs showed that certain malicious files are still being
executed despite the presence of the security measure. To understand why the threats are not being blocked, 1t is essential to
nvestigate the configuration of secure endpoint policies. Which configuration is allowing the files to execute?

A. Policy must block the network connections.
B. Files are not malicious.

C. Policy rule is in audit mode.

D. Policy rule is disabled.

Answer: C

Explanation:

The exhibit shows that the malicious file was detected but not quarantined with the note "In audit only mode." This indicates that the
secure endpoint policy was set to audit mode, which only logs detections instead of blocking execution. To prevent malicious files
from running, the policy must be switched from audit mode to enforcement (block) mode.

NEW QUESTION # 16

A furmniture company recently discovered that the endpoint detection and response configuration flagged several malicious files on
company-managed laptops. The company must enhance security to prevent known malicious files from being delivered to the
network and endpoints. The new solution must enhance the company's ability to inspect and filter mcoming traffic eftectively.
Which security product must be used to accomplish this goal?

A. next-generation firewall
B. eBPF

C. traditional firewall

D. host-based firewall

Answer: A

Explanation:

A next-generation firewall (NGFW) inspects and filters incoming traffic with deep packet inspection, intrusion prevention, and
advanced malware filtering, This prevents known malicious files from reaching the network and endpoints, complementing the
company's EDR solution.

NEW QUESTION # 17

A bank experienced challenges with compromised endpoints gaining access to the internal network. To enhance security, the bank
wants to ensure that all endpoints are scanned for compliance check before being allowed to access the network. Which action
achieves the level of security and control?

A. Set up data loss prevention policy.

B. Configure TrustSec using Cisco ISE.

C. Implement Posture validation using Cisco ISE.
D. Use MFA using Cisco DUO.

Answer: C

Explanation:

Posture validation with Cisco ISE checks endpoint compliance (such as antivirus status, patches, and security configurations) before
granting network access. This ensures compromised or non- compliant endpoints are denied access, directly addressing the bank's
security concern.

NEW QUESTION # 18
Which tool is used to collect, analyze, and visualize logs from network devices, endpoints, and other sources in an enterprise?



A. Cloud Observability

B. Cisco Web Security Appliance
C. Cisco Email Security Appliance
D. Splunk

Answer: D

Explanation:
Splunk is a STEM and log management tool used to collect, analyze, and visualize logs from diverse sources such as network
devices, endpoints, and applications. It provides centralized visibility for security monitoring and incident response.

NEW QUESTION # 19
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