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NEW QUESTION # 44
Which of the following is the main reason for setting up password expiry policies?
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A. To avoid using the same passwords repeatedly
B. To mitigate the use of exposed passwords

C. To force usage of passwordless authentication
D. To increase password strength and complexity

Answer: B

Explanation:
Password expiry policies ensure that even if a password has been compromised, its period of validity is limited, reducing the risk of
long-term unauthorized access.

NEW QUESTION # 45
Which of the following cryptographic fnctions ensures a hard drive is encrypted when not in use?

A. GPG

B. LUKS

C. OpenSSL

D. PKI certificates

Answer: B

Explanation:
LUKS (Linux Unified Key Setup) provides full-disk encryption, ensuring that the data on a hard drive is protected and unreadable
when the system is powered off or the drive is not in use.

NEW QUESTION # 46
An admmnistrator needs to verify the user ID, home directory, and assigned shell for the user named "accounting." Which of the
following commands should the administrator use to retrieve this information?

A. getent passwd accounting
B. id accounting

C. grep accounting /etc/shadow
D. who accounting

Answer: A

Explanation:
The getent passwd accounting command retrieves the user's entry from the system's password database, showing fields such as
username, UID, GID, home directory, and assigned shell.

NEW QUESTION # 47
A systems administrator is deploying a web server using the following code:

Naffe "Web~Serverl
dederTpfYoh JPel rdle ®ontain Nodes, which aatr as a web server"”
run_List "Recipe[ntp}"
default attributes "ntp" => |
'ntpdate'=> |
'disable' => tiue

‘Which of the following technologies is the admmistrator using to create this web server?

A. Ansble
B. Puppet

C. Terraform
D. Chef



Answer: D

Explanation:
The code uses Chef's Ruby DSL for defining a role with name, description, run_list, and default_attributes, which are constructs
specific to Chef.

NEW QUESTION # 48
A Linux admnistrator needs to analyze a compromised disk for traces of malware. To complete the analysis, the administrator wants
to make an exact, block-level copy of the disk. Which of the following commands accomplishes this task?

A. dd if=/dev/sdc of=/tmp/image bs=8192
B. tar cvzf /tmp/image /dev/sdc

C. cpio -i/dev/sdc -ov /tmp/image

D. cp -1p /dev/sde/* tmp/image

Answer: A

Explanation:
The dd command performs a low-level, block-by-block copy of a device. Using if=/dev/sdc (input file) and of=/tmp/image (output
file) with a block size (bs) ensures an exact replica of the disk, suitable for forensic analysis.

NEW QUESTION # 49
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