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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q55-Q60):

NEW QUESTION # 55
Intellectual property right are PRIMARILY concerned with which of the following?

A. Right of the owner to enjoy their creation
B. Right of'the to control delivery method
C. Owner's ability to realize financial gain
D. Owner's ability to maintain copyright

Answer: A
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NEW QUESTION # 56

Refer to the information below to answer the question.

Desktop computers in an organization were sanitized for re-use in an equivalent security environment. The data was destroyed in
accordance with organizational policy and all marking and other external indications of the sensitivity of the data that was formerly
stored on the magnetic drives were removed.

After magnetic drives were degaussed twice according to the product manufacturer’s directions, what is the MOST LIKELY
security issue with degaussing?

A. Inadequate record keeping when sanitizing mediA.

B. Degausser products may not be properly maintained and operated.

C. Commercial products often have serious weaknesses of the magnetic force available in the degausser product.
D. The inability to turn the drive around in the chamber for the second pass due to human error.

Answer: B

Explanation:

The most likely security issue with degaussing is that the degausser products may not be properly maintained and operated.
Degaussing is a method of sanitizing magnetic media, such as hard disk drives, by applying a strong magnetic field that erases the
data stored on the media. Degaussing can be effective in destroying the data, but it requires that the degausser products are
calibrated, tested, and used according to the manufacturer's specifications and instructions. If the degausser products are not
properly maintained and operated, they may not generate a sufficient magnetic force to erase the data completely, or they may
damage the media or the device. Commercial products often have serious weaknesses of the magnetic force available in the
degausser product, the inability to turn the drive around in the chamber for the second pass due to human error, and nadequate
record keeping when sanitizing media are not the most likely security issues with degaussing, as they are related to the quality, the
technique, or the documentation of the degaussing process, not the maintenance or the operation of the degausser products.
References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7, Security Operations, page 888. Official (ISC)2 CISSP
CBK Reference, Fifth Edition, Chapter 7, Security Operations, page 904.

NEW QUESTION # 57
What is used to bind a document to its creation at a particular time?

A. Network Time Protocol (NTP)
B. Digital Signature

C. Certification Authority (CA)

D. Digital Timestamp

Answer: D

Explanation:

While a digital signature binds a document to the possessor of a particular key, a digital timestamp binds a document to its creation
at a particular time.

Trusted timestamping is the process of securely keeping track of the creation and modification time of a document. Security here
means that no one - not even the owner of the docurment -

should be able to change it once it has been recorded provided that the timestamper’s integrity is
never compromised.

The administrative aspect involves setting up a publicly available, trusted timestamp management
infrastructure to collect, process and renew timestamps or to make use of a commercially

available time stamping service.

A modern exanple of using a Digital Timestamp is the case of an industrial research organization
that may later need to prove, for patent purposes, that they made a particular discovery on a
particular date; since magnetic media can be altered easily, this may be a nontrivial issue. One
possible solution is for a researcher to compute and record in a hardcopy laboratory notebook a
cryptographic hash of the relevant data file. In the future, should there be a need to prove the
version of this file retrieved froma backup tape has not been altered, the hash fimction could be
recomputed and compared with the hash value recorded in that paper notebook.

According to the RFC 3161 standard, a trusted timestamp is a timestamp issued by a trusted third
party (TTP) acting as a Time Stamping Authority (TSA). It is used to prove the existence of certain
data before a certain point (e.g. contracts, research data, medical records,...) without the
possibility that the owner can backdate the timestamps. Multiple TSAs can be used to increase
reliability and reduce vulnerability.



The newer ANSI ASC X9.95 Standard for trusted timestamps augments the RFC 3161 standard
with data-level security requirements to ensure data integrity against a reliable time source that is
provable to any third party. This standard has been applied to authenticating digitally signed data
for regulatory conpliance, financial transactions, and legal evidence.

Digital TimeStamp

The following are incorrect answers:

Network Time Protocol (NTP) is used to achieve high accuracy time synchronization for computers
across a network.

A Certification Authority (CA) is the entity responsible for the issuance of digital certificates.

A Digital Signature provides integrity and authentication but does not bind a document to a specific
time it was created.

Reference used for this question:

httpz//en.mwikipedia.org/wiki/File:Trusted _timestamping. gif

and

httpz//en.wikipedia.org/wiki/'Trusted _timestamping

NEW QUESTION # 58

A host that was disconnected from the network for three months is being returned to the sen/ice on the corporate network. The host
is unable to commumicate on the network after it is reconnected When troubleshooting the hose in the sandbox network does not
have any issues commumnicating on that network, Which of the following is MOST likely cause for this

A. Host is not up to date for the Network Access Control (NAC) policy

B. Bad port on the switch where the device was plugged into

C. Duplicate Internet Protocol (IP) from Dynamic Host Configuration Protocol (DHCP) server
D. Malfunctioning Network Interface card (NIC)

Answer: A

NEW QUESTION # 59
The use of proximity card to gain access to a building is an example of what type of security control?

A. Legal

B. Logical

C. Physical
D. Procedural

Answer: C

NEW QUESTION # 60
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