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Microsoft Security Operations Analyst Sample Questions (Q145-Q150):

NEW QUESTION # 145

You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is
generated in swsl.

Youneed to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following
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requirements:

* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

e Microso

Configure the connector to use: = A managed.iddntity ¥
A managed idenlily
w\ Semiicepnincipal
An Azure AD user account

Role to assign/@ th&dledentials: | Microsoft Sentinel Responder ]
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Reader

Microsoft Sentinel Responder

Answer:

Explanation:

Answer Area
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| A managed idenuty
W\ Semic@ princigal —
An Azure AD user account

Role to assignte, thégredentials:  Microsoft Sentinel Responder -
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Reader
Microsoft Sentinel Responder
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Explanation:

Answer Area

Configure the connector to.use: ) A’ managed identity hd

Role to assign t@thecrédentials: | Microsoft "M‘@FGS’Oft -

NEW QUESTION # 146

You have a Microsoft Sentinel workspace named Workspaces

You configure Workspacel to ¢

ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

Youneed to query the ASIM DNS schema to list all the DNS events fiom the last 24 hours that have a response code of
'NXDOMAIN' and were aggregated by the source IP address in 15-minute intervals. The solution must maximize query
performance.

How should you conplete the query? To answer, select the appropriate options in the answer area NOTE: Each correct selection is
worth one point.

Dns
imDns !

(starttime=ago(1d), responsecodename="NXDOMAIN')
| where TimeGenerated > ago(1d) | where ResponseCadeName =~ "NXDOMAIN"

| where ResponseCodeName == "NXDOMAIN™ | where TimeGenerated > ago(1d)

* Microsoft

Answer:

Explanation:



D

(starttime=ago{1d), responsecodenames="NXDOMAING
| where TimeGenerated > ago(1d) | where' RespanseCodeName =~ "NXDOMAIN

| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago{1d)
— T ] .
Microsoft
NEW QUESTION # 147
Your company deploys Azure Sentinel.

You plan to delegate the admnistration of Azure Sentinel to various groups.

Youneed to delegate the following tasks:

* Create and run playbooks

* Create workbooks and analytic rules.

The solution must use the principle of least privilege.

Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Azure Sentinel Contributor |

A;Mi‘{ﬂp @S@fl* Create and run playbedks;

| Azure Sentinel Reader | Createw@rkBboks and analytic rules '
| Logic App Contrnibutor }

Answer:

Explanation:

Azure Seifiiél Contributor |
== HEFOSOft

Azure Sentinel Iiesponder Create and run playbooks:

5y W N T AR
]Logic App Contributor }

If"‘\ZI..li' e Sentinel Read_er_ _:L Create workbooks and analytic ru|es;:i-AZUre Senii I'IE.[. Contributor

Logic App Con_tributor ]
E}q)]anatiorn B o N
Create and run playbooks: ﬁj rMﬁiE‘?&ﬁf Contributor I

Create workbooks and analytic rules: Azure Sentinel Contributor

Reference:
https://docs.microsoft.conven-us/azure/sentinel/roles

NEW QUESTION # 148

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps and has Cloud Discovery enabled.
Youneed to enrich the Cloud Discovery data. The solution must ensure that usernames in the Cloud Discovery traffic logs are
associated with the user principal name (UPN) of the corresponding Microsoft Entra ID user accounts.

‘What should you do first?

A. From Conditional Access App Control, configure User monitoring,
B. Create a Microsoft 365 app connector.

C. Create an Azure app connector.

D. Enable automatic redirection to Microsoft 365 Defender.



Answer: B

Explanation:

In Microsoft Defender for Cloud Apps (MCAS), Cloud Discovery collects traffic logs to identify shadow IT usage and cloud app
activities. To enrich this discovery data and map the usernames in traffic logs to actual Microsoft Entra ID (Azure AD) users,
Defender for Cloud Apps must correlate the username with the user's User Principal Name (UPN).

According to Microsoft Defender for Cloud Apps documentation, this correlation happens automatically when you connect
Microsoft 365 (formerly Office 365) through a Microsoft 365 app connector.

The connector integrates MCAS with Microsoft 365, allowing it to:

* Normalize usernames from discovery logs to match UPNss.

* Provide enriched identity details and activities across Microsoft 365 apps.

* Enable cross-app investigation, alert correlation, and conditional access governance.

Other options explained:

* Conditional Access App Control - Used for real-time session control, not Cloud Discovery enrichment.

* Enable automatic redirection to Microsoft 365 Defender - Used for portal integration, not data enrichiment.

* Azure app connector - Used to connect third-party or Azure-hosted applications, not for UPN enrichment.

# Therefore, to enrich Cloud Discovery data with UPN mapping, you must create a Microsoft 365 app connector.

NEW QUESTION # 149
Youneed to create the test rule to meet the Azure Sentinel requirements.
‘What should you do when you create the rule?

A. From Set rule logic, turn off suppression.

B. From Set rule logic, map the entities.

C. From Analytics rule details, configure the tactics.
D. From Analytics rule details, configure the severity.

Answer: B

Explanation:

Section: [none]

Explanation/Reference:
https’//docs.microsoft.comven-us/azure/sentinel/tutorial-detect- threats-custom

NEW QUESTION # 150

Success is has method. You can be successful as long as you make the right choices. ExansLabs's Microsoft SC-200 exam training
materials are tailored specifically for IT professionals. It can help you pass the exam successfully. If you're still catching your
expertise to prepare for the exam, then you chose the wrong method. This is not only time-consuming and laborious, but also is likely
to fail. But the remedy is not too late, go to buy ExansLabs's Microsoft SC-200 Exam Training materials quickly. With it, you will
get a different life. Remember, the fate is in your own hands.
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