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Z| &l Network Defense Essentials 112-52 F 2N EEX| (Q149-Q154):

HAE #149
Which of'the following is NOT a type of hacker?

A. Green Hat
B. Black Hat
C. Grey Hat

D. White Hat
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HEE #150
Which of the following is an effective countermeasure against mobile device threats?

¢ A. Keeping Bluetooth enabled at all times
¢ B. Regular software updates

¢ (. Disabling all security features

e D. Jailbreaking devices

HE: B

ZAE #151
What is a primary ethical consideration for an ethical hacker?

¢ A. Maximizing the impact of the hack
¢ B. Ensuring confidentiality of the data
¢ (. Obtaining maximum knowledge of the system
¢ D. Reporting all found vulnerabilities to the public
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AE #152
Which of the following is a common cloud computing threat?

A. Increased scalability

B. Open access to private servers
C. Improved fault tolerance

D. Data breaches
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EE #153
Which phase in the mobile attack anatomy involves exploiting a vulnerability to gain unauthorized access?

A. Command and Control
B. Exploitation

C. Installation

D. Reconnaissance
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