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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs

Location 2: 4 PawerProtect DDs

Location 3: 2 PowerProtect DDs

Locafion 4: 2 FowerProtect DDs

The customer wants to implement a CR Vault in a 5th location.

How many Cyvber Becovery systems must be installed al a minimum level?
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What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?

= A Unknown
= B, Unlocked
= . Locked

s D, Degrraded
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AR #323
A company wants to add threat prevention to the network without redesigning the network routing,
What are two best practice deployment modes for the firewall? (Choose two.)

A. Layer3

B. TAP

C. Layer2

D. VirtualWire

Y. CD

Y.

VirtualWire and Layer2 deployment modes allow the firewall to act as a bump in the wire without changing the existing network
routing. In VirtualWire mode, the firewall bridges two interfaces and passes traffic between them without any IP-layer processing. In
Layer2 mode, the firewall acts as a transparent switch and processes traffic at Layer2 ofthe OSI model. Reference:
https://docs.paloaltonetworks.comypan-os/10-0/pan-os-admin/networking/configure- interfaces/virtual- wire-deployments. html
https7/docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/networking/configure- interfaces/layer-2-deployments. html

EE #324

An administrator has configured a pair of firewalls using high availability in Active/Passive mode. Link and Path Monitoring Is
enabled with the Failure Condition set to "any." There is one link group configured containing member interfaces ethernet1/1 and
ethernet1/2 with a Group Failure Condition set to "all." Which HA state will the Active firewall go into if ethernet!/1 link goes down
due to a failure?

A. Active-Secondary
B. Passive

C. Active

D. Non-finctional

¥e: C

Y.
httpsz/knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIG7CAK

HEE #325
A network administrator wants to deploy SSL Forward Proxy decryption. What two attributes should a forward trust certificate
have? (Choose two.)

A. A server certificate

B. A subject alternative name

C. A private key

D. A certificate authority (CA) certificate

HE: AB

3.

When deploying SSL Forward Proxy decryption, a forward trust certificate must have a subject alternative name (SAN) and be a
server certificate. SAN is an extension to the X.509 standard that allows multiple domain names to be protected by a single
SSL/TLS certificate. It is used to identify the domain names or IP addresses that the certificate should be valid for. A private key is
also required but it is not mentioned in the options. A certificate authority (CA) certificate is not required as the forward trust
certificate itselfis a CA certificate.
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EE #326
An administrator needs to troubleshoot a User-1D deployment The administrator believes that there is an issue related to LDAP

authentication The administrator wants to create a packet capture on the management plane Which CLI command should the
administrator use to obtain the packet capture for validating the configuration
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