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Google Associate Cloud Engineer Exam Sample Questions (Q144-Q149):

NEW QUESTION # 144
You've deployed a microservice called myapp1 to a Google Kubernetes Engine cluster using the YAML file specified below:
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apiversion: apps/vl
kind: Deployment
metadata:
name: myappl-deployment
spec:
selector:
matchLabels:
app: myappl
replicas: 2
template:
metadata:

labels:
app: myappl

spec:

containers:

- name: main-container
image: gcr.io/my-company-repo/myappl:1.4
env:

- name: DB_PASSWORD
value: "tOugh@guess!"™

ports:

- containerPort® 6960

I
Youneed to refactor this configuration so that the database password is not stored in plain text. You want to follow Google-
recommended practices. What should you do?

e A Store the database password in a file inside a Kubernetes persistent volume, and use a persistent volume claim to mount
the volume to the container.

¢ B. Store the database password inside a Secret object. Modify the YAML file to populate the DB PASSWORD
environment variable from the Secret.

¢ (. Store the database password inside the Docker image of the container, not in the YAML file.

¢ D. Store the database password inside a ConfigMap object. Modify the YAML file to populate the DB PASSWORD
environment variable from the ConfigMap.

Answer: B

Explanation:
https/cloud.google.com/config-connector/docs/how-to/secrets#gcloud

NEW QUESTION # 145
Youneed to configure IAM access audit logging in BigQuery for external auditors. You want to follow Google-recommended
practices. What should you do?

A. Add the auditors group to the 'logging.viewer' and 'bigQuery.dataViewer' predefined IAM roles.

B. Add the auditor user accounts to the 'logging.viewer' and 'bigQuery.dataViewer' predefined [AM roles.
C. Add the auditor user accounts to two new custom IAM roles.

D. Add the auditors group to two new custom IAM roles.

Answer: A

Explanation:

Explanation

https/cloud.google.comvianm/docs/job-functions/auditingftscenario_external auditors Because if you directly add users to the [AM
roles, then if any users left the organization then you have to remove the users from multiple places and need to revoke his/her access
from multiple places. But, if you put a user into a group then its very easy to manage these type of situations. Now, if any user left



then you just need to remove the user from the group and all the access got revoked The organization creates a Google group for
these external auditors and adds the current auditor to the group.

This group is monitored and is typically granted access to the dashboard application. During normal access, the auditors' Google
group is only granted access to view the historic logs stored in BigQuery. If any anomalies are discovered, the group is granted
permission to view the actual Cloud Logging Admin Activity logs via the dashboard's elevated access mode. At the end of each
audit period, the group's access is then revoked. Data is redacted using Cloud DLP before being made accessible for viewing via the
dashboard application. The table below explains IAM logging roles that an Organization Administrator can grant to the service
account used by the dashboard, as well as the resource level at which the role is granted.

NEW QUESTION # 146

You need to monitor resources that are distributed over different projects in Google Cloud Platform. You want to consolidate
reporting under the same Stackdriver Monitoring dashboard.

‘What should you do?

¢ A. Configure a single Stackdriver account for one of the projects. In Stackdriver, create a Group and add the other project
names as criteria for that Group.

e B. Use Shared VPC to connect all projects, and link Stackdriver to one of the projects.

e C. Configure a single Stackdriver account, and link all projects to the same account.

¢ D. For each project, create a Stackdriver account. In each project, create a service account for that project and grant it the
role of Stackdriver Account Editor in all other projects.

Answer: C

Explanation:

When you mntially click on Monitoring(Stackdriver Monitoring) it creates a workspac(a stackdriver account) linked to the
ACTIVE(CURRENT) Project from which it was clicked.

Now if you change the project and again click onto Monitoring it would create an another workspace(a stackdriver account) linked
to the changed ACTIVE(CURRENT) Project, we don't want this as this would not consolidate our result into a single
dashboard(workspace/stackdriver account).

Ifyou have accidently created two diff workspaces merge them under Monitoring > Settings > Merge Workspaces > MERGE.
Ifwe have only one workspace and two projects we can simply add other GCP Project under Monitoring > Settings > GCP
Projects > Add GCP Projects.

In both of these cases we did not create a GROUP, we just linked GCP Project to the workspace(stackdriver account).

NEW QUESTION # 147

Your web application is hosted on Cloud Run and needs to query a Cloud SOL database. Every morming during a traffic spike, you
notice API quota errors in Cloud SOL logs. The project has already reached the maximum API quot a. You want to make a
configuration change to mitigate the issue. What should you do?

A. Modify the maximum number of Cloud Run instances.

B. Modify the minimum number of Cloud Run instances.

C. Use traffic splitting,

D. Set a mnimum concurrent requests environment variable for the application.

Answer: A

NEW QUESTION # 148
Youneed to select and configure compute resources for a set of batch processing jobs. These jobs take around
2 hours to complete and are run nightly. You want to minimize service costs. What should you do?

A. Select Compute Engine. Use preemptible VM instances of the appropriate standard machine type.
B. Select Google Kubernetes Engine. Use a three-node cluster with micro instance types.

C. Select Google Kubernetes Engine. Use a single-node cluster with a small instance type.

D. Select Compute Engine. Use VM instance types that support micro bursting.

Answer: A



NEW QUESTION # 149
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