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A. Modbus read coils
B. Modbus query
C. Modbus read registers
D. Modbus write coil
E. Modbus database response

Answer: D

Explanation:
The Wireshark capture filter is set to modbus_tcp.func_code == 5. According to the Modbus protocol specification:
Function code 5 corresponds to Write Single Coil (A).
Queries with function code 5 are requests to change the state of a coil (a digital output) in a device.
The packet details confirm "function 5: Write coil" with the reference number and data.
Other function codes (such as read coils or read registers) use different function codes, so options C and E are incorrect. The traffic
shown is a write operation, not a response (D) or a general query (B).
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Modbus Application Protocol Specification
GICSP Training on ICS Network Traffic Analysis

NEW QUESTION # 30 
What is a use of Network Address Translation?

A. To maximize Firewall functionality
B. To hide private network addresses
C. To make access list configuration easier
D. To enable network routing functionality

Answer: B

Explanation:
Network Address Translation (NAT) is a technique used to hide private IP addresses behind a public IP address (C), providing
security benefits by masking internal network structures from external networks. NAT also conserves public IP addresses and
allows multiple devices to share a single IP when accessing external networks.



While NAT affects routing and firewall operations, its primary purpose is not to maximize firewall functionality (A), simplify access
lists (B), or enable routing (D), although it may indirectly impact these functions.
GICSP training stresses NAT as part of network security design, especially at the boundary between enterprise and ICS networks.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
NIST SP 800-82 Rev 2, Section 5.5 (Network Architecture)
GICSP Training on Network Security Fundamentals

NEW QUESTION # 31 
What is a characteristic of Windows Server Update Services (WSUS) in an ICS environment?

A. Allows the administrator to create custom groups of computers
B. Inventories both hardware and software within an Active Directory domain
C. Requires the clients to connect to the Internet to download patches

Answer: A

Explanation:
WSUS enables centralized patch management and allows administrators to create custom groups of computers (C) to target updates
and schedules appropriately, which is useful in segmented ICS environments.
WSUS clients do not require direct Internet access (A) as WSUS servers can download updates centrally.
WSUS does not perform hardware or software inventory (B); that functionality is provided by other tools like MECM.
GICSP highlights WSUS as a practical tool for managing patches in ICS with fine-grained control.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Microsoft WSUS Documentation GICSP
Training on Patch Management in ICS

NEW QUESTION # 32 
Which of the following is a containment task within the six step incident handling process?

A. Re-imaging a workstation that was exhibiting worm-like behaviour
B. Checking to ensure that the most recent patches were deployed to a web application server
C. Creating a forensic image of a compromised workstation
D. Validate fix using a vulnerability scan of the hosts within the DMZ

Answer: A

Explanation:
Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.
Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.
(B) Creating forensic images is an evidence preservation task, not containment.
The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

NEW QUESTION # 33 
An attacker crafts an email that will send a user to the following site if they click a link in the message. What else is necessary for this
type of attack to work?

A. The user clicking the link must be an administrator on the network
B. The attacker must obtain a session cookie from an authorized HMI user
C. The attacker must enclose the URL parameter with <script> tags to run the code
D. The user must be authenticated to the HMI interface before clicking the link



Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The URL indicates a command to disconnect a sensor on an HMI interface, likely part of a Cross-Site Request Forgery (CSRF) or
similar web-based attack.
For such an attack to succeed, the user must be authenticated to the HMI interface before clicking the link (C), so that the request is
executed with valid session privileges.
(A) Obtaining a session cookie would help but is not strictly necessary if the user is already authenticated.
(B) User administrative rights may not be necessary depending on HMI design, but authentication is essential.
(D) URL parameters generally don't require script tags unless exploiting Cross-Site Scripting (XSS).
GICSP emphasizes authentication and session management as critical controls to mitigate web-based attacks on ICS interfaces.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response OWASP Top 10 Web Application Risks
(Referenced in GICSP) GICSP Training on Web Security in ICS

NEW QUESTION # 34
......

Using our products does not take you too much time but you can get a very high rate of return. Our GICSP quiz guide is of high
quality, which mainly reflected in the passing rate. We can promise higher qualification rates for our GICSP exam question than
materials of other institutions. Because our products are compiled by experts from various industries and they are based on the true
problems of the past years and the development trend of the industry. What's more, according to the development of the time, we
will send the updated materials of GICSP Test Prep to the customers soon if we update the products. Under the guidance of our
study materials, you can gain unexpected knowledge. Finally, you will pass the exam and get a GIAC certification.
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