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EZ #40

You are running a critical application in Kubernetes tnat requires nign availability and IOW latency. The application uses a stateflset
With 3 replicas, each consuming a large amount of memory. You need to define resource requests and limits for the pods to ensure
that the application operates smoothly and doesn't get evicted due to resource constraints.

e
Y.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Determine Resource Requirements:

- Analyze tne application's memory usage. Determine tne average memory consumption per pod and the peak memory usage.
- Consider the resources available on your Kubernetes nodes.

- Define realistic requests and limits based on the application's needs and available node resources.

2. Define Resource Requests and Limits in the StatefulSet:

- Update the StatefilSet YAML configuration with resource requests and limits for the container.

- requests: Specifies the minimum amount of resources the pod will request

- limits: Specifies the maximum amount of resources the pod can use.
IPAVErS1ION: apps/vi
dind: StatefulSet
retadata:
name: my-critical-app
ipec:
serviceName: "my-critical-app”
replicas: 3
selector:
matchLabels:
app: my-critical-app
template:
metadata:
labels:
apps my=critical-app
spéct
containers:
1, gfide: my-critical-app
[ "imége: my-app-image:latest
resources:
requests:
memory: “2Gi"
cpu: "1" # 1 CPU core
limits:
memory "4Gi"

. A e

3. Apply the StatefulSet 60nﬁgurat10n Apply the updated StatefulSet configuration to your Kubernetes cluster: bash kubectl apply
-fmy-critical-app-statefulset.yaml 4. Monitor Resource Usage: - Use 'kubectl describe pod' to monitor the resource usage of the
pods. - Ensure that the pods are utilizing the requested resources and not exceeding the limits.

AE #41

Context

Anytime a teamneeds to run a container on Kubernetes they will need to define a pod within which to run the container.

Task

Please conplete the following:

* Create a YAML formatted pod manifest

/opt/KDPD00101/podLyml to create a pod named app! that runs a container named app1cont using image Ifcencf/arg-output with



these command line arguments: -lines 56 -F

* Create the pod with the kubect] command using the YAML file created in the previous step

* When the pod is running display summary data about the pod in JSON format using the kubect] command and redirect the output
to a file named /opt/KDPDO00101/out1.json

* All of the files you need to work with have been created, empty, for your convenience

When creating your pod, you da not
need to specify a cont@iner command ,

™JLINUX

only arg

¢ kubectl run appl --image=lfccncf/arg-opUpttc --d:-,.r-'-:ut-: lient —o yam

¢ wim -"'-'_'-Fl'l_i'}.llFi:-":-'i'."_lI.-"Il-_1'||._':,ﬂ'n_'ll

. AWHE T
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L

app 1
appl

cf/arg-ocutput

B "1"-"[‘{'1

studentf

NAME READY RE3TARTS3
appl

counter / Running

liveness-http Running

unning

lunning

Running

atudent@
NAME
appl

- 1_J.nn§ I'lg
Bunning
Running
nginx-c 1 Running
nginx-secret f Running
poller f Running
atudent@

pod "appl”

student@node-1:~5 vt




B3 Readme >_ Web Terminal L

nginx-configmap 1/1 Running

nginx-secret 1/1 Running

pollerx 1/1 Runui.:l.c_;

student@node-1:~% kubectl get pods

NAME READY STATUS 3 AGE
appl 1/1 Running 0 26s
counter 1/1 Runnin 0 S5mSa
liveness-http 1/1 Running 6h50m
nginx-=101 1/1 Running 0 6hS1m
nginx-configmap 1/1 Running 0 Em42s
nt_]:.:lx':ﬂ-l','rff. 1/1 '3'.:11!'.;'_(_] 0 12m
poller 1/3 Blnning 6hS1m
student@ficfe - %S kiibectl, delfete pod appl

pod "appll Eellepen

student@néde-1:~5% wvim /opt/KDPD0O0101/podl.yml
student@node-1:~5 kubectl create -f /opt/RDED00101/podl.yml
pod/appl created

atudent@node-1:~% kubectl get pods

NAME READY STATUS RESTARTS GE
appl 1/1 Running 0 20s
counter 1/1 Running 0 6mS7a
liveness-http 1/1 Running ) 6h52m
nginx-101 1/1 Running D 6hS53m
nginx-configmap 1/1 Running 0 Bm34s
nginx—secret 1/1 Running 0 14m
poller 1/1 Running 0
student@node-1:~5 kubectl get pod appl

BB Readme >_Web Terminal LI THELINUX FOUNDATION

pollex 1/1 Running
student@node-1:~§ kubectl get pods

NAME READY STATUS RESTARTS
appl 1/1 Running 0

counter 1/1 Running

liveness-http 1/1 Running

nginx-101 1/1 Running

nginx-configmap 1/1 Running

nginx—-secret 1/1 Running

poller 1/1 Running 0

student@node-1:~5 kubectl delete pod appl

pod "appl"™ deleted

astudent@node-1:~$ vim /opt/RKDPD00101/podl Jgml
student@node-1:~§ kubectl create —f /opt/KDERAOTO01/podl.yml
pod/appl created

student@node=1:~$% kubectl get pods

NAME READY STATUS GE

appl 1/1 Running { 20s

counter 1/1 Rufinii ng 0 6mS7s
liveness-http 1/1 R@innihg ( 6h52m
nginx-101 1/1 Rufihing 0 6h53m
nginx-configmap 1/1 Runniing 0 Bm34s
nginx-secret 1/1 Running 0 14m

poller /1 Running 0

student@node—1: kubectl get pod appl —o json fopt /XDFD001
student@node-1:

student@node=-1:

HAE #42

You have a Deployment named 'my-app-deployment running a Flask application. You want to add a liveness probe that checks if
the Flask application is responding on port '5000' and a readiness probe that checks if the application is ready to receive requests.
Implement these probes using Kustomize.




Y-

Y.

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a base Deployment configuration:

apiversion: apps/vl
kind: Deployment
metadata:
name: my-app-deployment
spec:
replicas: 2
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
spps my-app
spics
] LIKpCEydners:
- NAME: my-Spp
image: my-app:latest
ports:
- containerPort: S99

2. Create a 'kustomization.yan file:

3. Create "patcnes/liveness-probe.yaml':

spec:
template:
spec:
containers:

(] LINUDGe: my-app
livenessProbe:
tepsacket:

port: 5868
jnitialDelaySeconds: 15
periodSeconds: 20
failureThreshold: 3

4. Create 'patches/readiness-probe-yaml':

spec:
template:
spec:
containers
- name: my-app
readinessProbe:
tepsocket:
port: Seea
initialDelaySeconds: 5
periocdSeconds: 1@
faji eThreshold: 2
LINUX

5. Apply the Kustomize configuration: bash kustomize . I kubectl apply -t- - Liveness probe: This probe checks if the application is
still alive and running, It uses a TCP socket to connect to port ' 5000' and waits for 15 seconds before making the first cneck. It
checks every 20 seconds, and if it fails 3 times in a row, the pod is restarted. - Readiness probe: This probe checks if the application
is ready to receive requests. It also uses a TCP socket to connect to port 'S000'. It checks every 10 seconds and waits for 5
seconds before the first check. If it fails 2 times in a row, the pod is marked as unhealthy and excluded tromreceiving trafic. Note:
Make sure your Flask application is actually listening on port '5000' and responding to requests. ,

EE #43

You are building a web application with two microservices: a frontend service (‘frontend") and a backend service (' backend'). The
frontend service requires access to the backend service, which iS exposed on port 8080 within the Kubernetes cluster. How would
you configure an Ingress resource to direct traffic to the correct service based on the hostname, ensuring that the frontend service
can access the backend service internally without exposing the backend service to the public internet?

Y-
ME:

See the solution below with Step by Step Explanation.
Explanation:



Solution (Step by Step) :
1. Create a Service tor the Backend Service:
- Define a Service for the 'backend’ service, exposing it internally within the Kubernetes cluster on port 8080.
apiVersion: vl
kind: Service
metadata:
name: backend-service
spec:
ports:
- port;-8080
targetPort: 8680
selector:
app: badkeHdUX
2. Configure the Ingress Resource: - Create an Ingress resource that directs traffic to the frontend service based on the hostname,
allowing the frontend service to access the backend service internally without exposing it to the public internet - Define the Ingress
rule to map the hostname 'frontend-example.com to the 'frontend' service on port 80. - Configure an Ingress rule to enable access

to the 'backend' service on port 8080 using the hostname 'mternal-backend-example-com within the Kubernetes cluster.
aplversion: NeTworking.Kss.10/V1

kind: Ingress
metadata:
name: my-ingress
spec:
rules:
- host: frontend.example.com
http:
paths:
- path: /
pathType: Prefix A\
backend: Ij
service: LI NUX
name: frontend-service ; i
port:
number: 80
- host: internal-backend.example.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: backend-service
port:
number: B808@
tls:
- hosts:
- frontend.example.com
secretName: frontend-tls

3. Create a Secret for the Frontend TLS Certificate: - Create a Secret in Kubernetes to store the TLS certificate and key for the
frontend service.

apivVersion: vl
kind: Secret
metadata:

name: frontend-tls

type: &l1s
data:

| L”i&@fcrt:

tls.key:

4. Apply the Resources: - Apply the Service, Ingress, and Secret YAML files to your Kubernetes cluster using 'kubectl apply -f'5.
Access the Frontend Service: - Access the frontend service using the hostname 'frontend-example.com. The frontend service can
now access the backend service internally using the hostname "internal-backend-example-com without exposing the backend
service to the public internet. |



EE #4

You are running a web application on a Kubernetes cluster, and you want to ensure that thecontainer running your application is
protected from potential security vulnerabilities. You are specifically concerned about unauthorized access to the container's
filesystem. Explain how you would implement AppArmor profiles to restrict access to the container's filesystem.

Y-

Y.

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Define the AppArmor Profile:

- Create a new AppArmor profile file, for example, 'nginx-apparmor.conf, within your Kubernetes configuration directory.
- Within this file, define the restrictions for the container.

- For instance, to allow access to specific directories and files:
# include common AppArmor profile

include /etc/apparmor.d/abstractions/base/ngmnx.apparmor

# Allow access to specific directories

/var/www/html r,

/etc/nginx t,
# Allow access to specific files

/etc/nginx/nginx.confT,

/ust/sbin/nginx t,

# Deny access to all other files and directories

Deny

2. Load the AppArmor Profile:

- Use the create configmap' command to create a ConfigMap containing your AppArmor profile:
Bash

kubectl create configmap nginx-apparmor-profile --fromfile=ngmx-apparmor.conf

3. Apply the Profile to Your Deployment:

- Update your Deployment YAML file to include the AppArmor profile:

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchlLabels:
app: nginx

template: c
metadata: tkr -
labels: tc e r
app: ng‘n

spec:
containers:
- name: nginx
image: nginx:latest
securityContext:
# Enable AppArmor and specify the profile name
appArmor: nginx-apparmor-profile
# ... (rest of your Deployment YAML)

4. Restart the Pods: - Apply the updated Deployment YAML using 'kubectl apply -f nginx-deployment.yaml' - The updated
deployment will restart the pods with the new AppArmor profile. 5. Verify the Profile: - Check the status of the pods with 'kubectl
describe pod - Look for the "Security Context" section and verify that the AppArmor profile is correctly applied. 6. Test the



Restrictions: - Try to access files or directories that are not allowed by your AppArmor profile. - This will help you confirm that the
profile is effectively restricting access.
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