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HEE #64
The Planet 49 CJEU Judgement applies to?

A. Cookies that are deemed technically necessary.

B. Cookies used only by third parties.

C. Cookies regardless of whether the data accessed is personal or not.
D. Cookies where the data accessed is considered as personal data only.
qe: C

3.

Reference:

The Planet 49 CJEU Judgement applies to cookies regardless of whether the data accessed is personal or not. The Court of Justice
of the European Union (the 'CJEU') delivered this judgement on 1 October 2019, in response to a request for a prelimmary ruling
from the German Federal Court of Justice (the 'Bundesgerichtshof’) . The case concerned the validity of consent for the use of
cookies and similar technologies under the e-Privacy Directive and the GDPR.

The CJEU ruled that Article 5 (3) of the e-Privacy Directive, which requires consent for the storage of, or access to, information
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stored in the user's terminal equipment, applies to any information installed or accessed from an individual's device, regardless of
whether it constitutes personal data or not. The Court reasoned that the aim of the provision is to protect the user from interference
with his or her private sphere, which may occur irrespective of the nature of the information stored or accessed. Therefore, the
consent requirement applies to all cookies and similar technologies, except for those that are strictly necessary for the provision of a
service explicitly requested by the user.

The CJEU also clarified that the consent required for cookies under the e-Privacy Directive must comply with the standard of
consent under the GDPR, which means that it must be freely given, specific, informed and unambiguous, and given by a clear
affirmative action. The Court held that a pre-ticked checkbox does not constitute valid consent, as it does not imply active behaviour
by the user. The Court also stated that the user must be provided with clear and comprehensive information about the cookies,
including their duration and whether third parties will have access to them. Reference:

Planet 49 Judgment - takeaways for Cookie Monsters

The Planet 49 decision: Implications for organisations that use cookies CURIA - List of results

HEE #65
An unforeseen power outage results in company Z's lack of access to customer data for six hours. According to article 32 of the
GDPR, this is considered a breach. Based on the WP 29's February, 2018 guidance, company Z should do which of the following?

A. Notify affected individuals that their data was unavailable for a period of time.
B. Document the loss of availability to demonstrate accountability

C. Notify the supervisory authority about the loss of availability

D. Conduct a thorough audit of all security systems
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EHE #66
Ifa multi-national company wanted to conduct background checks on all current and potential employees, including those based in
Europe, what key provision would the company have to follow?

¢ A. Background checks on European employees will stem from data protection and employment law, which can vary between
member states.

¢ B. Background checks are only authorized with prior notice and express consent from all employees including those based in
Europe.

¢ C. Background checks on employees could be performed only under prior notice to all employees.

¢ D. Background checks may not be allowed on European employees, but the company can create lists based on its legitimate
mterests, identifying individuals who are meligible for employment.

e A

ME:
Explanation/Reference: https//www.shrm org/resourcesandtools/tools-and-samples/toolkits/pages/
conductingbackgroundinvestigations.aspx

HEE #67
The Planet 49 CJEU Judgement applies to?

A. Cookies that are deemed technically necessary.

B. Cookies used only by third parties.

C. Cookies regardless of whether the data accessed is personal or not.
D. Cookies where the data accessed is considered as personal data only.

He. C

Y.
Reference https://www.twobirds.conven/news/articles/2019/global/planet49-cjeu-rules-on-cookie-consent

EE #68



If'a multi-national company wanted to conduct background checks on all current and potential employees, including those based in
Europe, what key provision would the company have to follow?

¢ A. Background checks on European employees will stem from data protection and employment law, which can vary between
member states.

B. Background checks are only authorized with prior notice and express consent from all employees including those based in
Europe.

C. Background checks on employees could be performed only under prior notice to all employees.

D. Background checks may not be allowed on European employees, but the company can create lists based on its legitimate
nterests, identifying individuals who are ineligible for employment.

HE: A

MY

The GDPR does not explicitly regulate background checks, but it does apply to the processing of personal data that may be
obtained or used during such checks. Therefore, the company must comply with the GDPR principles, such as lawfulness, fairness,
transparency, data minimization, purpose limitation, accuracy, storage limitation, integrity and confidentiality, and accountability. The
company must also identify a lawful basis for processing personal data, such as legal obligation, legitimate interest, or consent, and
respect the data subject rights, such as the right to information, access, rectification, erasure, restriction, objection, and portability.
Moreover, the company must be aware of the specific rules and restrictions regarding the processing of special categories of data
(such as biometric, health, or political data) and data relating to criminal convictions and offences, which are subject to Article 10 of
the GDPR and the laws of each member state. The company must also consider the national employment laws and the guidelines of
the relevant supervisory authorities, which may impose additional conditions or limitations on the scope, methods, and purposes of
background checks. For example, some member states may require prior authorization, notification, or consultation with the
supervisory authority, the data subject, or the works council before conducting background checks. Some member states may also
prohibit or restrict certain types of background checks, such as social media screening, credit checks, or crimmnal record checks,
unless they are necessary, proportionate, and relevant for the specific job position or sector. Therefore, the company must conduct a
thorough assessment of the legal framework and the risks and benefits of background checks in each member state where it
operates or recruits employees, and ensure that it has a clear and consistent policy and procedure for conducting background
checks in a GDPR-compliant manner. References: How to 'background check’ under the GDPR, How to perform GDPR compliant
background checks, GDPR and the processing of crimnal conviction data across Europe, Pre-employment vetting: Data protection
and criminal records, How GDPR Affects Background Checking Reference: httpsy//www.shrm org/resourcesandtools/tools-and-
samples/toolkits/pages/ conductingbackgroundinvestigations.aspx
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