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R #32
Which type of attack posed by skilled and malicious users of security level 3 (SL 3) of IEC 62443 is designed to defend against
intentional attacks?

A. Low access to resources

B. Substantial resources

C. Unintentional operator error
D. Access to moderate resources

IEf#: D


https://drive.google.com/open?id=1uLjy9qewo8Ms7jpqSfFBRorDiItw9pu5
https://jp.fast2test.com/NSE7_OTS-7.2-premium-file.html
https://www.mogiexam.com/NSE7_OTS-7.2-exam.html
https://www.certjuken.com/NSE7_OTS-7.2-exam.html
https://www.mogiexam.com/NSE7_OTS-7.2-exam.html

SL 1 — Protects against unintentional operator error or casual mistakes.

SL 2 — Protects against intentional misuse by attackers with low resources.

SL 3 — Protects against skilled and malicious attackers with moderate resources.

SL 4 — Protects against highly skilled attackers with substantial resources (e.g., nation-state level).

B #33
Refer to the exhibit.
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PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1) connecting both PLC-3
and CLIENT. PLC-3 and CLIENT can send traffic to each other at the Layer 2 level.
What must the OT admin do to prevent Layer 2-level commumication between PLC-3 and CLIENT?

A. Create a VLAN for each device and replace the current FGT-2 software switch members.
B. Implement policy routes on FGT-2 to control traffic between devices.

C. Set a unique forward domain for each interface of the software switch.

D. Enable explicit intra-switch policy to require firewall policies on FGT-2.

IEﬁg: An C

HP #34

An OT admmnistrator is defining an incident notification policy using FortiSIEM and would like to configure the system with a
notification policy. If an incident occurs, the administrator would like to be able to ntervene and block an IP address or disable a
user in Active Directory from FortiSIEM.

Which step must the administrator take to achieve this task?

¢ A Define a script/remediation on FortiManager and enable a notification rule on FortiSIEM.
¢ B. Deploy a mitigation script on Active Directory and create a notification policy on FortiSIEM.



¢ C. Configure a fabric connector with a notification policy on FortiSIEM to connect with FortiGate.
¢ D. Create a notification policy and define a script/remediation on FortiSIEM.

IEf#: D
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B #35

Refer to the exhibit. An OT network security audit concluded that the application sensor requires changes to ensure the correct
security action is committed against the overrides filters.

‘Which change must the OT network administrator make?
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e A. Set all application categories to apply default actions.

e B. Set the priority of the C.BO.NA.1 signature override to 1.

e C. Change the security action of the industrial category to monitor.

e D. Remove IEC.60870.5.104 Information. Transfer from the first filter override.
IEf#&: B
L

The application sensor settings allow you to configure the security action for each application category and network protocol
override. The security action determines how the FortiGate unit handles traffic that matches the application category or network
protocol override. The security action can be one of the following:

Allow: The FortiGate unit allows the traffic without any further inspection. Monitor: The FortiGate unit allows the traffic and logs it
for monitoring purposes.

Block: The FortiGate unit blocks the traffic and logs it as an attack. The priority of the network protocol override determines the
order in which the FortiGate unit applies the security action to the traffic. The lower the priority number, the higher the priority. For
example, a priority of 1 is higher than a priority of 10. In the exhibit, the application sensor has the following settings:

The industrial category has a security action of allow, which means that the FortiGate unit will not inspect or log any traffic that



belongs to this category. The IEC.60870.5.104 Information. Transfer network protocol override has a security action of block,
which means that the FortiGate unit will block and log any traffic that matches this protocol. The IEC.60870.5.104

Control. Functions network protocol override has a security action of monitor, which means that the FortiGate unit will allow and log
any traffic that matches this protocol. The IEC.60870.5.104 Start/Stop network protocol override has a security action of allow,
which means that the FortiGate unit will not inspect or log any traffic that matches this protocol. The IEC.60870.5.104
Transfer.C.BO.NA.1 network protocol override has a security action of block, which means that the FortiGate unit will block and
log any traffic that matches this protocol. The problem with these settings is that the IEC.60870.5.104 Transfer.C.BO.NA.1
network protocol override has a lower priority than the IEC.60870.5.104 Information. Transfer network protocol override. This
means that if the traffic matches both protocols, the FortiGate unit will apply the security action of the higher priority override, which
is block. However, the IEC.60870.5.104 Transfer.C.BO.NA.1 protocol is used to transfer binary outputs, which are essential for
controlling OT devices. Therefore, blocking this protocol could have negative consequences for the OT network. To fix this issue,
the OT network administrator must set the priority of the IEC.60870.5.104 Transfer.C.BO.NA.1 network protocol override to 1,
which is higher than the priority of the IEC.60870.5.104 Information. Transfer network protocol override. This way, the FortiGate
unit will apply the security action of the lower priority override, which is allow, to the traffic that matches both protocols. This will
ensure that the FortiGate unit does not block the traffic that is used to transfer binary outputs, while still blocking the traffic that is
used to transfer information.

HH #36

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model- process control. The purpose of
the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANS. All the traffic between PLC1 and PLC2 nmust
first flow through the Layer 2 switch and then through the FortiGate device in the Level 2 supervisory control network. What
statement about the traffic between PLC1 and PLC2 is true?

A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.

B. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.

C. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.
D. In order to communicate, PLC1 must be in the same VLAN as PLC2.

EM: C
L

The statement that is true about the traffic between PLC1 and PLC2 is that PLC1 and PLC2 traffic must flow through the Layer-2
switch trunk link to the FortiGate device.
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