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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q128-Q133):
NEW QUESTION # 128 
ENISA: Lock-in is ranked as a high risk in ENISA research, a key underlying vulnerability causing lock in is:

A. Audit or certification not available to customers
B. Lack of information on jurisdictions
C. Unclear asset ownership
D. No source escrow agreement
E. Lack of completeness and transparency in terms of use
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Answer: E

NEW QUESTION # 129 
Which of the following is a common security issue associated with serverless computing environments?

A. Complex deployment pipelines
B. Limited scalability
C. High operational costs
D. Misconfigurations

Answer: D

Explanation:
Serverless environments are vulnerable to misconfigurations, which can expose sensitive data and resources, making security
configurations critical. Reference: [Security Guidance v5, Domain 8 - Cloud Workload Security][source 16].

NEW QUESTION # 130 
Who is responsible for infrastructure security in Infrastructure as a service(IaaS) model?

A. Shared responsibility between cloud service provider and cloud service customer
B. Cloud Service provider
C. Cloud Service User
D. Cloud Service Architect

Answer: A

Explanation:
Infrastructure security is shared responsibility between cloud service provider and cloud customer.

NEW QUESTION # 131 
What tool allows teams to easily locate and integrate with approved cloud services?

A. Service Registry
B. Contracts
C. Risk Register
D. Shared Responsibility Model

Answer: A

Explanation:
A Service Registry lists approved services, making it easy for teams to find and integrate compliant services. Reference: [CCSK
Knowledge Guide, Domain 3 - Risk and Compliance Tools]

NEW QUESTION # 132 
What is a key component of governance in the context of cybersecurity?

A. Defining roles and responsibilities
B. Enforcement of the Penetration Testing procedure
C. Standardizing technical specifications for security control
D. Defining tools and technologies

Answer: A

Explanation:
A key component of governance in cybersecurity is defining roles and responsibilities. Governance ensures that the right people
within an organization are assigned specific duties related to security and that they are held accountable for those responsibilities.
This helps establish clear lines of authority and accountability, ensuring that everyone knows what they are responsible for in terms of



security practices, policies, and procedures.
While standardizing technical specifications, defining tools and technologies, and enforcing penetration testing are important elements
of a cybersecurity strategy, defining roles and responsibilities is essential for overall governance to ensure that security practices are
consistently followed.
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