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NEW QUESTION # 174

You are an experienced ISMS audit team leader providing guidance to an auditor in training. She asks you why it is important to
have specific criteria relating to the grading of nonconformities.

Which one of the following responses is correct?

e A Because ISO/IEC 27001:2022 requires it

¢ B. Because the establishment and implementation of grading criteria demonstrate a high level of commitment to the corrective
action process

¢ (. Because grading criteria provide a common basis for the evaluation of nonconformities across the organization

e D. Because grading criteria will ensure that all auditors score nonconformities in exactly the same way

Answer: C
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Explanation:

The correct response is A, because grading criteria provide a common basis for the evaluation of nonconformities across the
organization. Grading criteria are the rules or standards that define the severity or impact of nonconformities, and help to determine
the appropriate corrective actions and follow-up activities. Grading criteria are important for several reasons, such as:

They ensure consistency and objectivity in the assessment and reporting of nonconformities, and avoid subjective or arbitrary
Jjudgments.

They facilitate the communication and understanding of nonconformities among the auditors, the auditees, and the audit clients, and
enable the comparison and benchmarking of nonconformities across different processes, functions, or locations.

They support the prioritization and allocation of resources for the resolution of nonconformities, and the monitoring and measurement
of the effectiveness of the corrective actions.

They demonstrate the commitment and accountability of the organization to the continual improvement of the ISMS, and the
compliance with the ISMS requirements and expectations.

Reference:

ISO/IEC 27001:2022, Information technology - Security techniques - Information security management systens - Requirements 1
PECB Candidate Handbook ISO/IEC 27001 Lead Auditor2 ISO 27001:2022 Lead Auditor - PECB3 ISO 27001:2022 certified
ISMS lead auditor - Jisc4 ISO/IEC 27001:22022 Lead Auditor Transition Training Course5 ISO 27001 - Information Security Lead
Auditor Course - PwC Training Academy ISO 19011:2022, Guidelines for auditing management systems

NEW QUESTION # 175

Scenario 1: Fintive is a distinguished security provider for online payments and protection solutions. Founded in 1999 by Thomas Fin
i San Jose, California, Fintive offers services to companies that operate online and want to improve their information security,
prevent fraud, and protect user mformation such as PII. Fintive centers its decision-making and operating process based on previous
cases. They gather customer data, classify them depending on the case, and analyze them. The company needed a large number of
employees to be able to conduct such complex analyses. After some years, however, the technology that assists in conducting such
analyses advanced as well. Now, Fintive is planning on using a modern tool, a chatbot, to achieve pattern analyses toward
preventing fraud in real-time. This tool would also be used to assist in improving customer service.

This mnitial idea was communicated to the software development team, who supported it and were assigned to work on this project.
They began integrating the chatbot on their existing system. In addition, the team set an objective regarding the chatbot which was to
answer 85% of all chat queries.

After the successful integration of the chatbot, the company immediately released it to their customers for use.

The chatbot, however, appeared to have some issues.

Due to insufficient testing and lack of samples provided to the chatbot during the training phase, in which it was supposed "to learn”
the queries pattern, the chatbot failed to address user queries and provide the right answers. Furthermore, the chatbot sent random
files to users when it received invalid inputs such as odd patterns of dots and special characters. Therefore, the chatbot was unable
to properly answer customer queries and the traditional customer support was overwhelmed with chat queries and thus was unable
to help customers with their requests.

Consequently, Fintive established a software development policy. This policy specified that whether the software is developed in-
house or outsourced, it will undergo a black box testing prior to its implementation on operational systens.

Based on this scenario, answer the following question:

The chatbot was supposed "to learn” the queries pattern to address user queries and provide the right answers.

What type of technology enables

this?

e A Artificial intelligence
e B. Machine learning
e C. Cloud computing

Answer: B

Explanation:

Machine learning is a subset of artificial intelligence that involves the use of algorithims and statistical models to enable systems to
improve their performance on a specific task over time with experience or data, without being explicitly programmed. In the context
of the scenario, machine learning would be the technology that allows the chatbot to learn from patterns in queries to provide the
right answers.

NEW QUESTION # 176
You are an experienced ISMS audit team leader guiding an auditor in training. Your team has just completed a third-party
surveillance audit of a mobile telecom provider. The auditor in training asks you how you intend to prepare for the Closing meeting.



‘Which four of the following are appropriate responses?

A. Twill review and, as appropriate, approve my teans audit conclusions

¢ B. [ will schedule a closing meeting with the auditee's representatives at which the audit conclusions will be presented

C. It is not necessary to prepare for the closing meeting. Once you have carried out as many audits as I have you already
know what needs to be discussed

e D. I will instruct my audit team to wait outside the auditee's offices so we can leave as quickly as possible after the closing
meeting. This saves our time and the client's time too

E. I will advise the auditee that the purpose of the closing meeting is for the audit team to communicate our findings. It is not
an opportunity for the auditee to challenge the findings

F. I will contact head office to ensure our invoice has been paid, If not, I will cancel the closing meeting and temporarily
withhold the audit report

e G. I will discuss any follow-up required with my audit team

e H. I will review the audit evidence and the audit findings with the rest of the team

Answer: B.E,G.H

Explanation:

According to ISO 19011:2018, which provides guidelines for auditing management systems, clause 6.6 requires the audit team
leader to conduct a closing meeting with the auditee's representatives at the end of the audit to present the audit conclusions and any
findings1. The closing meeting should also provide an opportunity for the auditee to ask questions, clarify issues, acknowledge the
findings, and comment on the audit process1. Therefore, when preparing for the closing meeting, an ISMS auditor should consider
the following actions:

* 1 will advise the auditee that the purpose of the closing meeting is for the audit team to commumicate our findings. It is not an
opportunity for the auditee to challenge these: This action is appropriate because it reflects the fact that the auditor has followed a
systematic and consistent approach to collecting and evaluating audit evidence and reaching audit conclusions. The auditor should
advise the auditee that the purpose of the closing meeting is for the audit team to communicate their findings, which are based on
objective evidence and professional judgement. The auditor should also explain that it is not an opportunity for the auditee to
challenge these findings, as they have already been discussed and confirmed during the audit. However, the auditor should also invite
the auditee to ask questions, clarify issues, acknowledge the findings, and comment on the audit process]1.

* [ will schedule a closing meeting with the auditee's representatives at which the audit conclusions will be presented: This action is
appropriate because it reflects the fact that the auditor has followed a

* planned and agreed audit programime and schedule. The auditor should schedule a closing meeting with the auditee's
representatives at which the audit conclusions will be presented, in accordance with clause

6.6 of ISO 19011:20181. The auditor should also ensure that the closing meeting is attended by those responsible for managing or
mmplementing the ISMS, as well as any other relevant parties].

* T will discuss any follow-up required with my audit team: This action is appropriate because it reflects the fact that the auditor has
followed a risk-based approach to determining and reporting any follow-up actions required by the auditee or the certification body.
The auditor should discuss any follow-up required with their audit team, such as verifying corrective actions for nonconformities or
conducting a subsequent audit1. The auditor should also document any follow-up actions in the audit reportl.

* T will review and, as appropriate, approve my teams audit conclusions: This action is appropriate because it reflects the fact that
the auditor has followed a rigorous and professional process to reaching and reporting audit conclusions. The auditor should review
and, as appropriate, approve their teams audit conclusions, which are based on objective evidence and professional judgement. The
auditor should also ensure that their teams audit conclusions are consistent with the audit objectives and scope, and reflect the overall
performance and conformity of the ISMSI.

NEW QUESTION # 177

An organisation is looking for management system initial certification. Please identify the sequence of the activities to be undertaken
by the organisation.

To complete the sequence click on the blank section you want to complete so that it is highlighted in red, and then click on the
applicable text from the options below. Alternatively, you may drag and drop the options to the appropriate blank section.

Answer:

Explanation:

Explanation:

The correct sequence of activities is:
Establish the management system
Plan the audit programme

Conduct internal audits



Hold a Management Review

Engage a Certification Body for stage 1 and stage 2 audits

Complete any corrective actions

Comprehensive but Short Explanation: = According to the PECB Candidate Handbook - ISO/IEC 27001 Lead Auditor, the steps
for achieving certification are as follows1:

Establish the management system: This involves defining the scope, objectives, policies, procedures, and controls of the ISMS, as
well as ensuring the availability of resources and top management commitment.

Plan the audit programme: This involves defining the audit objectives, criteria, scope, frequency, methods, and responsibilities for
conducting internal audits of the ISMS.

Conduct internal audits: This involves verifying the conformity and effectiveness of the ISMS, as well as identifying any
nonconformities or opportunities for improvement.

Hold a Management Review: This involves reviewing the performance and suitability of the ISMS, as well as deciding on any
changes or actions needed to improve it.

Engage a Certification Body for stage 1 and stage 2 audits: This involves selecting a reputable and accredited certification body to
conduct an external audit of the ISMS, consisting of two stages: a documentation review and an on-site assessment.

Complete any corrective actions: This involves addressing any nonconformities or findings identified by the certification body, and
providing evidence of their implementation and effectiveness.

References: = 1: PECB Candidate Handbook - ISO/IEC 27001 Lead Auditor, pages 25-26.

NEW QUESTION # 178

During a Stage 1 audit opening meeting, the Management System Representative (MSR) asks to extend the audit scope to include a
new site overseas which they have expanded mto since the certification application was made.

Select two options for how the auditor should respond.

e A Suggest that the MSR cancels the audit contract and reapplies for the new situation

¢ B. Advise the MSR that, within the existing scope, the new work area can be included without any problem

e (. Advise the MSR that the audit scope has been determined based on their initial application so the audit has to proceed as
planned

e D. Confirm that the auditor will advise the auditee that the audit scope will be revised to include the new work area

e E. Advise the MSR that an extension of the scope may be incorporated but will have to go through established procedures

¢ F. Determine whether the Management System covers the processes at the new site and, if so, proceed with the audit

Answer: EF

Explanation:

The correct options for how the auditor should respond are:

* A. Advise the MSR that an extension of the scope may be incorporated but will have to go through established procedures

* D. Determine whether the Management System covers the processes at the new site and, if so, proceed with the audit These
options are consistent with the ISO/IEC 270062015 standard, which states that any changes to the scope of certification should be
notified by the client to the certification body, and that the certification body should evaluate and decide on these changes in
accordance with its procedures1. The auditor should also verify that the ISMS is implemented and maintained at all sites included in
the scope of certificationl.

The other options are not appropriate for how the auditor should respond, because:

* B. Advise the MSR that the audit scope has been determined based on their initial application so the audit has to proceed as
planned: This option is too rigid and does not allow for any flexibility or adaptation to the client's situation. The auditor should be
open to consider any changes to the scope of certification that may have occurred since the mnitial application, as long as they are
properly notified and evaluated by the certification body.

* C. Suggest that the MSR cancels the audit contract and reapplies for the new situation: This option is too drastic and unnecessary,
as it would cause delays and costs for both the client and the certification body. The auditor should not suggest that the client cancels
the audit contract, but rather that they follow the established procedures for requesting and approving an extension of the scope of
certification.

* E. Advise the MSR that, within the existing scope, the new work area can be included without any problem: This option is too
lenient and does not ensure that the new work area meets the requirements of ISO/IEC 27001 and the ISMS. The auditor should
not assumme that the new work area can be included within the existing scope without any problem, but rather that they need to verify
that the ISMS is implemented and maintained at the new site, and that any changes to the scope of certification are approved by the
certification body.

* F. Confirm that the auditor will advise the auditee that the audit scope will be revised to include the new work area: This option is
too presumptuous and does not respect the authority of the certification body.

The auditor should not confirm that they will revise the audit scope to include the new work area, but rather that they will advise the
certification body of the client's request for an extension of the scope of certification, and wait for their decision.
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