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AE#15

A company has purchased appliances from different vendors. The appliances all have loT sensors. The sensors send status
information in the vendors' proprietary formats to a legacy application that parses the information into JSON. The parsing is simple,
but each vendor has a unique format. Once daily, the application parses all the JSON records and stores the records in a relational
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database for analysis.
The company needs to design a new data analysis solution that can deliver faster and optimize costs.
‘Which solution will meet these requirements?

o A Create an AWS Transfer for SFTP server. Update the loT sensor code to send the information as a .csv file through
SFTP to the server. Use AWS Glue to catalog the files. Use Amazon Athena for analysis.

B. Connect the 10T sensors to AWS IoT Core. Set a rule to nvoke an AWS Lambda function to parse the information and
save a .csv file to Amazon S3. Use AWS Glue to catalog the files. Use Amazon Athena and Amazon OuickSight for analysis.
C. Migrate the application server to AWS Fargate, which will receive the information from loT sensors and parse the
information into a relational format. Save the parsed information to Amazon Redshift for analysis.

D. Use AWS Snowball Edge to collect data from the loT sensors directly to perform local analysis.

Periodically collect the data into Amazon Redshift to perform global analysis.

HE: B
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Connect the IoT sensors to AWS IoT Core. Set a rule to invoke an AWS Lambda finction to parse the information and save a .csv
file to Amazon S3. Use AWS Glue to catalog the files. Use Amazon Athena and Amazon QuickSight for analysis. This solution
meets the requirement of faster analysis and cost optimization by using AWS IoT Core to collect data from the IoT sensors in real-
time and then using AWS Glue and Amazon Athena for efficient data analysis.

This solution involves connecting the loT sensors to the AWS loT Core, setting a rule to invoke an AWS Lambda fimction to parse
the mnformation, and saving a .csv file to Amazon S3. AWS Glue can be used to catalog the files and Amazon Athena and Amazon
QuickSight can be used for analysis. This solution will enable faster and more cost-effective data analysis.

This solution is in line with the official Amazon Textbook and Resources for the AWS Certified Solutions Architect - Professional
certification. In particular, the book states that: "AWS IoT Core can be used to ingest and process the data, AWS Lambda can be
used to process and transform the data, and Amazon S3 can be used to store the data. AWS Glue can be used to catalog and
access the data, Amazon Athena can be used to query the data, and Amazon QuickSight can be used to visualize the data." (Source:
https/d1.awsstatic.com/training-and-certification/docs-sa-pro/AWS_Certified Solutions_Architect Professiona
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A company is building a software-as-a-service (SaaS) solution on AWS. The company has deployed an Amazon API Gateway
REST API with AWS Lambda integration in multiple AWS Regions and in the same production account.

The company offers tiered pricing that gives customers the ability to pay for the capacity to make a certain number of API calls per
second. The premium tier offers up to 3,000 calls per second, and customers are identified by a unique API key. Several premium
tier customers in various Regions report that they receive error responses of 429 Too Many Requests from multiple APT methods
during peak usage hours. Logs indicate that the Lambda finction is never invoked.

What could be the cause of the error messages for these customers?

A. The company reached its API Gateway account limit for calls per second.

B. The Lambda function its Region limit for concurrency.

C. The Lambda function reached its concurrency limit.

D. The company reached its API Gateway default per-method limit for calls per second.

HE. A
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Explanation

https://docs.aws.amazon.convapigateway/latest/developerguide/api- gateway-request-throttling htmifapig-reques The company
reached its API Gateway account limit for calls per second. This is because Amazon API Gateway has a default account-level limit
0f 10,000 requests per second (RPS) and a default per-method limit of 5,000 RPS. Ifthe company's premium tier custormers are
making more than 10,000 requests per second in total across all API methods and regions, they would be receiving the error
message 0of 429 Too Many Requests. This indicates that the API Gateway account is reaching its capacity limit, and the Lambda
finction is not being nvoked because API Gateway is blocking the requests before they reach the Lambda function.

AE#17

A company that is developing a mobile game is making game assets available in two AWS Regions. Game assets ate served froma
set of Amazon EC2 instances behind an Application Load Balancer (ALB) in each Region. The company requires game assets to be
(etched fromthe closest Region. If game assets become unavailable in the closest Region, they should be fetched from the other
Region.



‘What should a solutions architect do to meet these requirements?

¢ A Create an Amazon Route 53 health check for each ALB. Create a Route 53 failover routing record pointing to the two
ALB:s. Set the Evaluate Target Health value to Yes.

¢ B. Create two Amazon CloudFront distributions, each with one ALB as the origin. Create an Amazon Route 53 failover
routing record pointing to the two CloudFront distributions. Set the Evaluate Target Health value to Yes.

¢ (. Create an Amazon Route 53 health check for each ALB. Create a Route 53 latency alias record pointing to the two
ALB:s. Set the Evaluate Target Health value to Yes.

¢ D. Create an Amazon CloudFront distribution. Create an origin group with one origin for each ALB. Set one of'the origins as

primary.
He: C
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Explanation

Failover routing policy - Use when you want to configure active-passive failover. Latency routing policy - Use when you have
resources in multiple AWS Regions and you want to route traffic to the region that provides the best latency.
https:/docs.aws.amazon.com/Route5 3/latest/DeveloperGuide/routing-policy. html

AR #18

A company is using AWS CloudFormation to deploy its infrastructure. The company is concerned that if a production
CloudFormation stack is deleted, important data stored in Amazon RDS5 databases or Amazon EBS volumes might also be deleted.
now can the company prevent users from accidentally deleting data m this way?

¢ A. Modify IAM policies to deny deleting RDS and EBS resources that ate lagged with an
"aws:cloudformation:stack-name" tag,

¢ B. Configure a stack policy that disallows the deletion of RDS and EBS resources.

e C. Use AWS Config rules to prevent deleting RDS and EBS resources.

¢ D. Modify the CloudFormation templates to add a DeletionPolicy attribute to RDS and EBS resources.

HEe. D
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A company is running an application distributed over several Amazon EC2 instances in an Auto Scaling group behind an Application
Load Balancer The security team requires that all application access attempts be made available for analysis Information about the
client IP address, connection type, and user agent must be included.

‘Which solution will meet these requirements?

e A. Enable VPC Flow Logs for all EC2 instance network interfaces Publish VPC Flow Logs to an Amazon S3 bucket Have
the security team use Amazon Athena to query and analyze the logs

¢ B. Enable EC2 detailed monitoring, and include network logs Send all logs through Amazon Kinesis Data Firehose to an
Amazon ElasDcsearch Service (Amazon ES) cluster that the security team uses for analysis.

¢ C. Enable access logs for the Application Load Balancer, and publish the logs to an Amazon S3 bucket Have the security
teamuse Amazon Athena to query and analyze the logs

e D. Enable Traffic Mirroring and specify all EC2 instance network interfaces as the source. Send all traffic mformation through
Amazon Kinesis Data Firehose to an Amazon Elastic search Service (Amazon ES) cluster that the security teamuses for
analysis.

HE. C
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https://docs.aws.amazon.convelasticloadbalancing/latest/application/load-balancer-access-logs. html
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